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UNIT: 


7-Cyber Law/Ethics and Social Responsibility 
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Introduction
Annotation: 
In this unit students will learn how ethics and social responsibility form the basis for the laws that govern our society.  Students will learn that as society changes so must the laws that govern it.  Students will learn how rabid advances in technology affect the ethics, responsibilities and the law.


Grade(s): 
	
	9th

	X
	10th

	X
	11th

	X
	12th


Time:  

5 hours
Author: 
David Mowery
Additional Author(s): 

Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.


Focus Standards

GPS Focus Standards: 

BCS-LEB-1 The student summarizes the ethical responsibilities of business owners. 
a. Describes organizational policies and procedures for ethics and privacy.
b. Illustrates strategies that address and improve ethical behavior in a small business.
c. Assesses ethical considerations affecting consumers such as false advertising and shoplifting.
d. Examines the role of social responsibility in business. 

BCS-LEB-11 The student explains how advances in computer technology impact business law. 
a. Identifies the circumstances that constitute the violation of a computer program copyright.
b. Determines when computer-related contracts are service contracts and when they are sale-of-goods contracts.
c. Analyzes how technological advances have created business practices that may be in conflict with the laws governing invasion of privacy.
d. Explains how legislation and regulations can be used to prevent the use of computers to invade privacy.
e. Describes federal, state, territory, and province statutes designed to combat computer crime.
f. Explains the impact of existing law on e-commerce.
g. Analyzes the impact of the laws of different countries on computer law. 

BCS-LEB-2 The student summarizes the effects of diverse cultures and customs on business. 
a. Describes the effect of culture on ethical practices.
c. Compares and contrasts differences in ethics legislation at state, national, and international levels. 

BCS-LEB-3 The student determines ethical issues directly related to government regulations. 
a. Lists examples of how unethical behavior leads to government regulations.
c. Classifies unethical and illegal conduct in business and their related consequences.
d. Compares copyright laws and how they relate to business practices. 

GPS Academic Standards:

National / Local Standards / Industry / ISTE:

Understandings & Goals

Enduring Understandings:
Essential Questions: 
· What are ethics?

· How does a society create a formal system of laws?

· What is the relationship between ethics and the law?

· What is the cyber/ internet society?

· What are cyber-ethics?

Knowledge from this Unit:  
· Students will learn what ethics and values are.  

· Students will learn how societies go from common values to a formal system of laws.

· Students will understand the relationship between ethics and the law.

· Students will learn what constitute a “society.”

· Students will apply the ethics, moral and laws of human society to the virtual society of the internet.
Skills from this Unit:  
Assessment(s)
Assessment Method Type: Select one or more of the following. Please consider the type(s) of differentiated instruction you will be using in the classroom. 
	
	Pre-test

	
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

__ Unit test

	X
	Group project

	
	Individual project

	
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

__ Observe students working with partners

_x_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	
	Dialogue and Discussion

	
	__ Student/teacher conferences
__ Partner and small group discussions

__ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

__ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment(s) Title:

Cyber-Ethics Promotional Campaign
Assessment(s) Description/Directions:

Students will create a promotional campaign to promote cyber-ethics.  The must create a presentation, PowerPoint or other media, and two other promotional vehicles to create a "campaign."  Students may use the "Truth" anti-tobacco campaign as an example.  Students will be required to research an outline of provided topics to cover and use this information to convey the importance of cyber-ethics to their peers.  Students will work in groups.

Attachments for Assessment(s): 
Student handout with Rubric
Learning Experiences
Instructional planning: Include lessons, activities and other learning experiences in this section with a brief description of the activities to ensure student acquisition of the knowledge and skills addressed in the standards. Complete the sequence of instruction for each lesson/task in the unit. 
Sequence of Instruction


1.  Identify the Standards. Standards should be posted in the classroom for each lesson.

2.  Review Essential Questions.
· What are ethics?

· How does a society create a formal system of laws?

· What is the relationship between ethics and the law?

· What is the cyber/ internet society?

· What are cyber-ethics?

3.  Identify and review the unit vocabulary. 

4.  Cyber Ethics Assignment
Attachments for Learning Experiences: 
CYBERETHICS

Promotional Campaign

This project requires students to create a multimedia campaign for high school students covering the subjects of internet usage, e-mail etiquette, instant messaging, cyber bullying and illegal music/movie downloading.  Students will work with a partner to research and create real life guidelines via PowerPoint, flyers, brochure or tri-board, and a workshop for their peers. 

Students will be required to use Microsoft Office software products to create a complete, logical and creative campaign. PowerPoint presentations will be a minimum of 10 slides with a recommended length of 12 slides. The campaign must cover all the elements and maintain a consistent look and message.  Pictures, clip art, video, and sounds/music will help enhance the readability and creativeness of the project, however, these items must be used appropriately and the sources of these images must be documented.

All sources used must be documented using MLA style.  A minimum of 5 sources must be used to gather information.  Photos and other images must be documented, but do not count toward these 5 sources.

Once finished, these projects will be printed out and bound using the binding machine. The workshops will be presented to the class. They will be graded using the attached rubric.  Students should use this rubric as a guideline for completing the project and self-evaluation.

See the attached outline for content requirements.

1) Proper Internet Usage

a) Parental controls

b) Spyware

c) Virus protection

2) Proper e-mail etiquette

a) Forwards/ chain emails

b) Junk mail/spam

c) Proper form/grammar

3) Instant Messaging

a) Flaming

b) Terminology

c) Unwritten rules of the IM society

4) Cyberbullying

a) Myspace/facebook

i) What are these sites and how can you use them properly

b) How to prevent it

i) What to do if you are a victim

5) Illegal Music/movie downloading

a) Copyright laws – what are they & how do they work

i) How do I protect MY work (music, writings, videos)

b) What can happen if you are caught/RIAA lawsuits

c) Ethical reasons not to do it

d) Legal ways/services to get music & movies online

i) For personal use

ii) Obtaining permission or license for commercial  or educational use


Cyber Ethics Campaign Project

	Evaluation Item
	Not Demonstrated
	Does Not Meet Expectations
	Meets Expectations
	Exceeds 

Expectations
	Points

Earned

	Internet Usage – all topics covered
	0
	1-5
	6-10
	11-15
	

	Email – all topics covered
	0
	1-5
	6-10
	11-15
	

	Instant messaging – all topics covered
	0
	1-5
	6-10
	11-15
	

	Cyberbulling – all topics covered
	0
	1-5
	6-10
	11-15
	

	Illegal Music & Movie Down Loading
	0
	1-5
	6-10
	11-15
	

	Clear and concise project with logical arrangement of information and a consistent theme
	0
	1-3
	4-7
	8-10
	

	Correct grammar, punctuation, spelling and documentation of sources
	0
	1-3
	4-7
	8-10
	

	Creativity 
	0
	1-2
	3-4
	5
	

	Total Points
	
	
	
	
	     /100

	Penalty Points

Late Project, Plagiarism
	
	
	
	
	-

	Excellence Points

Going over and above the expectations of the project
	
	
	
	
	+

	FINAL POINTS
	
	
	
	
	


Comments:


Example of MLA style 

Website

Lynch, Tim. "DSN Trials and Tribble-ations Review." Psi Phi: Bradley's 

     Science Fiction Club. 1996. Bradley University. 8 Oct. 1997

 <http://www.bradley.edu/campusorg/psiphi/DS9/ep/503r.html>. 

Newspaper or Magazine Article on the Internet

Andreadis, Athena. "The Enterprise Finds Twin Earths Everywhere It 

     Goes, But Future Colonizers of Distant Planets Won't Be So Lucky." 

     Astronomy Jan. 1999: 64- . Academic Universe. Lexis-Nexis. B. 

     Davis Schwartz Memorial Lib., Brookville, NY. 7 Feb. 1999 

<http:// web.lexis-nexis.com/universe>. 
Notes & Reflections: 

Culminating Performance Task (Optional)
Culminating Unit Performance Task Title:  
Culminating Unit Performance Task Description/Directions/Differentiated Instruction: 
 
Attachments for Culminating Performance Task: Please list.


Unit Resources 
Web Resources:

Attachment(s): Supplemental files not listed in assessment, learning experiences, and performance task.
Materials & Equipment: 
What 21st Century Technology was used in this unit:

Top of Form

	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
	
	


Bottom of Form
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