
Name _________________

Chapter 1 Anticipation Guide

An anticipation guide is a reading strategy that helps users “front load” the information they will be reading about. It primes the brain for the topics that will be encountered and starts making connections to prior knowledge.

Directions:  Read each statement about Chapter 1.  In the “Before” column, check the ones you agree with.  

	Before
	
	After

	_____
	I can list some of the new technologies that are making the Internet easier and more attractive to use.
	_____

	
	
	

	_____
	I can explain why standards have been such an integral factor in the Internet’s development.
	_____

	
	
	

	_____
	I can explain the Request for Comments (RFC) process.
	_____

	
	
	

	_____
	I can list at least five of the services provided by an ISP.
	_____

	
	
	

	_____
	I can explain the advantages and disadvantages of dial-up, DSL, cable, and satellite ISP connections.
	_____

	
	
	

	_____
	I can define T1, T3 and Metro Ethernet.
	_____

	
	
	

	_____
	I can define POP.
	_____

	
	
	

	_____
	I can explain what an IXP (or NAP) is.
	_____

	
	
	

	_____
	I can describe the technology that connects various IXPs.
	_____

	
	
	

	_____
	I can describe Tiers 1, 2, and 3 ISPs and distinguish them from one another.
	_____

	
	
	

	_____
	I can describe the similarities and differences between ping and tracert.
	_____

	
	
	

	_____
	I can list some of the devices an ISP requires in order to handle large volumes of traffic and to be fault tolerant.
	_____

	
	
	

	_____
	I can define scalability.
	_____

	
	
	

	_____
	I can explain the roles and responsibilities of various employees in an ISP.
	_____

	
	
	


Directions:  Now read and take notes over Chapter 1.  Once you have finished, re-read the statements above and place a check in the after column for the statements with which you agree. Add any comments you’d like below each statement.
Chapter 2 Anticipation Guide

An anticipation guide is a reading strategy that helps users “front load” the information they will be reading about. It primes the brain for the topics that will be encountered and starts making connections to prior knowledge.

Directions:  Read each statement about Chapter 2.  In the “Before” column, check the ones you agree with.  

	Before
	
	After

	 FORMCHECKBOX 

	I can explain the differences between level 1, 2, and 3 help desk technicians.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the duties of a level 1 technician.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the duties of a level 3 technician.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the characteristics that a help desk technician must have to be successful when dealing with customers.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why the help desk ticket documentation is important.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the functions of each layer of the OSI model.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the upper and lower layers of the OSI model and list the layers within each.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can correctly identify the layer in which the following protocols reside: TCP, IP, DNS, MIME, DHCP, UDP, FTP, IP NAT, HTTP, SMTP, Ethernet, POP3, PPP, Telnet, IMAP, Wi-Fi, TFTP
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can differentiate the responsibilities of the Transport and Network layers.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the Layer 2 issues that may keep an individual off a network.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list potential Physical Layer issues.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I remember the three different troubleshooting approaches.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why remotely troubleshooting layer 2 issues is difficult.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list three layer 3 test that can be performed to diagnose a problem and the things to look for when using those tests.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why a firewall is often the source of layer 4 issues.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I know where to begin when troubleshooting email problems.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the tools a Level 3 technician will take with him/her to a job site.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the four steps a technician should perform on-site before beginning troubleshooting.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the steps that must be followed once the problem on-site has been identified.
	 FORMCHECKBOX 


	
	     
	


Directions:  Now read and take notes over Chapter 2.  Once you have finished, re-read the statements above and place a check in the after column for the statements with which you agree. Add any comments you’d like below each statement.
Chapter 3 Anticipation Guide

An anticipation guide is a reading strategy that helps users “front load” the information they will be reading about. It primes the brain for the topics that will be encountered and starts making connections to prior knowledge.

Directions:  Read each statement about Chapter 3.  In the “Before” column, check the ones you agree with.  

	Before
	
	After

	 FORMCHECKBOX 

	I have developed a site survey including questions that should be asked regarding the customer’s current equipment and future needs.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can list some of the signs that a network has grown haphazardly.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can explain the difference between a physical and a logical topology.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can describe a network inventory sheet.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can explain what SWOT is.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can explain the five phases of a network upgrade.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can describe an MFD.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can describe STP, UTP, coaxial and fiber optic cable.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can describe instances in which straight-through, crossover, and console (rollover) cables are required.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can explain the purpose of a serial cable.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can explain the difference between horizontal cabling and vertical cabling.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can explain why a cable management and a cable labeling system are important.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can list factors of Managed Service and In-House purchasing of equipment.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can define hubs, switches, routers, firewalls, and ISRs.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can explain why expandability and manageability are important to consider when designing a network.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can list several factors to consider when considering the cost of a network design.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can list several features a router can provide beyond basic routing.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can define redundancy and fault-tolerance.
	 FORMCHECKBOX 


	
	
	

	 FORMCHECKBOX 

	I can list the types of devices that require an IP address.
	 FORMCHECKBOX 


	
	
	


Directions:  Now read and take notes over Chapter 3.  Once you have finished, re-read the statements above and place a check in the after column for the statements with which you agree. Add any comments you’d like below each statement.
Chapter 4 Anticipation Guide

An anticipation guide is a reading strategy that helps users “front load” the information they will be reading about. It primes the brain for the topics that will be encountered and starts making connections to prior knowledge.
Directions:  Read each statement about Chapter 4.  In the “Before” column, check the ones you agree with.  

	Before
	
	After

	 FORMCHECKBOX 

	I can describe an IP address.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how to determine an IP addresses class based on its higher order bits.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the ranges of addresses for Classes A – C.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the purpose of the subnet mask.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe what a subnet mask bit of 0 or 1 indicates.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why a class A address has 16,777,214 hosts, while a class B address has 65,534 hosts per network.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can define CIDR.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the range of private addresses for Classes A, B, and C.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the two factors to consider when deciding how many bits to use for a subnet ID.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why all zeros or all ones in the host portion of an IP address have been reserved.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the benefits IPv6 has over IPv4.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe an IPv6 address.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the advantages and disadvantages of NAT.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can distinguish between outside global, inside global, outside local and outside global addresses.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between static and dynamic NAT.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can define PAT.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the translation that occurs when PAT is implemented.
	 FORMCHECKBOX 


	
	     
	


Directions:  Now read and take notes over Chapter 4.  Once you have finished, re-read the statements above and place a check in the after column for the statements with which you agree. Add any comments you’d like below each statement.
Chapter 5 Anticipation Guide

An anticipation guide is a reading strategy that helps users “front load” the information they will be reading about. It primes the brain for the topics that will be encountered and starts making connections to prior knowledge.
Directions:  Read each statement about Chapter 5.  In the “Before” column, check the ones you agree with.  

	Before
	
	After

	 FORMCHECKBOX 

	I can list the Cisco ISR series routers in order from smallest connectivity needs to largest.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain where the operating system of a Cisco router is stored.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between a base IOS and an advanced security image.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the purpose of a console cable.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the tools needed to install a new Cisco device.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the six steps to physically set up an ISR.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the terminal emulation parameters required to configure a router or switch.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between in-band and out-of-band management of a network device.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can define CLI.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe SDM.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can compare and contrast CLI vs. SDM configuration methods.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe both running and startup configuration and can explain where each are stored.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the items on a router configuration checklist.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I am familiar with the eight configuration steps the SDM Express wizard utilizes.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the host and domain names and the enable secret password.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the contents of the IP address, subnet mask, and wireless parameters fields.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the configuration items needed for DHCP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe a serial connection including the possible encapsulation types used by a serial connection.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the three methods for obtaining an IP address on a serial interface.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can differentiate SDM and SDM Express.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the steps needed to configure dynamic NAT using the SDM wizard.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between User EXEC and Privileged EXEC modes including the prompts.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how to get into configuration mode and can describe its prompt.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe how to set a password to enter Privileged EXEC mode and how to set a password for users connected through the console port.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how to access CLI help.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I know what CR and a ^ indicates when entering commands.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the keys pressed to access commands in the command history and can explain other command shortcuts.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the purpose of show commands.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I know the dangers of mistyping “copy run start”.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the basic configuration tasks of a router.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between a DCE and a DTE.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why a clock rate may need to be set in a lab environment.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the steps for configuring an interface.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the purpose of a default route and the command syntax for configuring one.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can distinguish between “<Next Hop IP Address>” and “<interface> <port number>”
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I have listed the commands for configuring DHCP in my notebook or engineering journal.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between an “inside” and an “outside” address.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I have listed the commands for configuring static NAT in my notebook or engineering journal.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how a configuration file can be backed up to a TFTP server.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the capabilities of a switch.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I know the difference between 10/100/1000 ports and SFP ports.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between half and full duplex modes and can describe a situation when duplex settings would need to be configured manually.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I know what an amber Syst LED indicates.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the five options for managing a Cisco switch.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why an IP address would be assigned to a switch.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the initial switch configuration commands that differ from the initial router configuration commands.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how to verify a switch is properly connected to a network and can describe why port security may inhibit a computer from participating in network communications.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the benefits of CDP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the steps that must be followed when installing new CPE.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the documentation that’s created when installing new equipment.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the different types of WAN connections available to the customer.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the factors that must be considered when choosing a WAN connection.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the benefits of SSH.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how to change a serial interface’s encapsulation from HDLC to PPP.
	 FORMCHECKBOX 


	
	     
	

	
	
	


Directions:  Now read and take notes over Chapter 5.  Once you have finished, re-read the statements above and place a check in the after column for the statements with which you agree. Add any notes you’d like below each statement.
Chapter 6 Anticipation Guide

An anticipation guide is a reading strategy that helps users “front load” the information they will be reading about. It primes the brain for the topics that will be encountered and starts making connections to prior knowledge.
Directions:  Read each statement about Chapter 6.  In the “Before” column, check the ones you agree with.  

	Before
	
	After

	 FORMCHECKBOX 

	I can describe the contents of a routing table.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the four parts of every route.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain what happens when a packet’s destination address is compared with the entries in the routing table.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can give the command to view a router’s routing table.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the four types of routes listed in a routing table.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how to configure a static route, including the prompt.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why static routes are less likely to be used in large networks than in small networks.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the three tasks a dynamic routing protocol performs.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how a distance vector routing protocol works.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can interpret a routing table and envision the type of topology to which it corresponds.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe key features of RIP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list several disadvantages of RIP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I know the most significant difference between RIPv1 and RIPv2.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe EIGRP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the three tables EIGRP uses to determine the best path.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how LSAs are used.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the SPF tree.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the key characteristics of OSPF.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	 I can list the three criteria to consider when choosing a routing protocol.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how to configure RIP on a router.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the results of the commands show ip protocols and show ip route.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the tests and commands that can be used to determine if the routing protocols has been configured properly.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why debug commands should be used with caution in a production network.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe an Autonomous System (AS).
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can determine whether a network requires a shared or private ASN.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe and give examples of IGPs.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe and give an example of a BGP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how a packet leaves its local network and travels between Autonomous Systems to another local network.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can compare and contrast local and transit traffic.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the steps for configuring BGP on a gateway router.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why private addresses are never advertised by BGP on the Internet.
	 FORMCHECKBOX 


	
	     
	


Directions:  Now read and take notes over Chapter 6.  Once you have finished, re-read the statements above and place a check in the after column for the statements with which you agree. Add any notes you’d like below each statement.
Chapter 7 Anticipation Guide

An anticipation guide is a reading strategy that helps users “front load” the information they will be reading about. It primes the brain for the topics that will be encountered and starts making connections to prior knowledge.
Directions:  Read each statement about Chapter 7.  In the “Before” column, check the ones you agree with.  

	Before
	
	After

	 FORMCHECKBOX 

	I can explain different levels of support an ISP may provide to a company.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the two measures of reliability.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list strategies ISPs deploy to ensure the 5 9s of availability.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can categorize protocols based on their layers of the TCP/IP model.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list and describe common application layer protocols.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	 I can compare and contrast the OSI and TCP/IP models.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe TCP and UDP in detail.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how TCP builds reliability into an application.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the three step process that hosts using TCP utilize to create a session.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how gaps and lost data are overcome by TCP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why UDP has a lower overhead than TCP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list at least five application layer protocols that use UDP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how port numbers are assigned to a segment.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list at least ten common port numbers and their associated protocols.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe a socket.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how the HOSTS file is still used.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the three components of the domain naming system.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why the domain name system is referred to as hierarchical.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the five steps of the DNS resolution process.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between forward and reverse lookup zones.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the differences in the entries of an ISP DNS server and a local DNS server.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the services that may be provided by an ISP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the parts of a URL.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe three benefits of using a proxy server.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the PI function of FTP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the DTP function of FTP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can compare and contrast active and passive data connections.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how email is sent.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the two protocols for receiving email.
	 FORMCHECKBOX 


	
	     
	


Directions:  Now read and take notes over Chapter 7.  Once you have finished, re-read the statements above and place a check in the after column for the statements with which you agree. Add any notes you’d like below each statement.
Chapter 8 Anticipation Guide

An anticipation guide is a reading strategy that helps users “front load” the information they will be reading about. It primes the brain for the topics that will be encountered and starts making connections to prior knowledge.
Directions:  Read each statement about Chapter 8.  In the “Before” column, check the ones you agree with.  

	Before
	
	After

	 FORMCHECKBOX 

	I can list some of the security-related tasks I could be required to perform as an ISP support technician.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain why user rights should be restricted for day-to-day computing tasks.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list two tools for scanning for vulnerabilities. 
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list several security procedures for data.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can give an example of the AAA process as it pertains to my computing experience at school or work.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe positive and negative aspects to encrypting data.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the protocols that offer security for the following servers: web, email (both sending and receiving), telnet, ftp, and file servers.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can compare and contrast DoS, DDos, and DRDoS attacks.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how port filtering can help protect an ISP server or local workstation.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the purpose of an access list.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe a stateful firewall.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between internal and border firewalls.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between an IDS and an IPS.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe how MAC address filtering works.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the differences between WEP, WPA and WPA2.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe how host-based firewalls protect against known attacks, exploitable services, worms and viruses, and back doors and Trojans.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the types of threats “Anti-X” software protects against.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list at least six topics covered by a SLA.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can compare in-band and out-of-band management.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the purpose of CiscoWorks.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list and explain the four components of SNMP.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between polls and traps.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe a Syslog system.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe five ways data can be lost from a system.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list some of the factors to consider when choosing a data backup system.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe the advantages and disadvantages of using tape backups.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can list the capacities of various forms of optical media.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe situations in which hard disk based backup systems are advantageous. 
	 FORMCHECKBOX 


	
	      
	

	 FORMCHECKBOX 

	I can describe solid state storage.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain the difference between a full, differential, and an incremental backup.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe four maintenance tasks that should be performed to ensure backups are successful.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can describe a disaster recovery plan.
	 FORMCHECKBOX 


	
	     
	

	 FORMCHECKBOX 

	I can explain how a disaster recovery plan is designed.
	 FORMCHECKBOX 


	
	     
	


Directions:  Now read and take notes over Chapter 8.  Once you have finished, re-read the statements above and place a check in the after column for the statements with which you agree. Add any notes you’d like below each statement.
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