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Annotation: 
In this unit students will learn about design standards, analysis, and section for networks.  This unit includes references to the Cisco Networking Academy Discovery curriculum and Instructor Interactive course guides. http://cisco.netacad.net

Grade(s):  

	
	9th

	
	10th

	X
	11th

	X
	12th


Time:  

10 Hours
Prepared by: 

Douglas L. Arnold / Cisco Networking Academy
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
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GPS Focus Standards: 

BCS-NTS-11. Students will demonstrate knowledge of design standards, analysis and section for

networks.

a. Describe the factors to be considered when designing or modifying a network.

b. Describe methods used for naming conventions.

c. Explain the various stages of network design.

d. Identify and explain terminology used by standards to identify network cable connection

locations.

e. Describe the various facilities used in a telecommunications infrastructure.

GPS Academic Standards:
ELA10RC3 The student acquires new vocabulary in each content area and uses it correctly.
ISTE/NETS:
ITEA - 5. Students will develop an understanding of the effects of technology on the environment.

ITEA - 8. Students will develop an understanding of the attributes of design.

ITEA - 12. Students will develop the abilities to use and maintain technological products and systems.

ITEA - 17. Students will develop an understanding of and be able to select and use information and communication technologies.
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Enduring Understandings: 
Students will identify the fundamental principles and the installation, configuration, optimization, and upgrade of local area networks, client server relationships and network services. Students will also identify the tools, diagnostic procedures, and troubleshooting techniques for maintaining computer networks components, as well as for performing preventive maintenance.

Essential Questions: 
1.1.1. Can you recall the job of ISP Help Desk technicians to provide solutions to customers' problems with a view to network optimization and customer retention?
1.1.2. Can you identify the three levels of ISP user support?
1.1.3. Can you identify the duties and responsibilities of the first-level technician?
1.1.4. Can you identify the duties and responsibilities of the second-level technician?
1.1.5. Can you define level three support and ISP Managed Services?
1.1.6. Can you identify the many types of ISP support including phone support, email support, web-based support, online chat support, and (potentially) onsite support?
1.1.7. Can you identify customer service skills, or etiquette, include basic interactions with customers and skills for handling difficult clients and incidents?
1.1.8. Can you identify the Open Systems Interconnection Basic Reference Model (OSI) as a representation of data flow?
1.1.9. Can you identify OSI Model protocols and technologies?
1.1.10. Can you troubleshoot using the OSI model?

1.1.11. Can you identify Customer Site Procedures?
1.1.12. Can you create and use Help Desk Records?
1.1.13. Can you understand the physical and logical topologies of a network?
Knowledge and Skill from this Unit:  
1.1.1. Students will be able to define the ISP Help Desk as the organization responsible for servicing customers' connectivity problems.

1.1.2. Students will be able to explain the role of customer service in ensuring the financial success of an ISP.

1.1.3. Students will be able to differentiate the three levels of Help Desk services and the skills required to deliver those skills.

1.1.4. Students will be able to define outsourcing and how ISPs use outsourced Help Desk companies to provide economical services.

1.1.5. Students will be able to define online services and explore the characteristics of customers who demand these services.

1.1.6. Students will be able to illustrate incident management procedures used by ISP Help Desks to manage customer calls.

1.1.7. Students will be able to demonstrate the behavior required by successful Help Desk employees when dealing with customers.

1.1.8. Students will be able to demonstrate the process for creating and resolving a customer call using a trouble ticket procedure.
1.1.9. Students will be able to illustrate and explain the 7-layer OSI model as a visual representation of data flow.

1.1.10. Students will be able to differentiate the role of each layer in creating and delivering data. 

1.1.11. Students will be able to Introduce the concept of troubleshooting and differentiate the three approaches including top-down, bottom-up, and divide-and-conquer. 

1.1.12. Students will be able to define troubleshooting tools and techniques aligned to each of the seven layers.
1.1.13. Students will be able to define the role of the ISP as a supplier of third party network managed services.

1.1.14. Students will be able to document the process for conducting a site survey and delineate the information required to complete the survey.

1.1.15. Students will be able to explain and delineate the process for completing and documenting a baseline inventory of network hardware and software.

1.1.16. Students will be able to demonstrate the process for communicating the findings of the site survey to customers.

1.1.17. Students will be able to demonstrate the process for creating a physical and logical topology diagram.
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Assessment Method Type: 
	
	Pre-test

	X
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

_X_ Unit test

	X
	Group project

	X
	Individual project

	X
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

_X_ Observe students working with partners

_X_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	__ Student/teacher conferences
_X_ Partner and small group discussions

_X_ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	X
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

_X_ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Unit 10 Assessment
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Instructional planning: 
LESSON 1:  HELP DESK TECHNIQUES 

1.
Identify the standards. Standards should be posted in the classroom.
2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Study Guide.

4.  Teaching Goals: Your Challenge as a Teacher in This Section Is To:
1.1.1. Introduce the ISP Help Desk as the organization responsible for servicing customers' connectivity 
problems.

1.1.2. Explain the role of customer service in ensuring the financial success of an ISP.

1.1.3. Differentiate the three levels of Help Desk services and the skills required to deliver those skills.

1.1.4. Define outsourcing and how ISPs use outsourced Help Desk companies to provide economical 
services.

1.1.5. Define online services and explore the characteristics of customers who demand these services.

1.1.6. Illustrate incident management procedures used by ISP Help Desks to manage customer calls.

1.1.7. Demonstrate the behavior required by successful Help Desk employees when dealing with 
customers.

1.1.8. Demonstrate the process for creating and resolving a customer call using a trouble ticket 
procedure.
5.
Activities: 


Reference interactive course guide (ICG):

· Review How to Teach: 2.1 ICG

· Review Critical Concepts 01: 2.1 ICG

· Review Critical Concepts 02: Misconceptions and Errors 2.1 ICG

· Review Discussion 1-5 ICG 2.1

· Reflection 2.1: Assignments

Reflections Activity:

1.
Help Desk Support at Your ISP: Ask students, “Are you familiar with the Help Desk services offered by your (or 
the schools) ISP? Research the available Help Desk/customer support services including telephony, frequently 
asked questions, online chat, and “bot” responses.” Ask students, “Do you know what a “bot” is? The 
Whatis.com definition is as follows, “A bot (short for "robot") is a program that operates as an agent for a user 
or another program or simulates a human activity.”


a.
Tell students, “Take a look at the different type of Help Desk and customer support services available 


from your ISP.” Be prepared to report to the class on:



i.
What services are available from the ISP?



ii.
If available, look at the frequently asked questions at the ISP website.

· What are the categories of frequently asked questions?
· Are there more questions in some categories then in others?

· Can you use this information to better prepare you for Help Desk support? How?



iii.
If possible, pose a sample question to the “bot” judging the quality of the response.


b.
If students do not currently have an ISP to report upon assign an ISP available within the country or 


region.


c.
Review the results of your investigation with the class.
2.
Communication 101: Tell students, “Being a successful Help Desk technician is a combination of strong technical 
and communication skills. Communication is not just about talking; it is also about listening. In this activity you 
are going to practice providing good directions and listening to one another.”


a.
Have students practice giving directions to a location within the classroom.



i.
Each student should hide an object/paper with his or her name on it within the classroom at the 



“final destination”.



ii.
Each student should write a series of “pre-planned” directions to the location – remind students not 



to pick the straightest path – there should be some challenge in the route.


b.
The student who will be providing the directions should have developed and pre-written the directions to 


their location.



i.
Tell students this is similar to the scripts that are often provided to technical support personnel at a 



Help Desk.


c.
Place students in pairs – each one will take a turn following the oral directions of the other student.



i.
Tell the “following directions” students they should pretend not to understand the directions at least 



twice during the process, forcing the other student to clarify and expand upon their directions.


d.
Switch roles and conduct the activity again.



This activity could be modified or expanded to include the installation of hardware/software.


a.
Have students practice giving directions to install NIC card and driver software.



i.
Each student should first write out directions, i.e. a script prior to practicing with their partner.


b.
Make sure that the student providing the directions cannot see the action of the students installing the 


card – the idea is to have this situation mimic a remote Help Desk.


c.
The “following direction” student should ask a minimum of three clarification/confusion types of 



questions forcing their partner to provide additional clarification.


d.
Switch roles and conduct the activity again.


References

1.
Gliedman, Chip.  June 28, 2005. Thirty-one Best Practices for the Service Desk. Retrieved on May 12, 



2007 from http://ilabs.inquiry.uiuc.edu/ilab/ssi/documents/2554/home/user+services+project/thirty-
one+best+practices+for+the+service+desk+by+chip+gliedman.pdf?draft=1&file_id=2.

2.
http://www.oit.umd.edu/Employment/ITcoord_HD1b.html
LESSON 2: OSI MODEL

1.
Identify the standards. Standards should be posted in the classroom.

2.     Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Study Guide.
4.     Teaching Goals: Your Challenge as a Teacher in This Section Is To:

1.1.1. Illustrate and explain the 7-layer OSI model as a visual representation of data flow.

1.1.2. Differentiate the role of each layer in creating and delivering data. 

1.1.3. Introduce the concept of troubleshooting and differentiate the three approaches including top-down, bottom-up, and divide-and-conquer. 

1.1.4. Demonstrate troubleshooting tools and techniques aligned to each of the seven layers.
3.  
Activities:


Reference interactive course guide (ICG):

· Review How to Teach: 2.2 ICG

· Review Critical Concepts 01: 2.2 ICG

· Review Critical Concepts 02: Misconceptions and Errors 2.2 ICG

· Review Discussion 1-6 ICG 2.2
· Reflection 2.2: Assignments

Reflections Activity:

1.
OSI Model Lower Layer Troubleshooting Hands-On Practice: Present students with computer stations requiring 
troubleshooting at the lower layers of the OSI.


a.
Layer 1: Present students with computers having a loose network cables, loose NIC, and/or improper 


cabling (switch a straight through with a crossover cable).


b.
Layer 2: Present students with computers having NIC card problems – if a faulty card is available place this 

card in a machine, loosen card, making sure to have a good NIC card available for swapping in/out.


c.
Layer 3: Present students with a computer having the incorrect settings for IP address, incorrect subnet 


mask, incorrect default gateway, incorrect DHCP.



i.
Make sure that students have access to the correct settings on another computer within the lab.



ii.
Remind students to run ipconfig, ping, nslookup, and traceroute to troubleshoot connectivity 



problems at the lower levels.


Ask students to complete a “trouble ticket” form as follows:


Student Name:


Date/Time Problem Reported:


Reported by:


Description of the problem:


Actions Taken to Solve Problem:


Did you use bottom-up, top-down, Or divide-and-conquer approach?


Was the problem solved?


Additional Notes:
2.
OSI Model Upper Layer Troubleshooting Hands-On Practice: Divide the class into teams of customer and ISP 
technician. Each member of the team will be responsible for “teaching” the other to configure emails using the 
correct email protocol, and the applications of Exchange and/or Outlook, as these are applications that ISP 
technicians will commonly support.


Have the “customer” report to student about the quality of their instructions – were they easy or hard to follow? 
Did they leave out any steps? How could the instructions be improved? Swap roles and exchange feedback on 
performance.

References

1.
Northrup, Tony.  (July 1998). Troubleshooting and Analysis. Retrieved on May 14, 2007 from 
http://www.windowsitlibrary.com/Content/386/08/1.html.

LESSON 3: ISP TROUBLESHOOTING

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Study Guide.
4. 
Teaching Goals: Your Challenge as a Teacher in This Section Is To: 
1.1.1. Introduce the role of the ISP as a supplier of third party network managed services.

1.1.2. Document the process for conducting a site survey and delineate the information required to complete the survey.

1.1.3. Explain and delineate the process for completing and documenting a baseline inventory of network hardware and software.

1.1.4. Demonstrate the process for communicating the findings of the site survey to customers.

1.1.5. Demonstrate the process for creating a physical and logical topology diagram.

5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 2.3 ICG

· Review Critical Concepts 01: 2.3 ICG

· Review Critical Concepts 02: Misconceptions and Errors 2.3 ICG

· Review Discussion 1-4 ICG 2.3

· Reflection 2.3: Assignments


Reflection Activity: 
1.
Scenarios for Troubleshooting Practice: Students need continued exposure to troubleshooting scenarios, hands-on and theoretical, which they are likely to encounter as an ISP technician. These scenarios should include:


a.
A SOHO remote connectivity problem (failure to authenticate) 


b.
A SOHO remote connectivity problem (protocol configuration) 


c.
A SOHO remote connectivity problem (physical connectivity) 


d.
A SOHO network-troubleshooting problem (failure of network hardware)


Students should identify a number of solutions to each problem, documenting:


a.
The selection of a top-down, bottom-up, or divide-and-conquer strategy 


b.
The layer and potential cause(s) of the problem


c.
The possible solution(s) to the problem

2.
Remote Access Software: Ask students, “Have you ever left a file on your home computer which you wish you had access to at school or another location? Software exists which allows you to access those files at home from a remote location. Many vendors advertise this software to the SOHO owner with a sales pitch of not having to go into the office evenings or weekends, making it easier to work at home. 


a.
Research at least three different remote access programs.


b.
What capabilities does each of the programs have? 



i.
What types of files can you access? Email, documents, files on network drives?



ii.
Can you access network resources? Printers, plotters, etc.



iii.
Is file encryption available?



iv.
Support for multiple platforms?



v.
View video and audio files on remote PC?


c.
What program would you recommend and why?
Summative Assessment: S2 Chapter 2 Quiz 2.0 

ATTACHMENTS FOR LESSON PLANS

	Lesson 1-3:
	· Unit Anticipation Guide
· Unit Overview Power Point  MISSING
· Unit Study Guide
· Jeopardy 
· Jeopardy2


[image: image6.jpg]% UNIT RESOURCES





Web Resources:

· http://www.gns3.net/ - Open source Router / Network Simulator
· http://www.howstuffworks.com/computers
· See links in Reflection activities.

Materials & Equipment: 
Cisco Networking Academy Interactive Course Guides and Discovery Curriculum. 
21st Century Technology Used: 
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	X
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	X
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
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