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Annotation: 
In this unit students will explore TCP/IP and how it is important to standards based networks.  This unit includes references to the Cisco Networking Academy Discovery curriculum and Instructor Interactive course guides. http://cisco.netacad.net

Grade(s):  

	
	9th

	
	10th

	X
	11th

	X
	12th


Time:  

10 Hours
Prepared by: 

Douglas L. Arnold / Cisco Networking Academy
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
[image: image2.jpg]% FOCUS STANDARDS




GPS Focus Standards: 

BCS-NTS-7. Students will explore the standard computer network communication protocol TCP/IP and its importance to standards based networks.

a. Explain the differences between IPv4 and IPv6.

b. Explain the purpose and operation of the Network Address Translation (NAT) protocol.

c. Determine the IP address and subnet mask on a workstation.

Implementation date

d. Explain the purpose and operation of the Domain Name System (DNS).

e. Describe how UDP, TCP, and IP relate to the OSI model.

f. Explain the purpose and operation of the Windows Internet Naming Service (WINS).

g. Explain the purpose and operation of the Dynamic Host Configuration Protocol (DHCP).

h. Identify an Automatic Private IP Addressing (APIPA) address.

i. Interpret the displays of TCP/IP troubleshooting utilities.
GPS Academic Standards:
ELA10RC3 The student acquires new vocabulary in each content area and uses it correctly.
ISTE/NETS:
ITEA - 5. Students will develop an understanding of the effects of technology on the environment.

ITEA - 8. Students will develop an understanding of the attributes of design.

ITEA - 12. Students will develop the abilities to use and maintain technological products and systems.

ITEA - 17. Students will develop an understanding of and be able to select and use information and communication technologies.
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Enduring Understandings: 
Students will identify the fundamental principles and the installation, configuration, optimization, and upgrade of local area networks, client server relationships and network services. Students will also identify the tools, diagnostic procedures, and troubleshooting techniques for maintaining computer networks components, as well as for performing preventive maintenance.

Essential Questions: 
1.1.1. Can you perform a site survey

1.1.2. Can you understand the physical and logical topologies of a network

1.1.3. Can you understand the importance of documentation in planning and implementing a network upgrade
1.1.4. Can you identify the importance of the network plan

1.1.5. Can you identify the various physical topology considerations when upgrading a network

1.1.6. Can you identify the physical environment of the planned network upgrade

1.1.7. Can you identify the cabling required for the customer network upgrades

1.1.8. Can you identify structured cabling and the types of End-to-End Cabling required to allow data flow
1.1.9. Can you identify the issues that relate to purchasing and maintaining network equipment for an upgrade

1.1.10. Can you select network devices

1.1.11. Can you select LAN devices

1.1.12. Can you select internetworking devices

1.1.13. Can you identify the features and limitations of network components
Knowledge and Skill from this Unit:  
1.1.1. Students will be able to introduce the role of the ISP as a supplier of third party network managed services.

1.1.2. Students will be able to document the process for conducting a site survey and delineate the information required to complete the survey.

1.1.3. Students will be able to explain and delineate the process for completing and documenting a baseline inventory of network hardware and software.

1.1.4. Students will be able to demonstrate the process for communicating the findings of the site survey to customers.

1.1.5. Students will be able to demonstrate the process for creating a physical and logical topology diagram.
1.1.6. Students will be able to explain the role of the project plan in ensuring a successful upgrade.

1.1.7. Students will be able to delineate the five phases for implementing a network upgrade.

1.1.8. Students will be able to illustrate the position of the MDF and IDF as the cornerstone of a network.

1.1.9. Students will be able to differentiate the various forms of network cabling and the appropriate application of wiring for the network objective.

1.1.10. Students will be able to define the components of a network floor plan, lead and demonstrate the creation of a network floor plan.
1.1.11. Students will be able to differentiate managed cost services from in-house services based on cost effectiveness.

1.1.12. Students will be able to differentiate the functions of the various network devices in terms of their ability to enhance network performance.

1.1.13. Students will be able to define the process for determining the criteria for equipment selection.

1.1.14. Students will be able to define and clarify the concept of expandability and manageability of a network.

1.1.15. Students will be able to explain the relationship between cost and equipment features when choosing networking devices including hubs, switches, and routers.
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Assessment Method Type: 
	
	Pre-test

	X
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

_X_ Unit test

	X
	Group project

	X
	Individual project

	X
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

_X_ Observe students working with partners

_X_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	__ Student/teacher conferences
_X_ Partner and small group discussions

_X_ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	X
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

_X_ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Unit 11 Assessment: 
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Instructional planning: 
(
LESSON 1:  DOCUMENTING THE EXISTING NETWORK

1.
Identify the standards. Standards should be posted in the classroom.
2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.

4.  Teaching Goals: Your Challenge as a Teacher in This Section Is To:
1.1.1. Introduce the role of the ISP as a supplier of third party network managed services.

1.1.2. Document the process for conducting a site survey and delineate the information required to complete the survey.

1.1.3. Explain and delineate the process for completing and documenting a baseline inventory of network hardware and software.

1.1.4. Demonstrate the process for communicating the findings of the site survey to customers.

1.1.5. Demonstrate the process for creating a physical and logical topology diagram.
5.
Activities: 


Reference interactive course guide (ICG):

· Review How to Teach: 3.1 ICG

· Review Critical Concepts 01: 3.1 ICG

· Review Critical Concepts 02: Misconceptions and Errors 3.1 ICG

· Review Discussion 1-5 ICG 3.1

· Reflection 3.1: Assignments

Reflections Activity:

1.
Network Design: Present the following scenario to the class: An architect’s office is struggling with network performance. There are five employees, and two architects working with 3D design and image rendering programs, and a secretarial and finance staff. Performance suffers, so that users cannot access files or print their work in a reasonable time. What type of network design might you create? Limit the network hardware used to either a series of daisy chained switches with a router, or an ISR; five computer hosts and two networked printers. Make sure to prepare an inventory of existing hardware, including a network design (logical and physical). (This scenario is taken from CCNA Discovery: Networking for Home and Small Businesses - Chapter Six but expanded for this activity).


a.
As an alternate version of this activity students could discuss and decide how to redesign their own school building or classroom for better network performance.

This activity can be modified by having the students create their own businesses to site survey or network design.
Tell the class, “You will work in small groups to prepare a site survey document and network design to the class. The roles will be divided as follows:


a.
As a team they work together to “design” the physical layout of the office, including the placement of 


computer hosts and network devices.



i.
This layout must include the location and number of end users. Introduce the use of the Cisco 



Solution Designer at http://www.ciscowebtools.com/designer/ to assist with network planning and 



design. – Physical layout should include a mixture of separate offices and cubicles. Students should 



include in their design the placement of power outlets and other physical environment elements 



(heating/cooling, sources of heat, heavy draw of electrical power).



ii.
The layout should also include the peripherals, both individual and shared, that will be required.



iii.
One member of the team is the office manager who will supply you with all necessary business 



information including applications use, plans for future expansion, and performance issues. 




Consideration should be paid to the applications to be utilized, the bandwidth requirements, and 



whether there is to be wireless connectivity.


NOTE: If there is a Computer Aided Design (CAD) class in the school, it would be useful to have the survey and 
design team interview a CAD instructor or student in place of or in conjunction with the “Office Manager.”


b.
One member of the team is responsible for conducting a site survey of the physical topology of the 


Rochester office.


c.
One member of the team is responsible for conducting a site survey of the logical topology of the 


Rochester office.


d.
Each team is responsible for presenting their site surveys to the class.

Tell students to save the results of these surveys, as we will build upon this activity in the next section.
2.
Preparing an Inventory: While it is relatively simple to have the students inventory the CISCO computer lab, it 
may be more meaningful to have the students inventory other computer labs, office or classroom computers, 
teachers’ computers, or other computer hosts that might be present in their learning environment.


Ask students to prepare a database or spreadsheet in which to input the inventory data. 


a.
Prepare a database or spreadsheet in which to input the inventory data. At a minimum the data should 


nclude:



i.
Device Name



ii.
Location



iii.
Brand and Model



iv.
Operating System



v.
Logical Addressing Information



vi.
Method of connectivity



vii.
Security Information


Use this as an opportunity to discuss the best way to organize the data when multiple individuals will be 
collecting and reporting on the inventory.


b.
Remind students that they will need to use their customer service skills when:



i.
Scheduling a convenient time(s) to conduct the inventory



ii.
Explaining their purpose in inventorying their computer hosts



iii.
Answering any questions about hardware/software



iv.
Thanking them for allowing them to collect the information


c.
This would be a good time to have students collect information about the status of the equipment 


including any repairs that the user thinks necessary.


d.
Following the completion of the data entry, ask students, “What types of questions could be asked about 


the data?”



i.
Provide each student with his or her own dataset for manipulation in answering questions, locating 



trends in the data, etc.



ii.
Review the results of students’ investigation with the data.
References

1.
Dell Computer Corporation. (June 15, 2005). Statement of Work: Rack & Server Installation Site Survey. Retrieved on May 18, 2007 from http://www.dell.com/downloads/ca/deployment_service/81_RackSiteSurvey.pdf?c=ca&l=en&s=gen.
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LESSON 2: PLANNING

1.
Identify the standards. Standards should be posted in the classroom.

2.     Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4.     Teaching Goals 3.2: Your Challenge as a Teacher in This Section Is To:

1.1.1. Explain the role of the project plan in ensuring a successful upgrade.

1.1.2. Delineate the five phases for implementing a network upgrade.

1.1.3. Illustrate the position of the MDF and IDF as the cornerstone of a network.

1.1.4. Differentiate the various forms of network cabling and the appropriate application of wiring for the network objective.

1.1.5. Define the components of a network floor plan, lead and demonstrate the creation of a network floor plan.
3.  
Activities:


Reference interactive course guide (ICG):

· Review How to Teach: 3.2 ICG

· Review Critical Concepts 01: 3.2 ICG

· Review Critical Concepts 02: Misconceptions and Errors 3.2 ICG

· Review Discussion 1-8 ICG 3.2
· Reflection 3.2: Assignments

Reflections Activity:

1.
Prototypes:  Tell students, “Prototypes are produced for nearly all products. What role do you think prototypes 
play in the development of new products?” Solicit responses, telling students, “In this activity you are going to 
research and report on the uses of prototypes in a field of interest to you. For example, prototypes are used in 
the creation of automobiles; these prototypes are sometimes referred to as “concept cars”; in the food industry; 
and in the creation of new video games, systems, and controllers. Prototypes are used in medicine to test drugs 
safety and efficacy, the effectiveness of joint replacements, and stents for clearing blockages in arteries. These 
are just a few examples of the many prototypes that are developed on a daily basis”.


a.
Select a field where the use of prototypes interests you – this could be video games, medicine, 



automobiles, or computer processors (just to name a few examples).


b.
Conduct an Internet search on the prototypes developed in your area.



i.
Did the prototypes change over time? That is, what differences were there from the first prototype to 


the final product?



ii.
Why did these changes occur? Was it feedback from users, from a government or regulatory 




commission, or was it based on economics?


c.
Prepare a one-page report, with graphics if available and appropriate, on the use of prototypes in your 


field of interest. You may wish to track one product from first prototype to final product or a generalized 


report on prototypes in your field.


d.
Be prepared to share your report with the class.
2.
Network Design and Prototyping: Provide students with a typical SOHO network design to place into Packet 
Tracer and prototype.  They intent of this activity is to provide practice with prototyping in Packet Tracer so all 
elements should be provided to the students.


a.
Provide students with a site survey and wish list from client.


b.
Provide students with the network elements to be placed within the design:



i.
Number of Hosts



ii.
Server(s)



iii.
Network Devices (Switches, Router, or Integrated Router)


c.
Provide (or have the class develop) an appropriate network addressing scheme.


d.
Test the network design in Packet Tracer.


e.
Have students report on the success/failure of their network prototype.
3.
Network Prototypes and Wiring Plans: Tell students they should use the network designs created in the first 
module and then add the following components:


a.
MDF/IDF wiring closets.


b.
A structured cabling plan including placement of straight through, crossover, and serial cables.

Remind students that the Cisco Solution Designer tool may be used to continue their network design. Once the class has made the additions to their network designs, each team member will use Packet Tracer to construct the prototype network.

Following the completion of the prototype network design, students will present (in 5 minutes or less) their network design, explaining their choice of peripherals, bandwidth, wireless connectivity, and the physical and logical configuration of the network. If you do not want to have students give oral presentations, require students to answer these questions in writing and submit them along with their Packet Tracer prototype. Students can also use the “N” in Packet Tracer to record their design decisions.

References
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LESSON 3: PURCHASING AND MAINTAINING EQUIPMENT 

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4. 
Teaching Goals 3.3: Your Challenge as a Teacher in This Section Is To: 
1.1.1. Differentiate managed cost services from in-house services based on cost effectiveness.

1.1.2. Differentiate the functions of the various network devices in terms of their ability to enhance network performance.

1.1.3. Define the process for determining the criteria for equipment selection.

1.1.4. Introduce and clarify the concept of expandability and manageability of a network.

1.1.5. Explain the relationship between cost and equipment features when choosing networking devices including hubs, switches, and routers.
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 3.3 ICG

· Review Critical Concepts 01: 3.3 ICG

· Review Critical Concepts 02: Misconceptions and Errors 3.3 ICG

· Review Discussion 1-6 ICG 3.3

· Reflection 3.3: Assignments


Reflection Activity: 
1.
Lease or Buy: Tell students, “The decision whether to lease or to buy is not always a clear and easy one. What 
often complicates this issue are the positive benefits of the additional service that can be provided with a lease, 
coupled with the ability to upgrade network hardware on a regular basis; however, all of this comes at an 
increased cost. What is a small business owner to do? What would you recommend? Before you can answer 
these questions, you need to learn more about leasing versus buying. Let’s get started:


a.
Use an Internet search engine to locate resources for “lease or buy network hardware” or start with the 


following resources:



i.
Hardware Today: The Lease or Buy Dilemma: 










http://www.serverwatch.com/hreviews/article.php/3638151



ii.
Buy or Lease: What You Need to Know: http://www.itbusinessedge.com/item/?ci=4544



iii.
News at Cisco: Success Story: 



http://newsroom.cisco.com/dlls/partners/success_stories/2007/pss_04-06.html



iv.
IQ Magazine: Advantages of Leasing: 




http://www.cisco.com/web/about/ac123/iqmagazine/archives/q3_2006/NS_Financing_Advantages_of_Leasing.
html


b.
Now that you have completed your research, we will create, as a class, a decision tree to help us work 


with customers in choosing when to lease/when to buy. 
2.
Network Devices and OSI Layers – Who Belongs to Who? Tell students, “It used to be that network devices, such 
as a hub, switch, or router worked at only one OSI layer. For the most part this is still true, however, some 
devices, such as an Integrated Router, “span” OSI layers. Devices such as an Integrated Router, because they are 
multi-function devices, work at many OSI layers. Let’s identify what devices work at what layers, including the 
multiple OSI layers of an Integrated Router.”


a.
Use an Internet search engine to research the term, “network hardware at OSI layers”. The following 


websites will also provide resources:



i.
OSI Reference Model: http://www.how2pass.com/CCNA/study_material/osilayers.htm



ii.
Routers and Bridges: Linking Networks: http://www.blackbox.com/Tech_Support/Technical-




documents/routers-bridges.aspx



iii.
Multilayer Switching: http://en.wikipedia.org/wiki/Multilayer_switch



iv.
LAN Switching: http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/lanswtch.htm


b.
Have the students generate a list of the OSI layers students with a list of the OSI layers, asking them to i


dentify on what layers hubs, switches, routers, and Integrated Routers are located.


c.
Share and review the results of your research with the class. 
3.
Cisco – We’ve Got a Problem: Cisco Case Studies, located at http://www.cisco.com/web/about/success-stories/ 
or by searching at http://www.cisco.com/cdc_content_elements/networking_solutions/casestudies/ has a wide 
assortment of cases discussing how organizations, from large to small, use network technology to improve their 
business with increased productivity, lower costs, while increasing business revenues.


a.
Provide students with a series of cases from the Cisco Case Studies website. The search tool will allow you 

select cases from specific industries, company sizes, and devices.


b.
Ask students to identify within each case the elements of SWOT



i.
How does the solution meet the needs of the business today?



ii.
How does the solution meet future needs?



iii.
What internal and external strengths and challenges did the solution satisfy?


c.
Review with students the efficacy of these solutions – what role did a careful analysis of business needs 


play in the success of the project? 
References
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Summative Assessment: S2 Chapter 3 Quiz 3.0 

ATTACHMENTS FOR LESSON PLANS

	Lesson 1-3:
	· Unit Anticipation Guide
· Unit Study Guide
· Jeopardy 
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Web Resources:

· http://www.gns3.net/ - Open source Router / Network Simulator
· http://www.howstuffworks.com/computers
· See links in Reflection activities.

Materials & Equipment: 
Cisco Networking Academy Interactive Course Guides and Discovery Curriculum. 
21st Century Technology Used: 
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	X
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	X
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
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