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Computer Networking
COURSE:  

Networking Systems
UNIT 12: 
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Annotation: 
In this unit students will explore sub-netting and its importance to standards based networks.  This unit includes references to the Cisco Networking Academy Discovery curriculum and Instructor Interactive course guides. http://cisco.netacad.net

Grade(s):  

	
	9th

	
	10th

	X
	11th

	X
	12th


Time:  

10 Hours
Prepared by: 

Douglas L. Arnold / Cisco Networking Academy
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
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GPS Focus Standards: 

BCS-NTS-8. Students will explore the concept of sub-netting and its importance to standards based

networks.

a. Count using the binary number system.

b. Calculate a specific subnet mask needed for a set of conditions.

c. Identify subnet network characteristics by inspecting the subnet mask.

d. Explain the purpose, advantages, and disadvantages of sub-netting.

e. Explain the characteristics and purpose of a Virtual LAN (VLAN).

GPS Academic Standards:
ELA10RC3 The student acquires new vocabulary in each content area and uses it correctly.
ISTE/NETS:
ITEA - 5. Students will develop an understanding of the effects of technology on the environment.

ITEA - 8. Students will develop an understanding of the attributes of design.

ITEA - 12. Students will develop the abilities to use and maintain technological products and systems.

ITEA - 17. Students will develop an understanding of and be able to select and use information and communication technologies.
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Enduring Understandings: 
Students will identify the fundamental principles and the installation, configuration, optimization, and upgrade of local area networks, client server relationships and network services. Students will also identify the tools, diagnostic procedures, and troubleshooting techniques for maintaining computer networks components, as well as for performing preventive maintenance.

Essential Questions: 
1.1.1. Can you identify the Internet Protocol as a logical addressing scheme used for internetworking?
1.1.2. Can you identify the five categories of classful networks?
1.1.3. Can you identify the process for subnetting classful networks?
1.1.4. Can you identify classless networks as a mechanism for increasing IP addresses in IPv4?
1.1.5. Can you define communications between subnetworks?
1.1.6. Can you identify Internet Protocol version 6 (IPv6)?
1.1.7. Can you identify Network Address Translation (NAT) as a mechanism to reuse network addresses?
1.1.8. Can you identify Static NAT as a scheme for connecting internal and global addresses?
1.1.9. Can you identify Dynamic NAT as a scheme for connecting internal addresses temporarily to external addresses?
1.1.10. Can you identify Port Address Translation (PAT) as a mechanism for translating multiple local addresses to a single global IP address?
1.1.11. Can you identify networking problems associated with NAT?
Knowledge and Skill from this Unit:  
1.1.1. Students will be able to illustrate and explain the 32-bit dotted decimal IPv4 network addressing scheme.

1.1.2. Students will be able to differentiate the five categories of network addresses. 

1.1.3. Students will be able to demonstrate the manipulation of bits required to subnet a classful IP address.

1.1.4. Students will be able to illustrate the logic involved as routing devices interpret IP addresses when subnetting is deployed on a LAN.

1.1.5. Students will be able to demonstrate strategies that support mastery of the subnetting process.

1.1.6. Students will be able to illustrate Classless Inter-domain routing (CIDR).

1.1.7. Students will be able to differentiate IPv6 from the current version of addressing IPv4.
1.1.8. Students will be able to explain and illustrate an implementation of NAT.

1.1.9. Students will be able to differentiate the positive and negative effects of running NAT on a local network.

1.1.10. Students will be able to illustrate how static NAT implementations enable individual hosts to communicate with external hosts.

1.1.11. Students will be able to demonstrate the assignment of an IP pool to an ISR for dynamic routing purposes.

1.1.12. Students will be able to illustrate how dynamic NAT allows for connections with external hosts.

1.1.13. Students will be able to differentiate PAT and NAT.
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Assessment Method Type: 
	
	Pre-test

	X
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

_X_ Unit test

	X
	Group project

	X
	Individual project

	X
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

_X_ Observe students working with partners

_X_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	__ Student/teacher conferences
_X_ Partner and small group discussions

_X_ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	X
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

_X_ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Unit 12 Assessment: 
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Instructional planning: 
LESSON 1:  IP ADDRESSING IN THE LAN 

1.
Identify the standards. Standards should be posted in the classroom.
2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.

4.  
Teaching Goals: Your Challenge as a Teacher in This Section Is To:
1.1.1. Illustrate and explain the 32-bit dotted decimal IPv4 network addressing scheme.

1.1.2. Introduce and differentiate the five categories of network addresses. 

1.1.3. Demonstrate the manipulation of bits required to subnet a classful IP address.

1.1.4. Illustrate the logic involved as routing devices interpret IP addresses when subnetting is deployed on a LAN.

1.1.5. Demonstrate strategies that support mastery of the subnetting process.

1.1.6. Explain and illustrate Classless Inter-domain routing (CIDR).

1.1.7. Introduce and differentiate IPv6 from the current version of addressing IPv4.
5.
Activities: 


Reference interactive course guide (ICG):

· Review How to Teach: 4.1 ICG

· Review Critical Concepts 01: 4.1 ICG

· Review Critical Concepts 02: Misconceptions and Errors 4.1 ICG

· Review Discussion 1-14 ICG 4.1

· Reflection 4.1: Assignments

Reflections Activity:

1.
Subnetting Practice: You have been assigned the 207.35.1.0/28 network block.


a.
What is the maximum number of hosts that can be assigned to each subnet?


b.
What is the maximum number of subnets that can be defined?


c.
Specify the subnets of 207.35.1.0/28 in binary form and dotted decimal notation.


d.
List the range of host addresses that can be assigned to subnet #6

This activity should be repeated for a minimum of 10 unique Class A, B, or C addresses.

2.
Subnetting Practice 2: Provide at least 10 activities following this pattern


a.
Number of needed usable hosts: X


b.
Network Address: Class B or C


c.
Default subnet mask: X.X.X.X


d.
Custom subnet mask: X.X.X.X


e.
Total number of subnets:


f.
Number of usable subnets:


g.
Total number of host addresses:


h.
Number of usable addresses:


i.
Number of bits borrowed:


•
What is the x (st or th) usable subnet range?

•
What is the subnet number for the xth usable subnet?


•
What are the assignable addresses for the xth usable subnet?


Instructors might consider doing some of these exercises on packet tracer so students can see actual application 
of solving the problem.

3.
Scenarios: Provide students with sample scenarios (from 1 Subnet ID bit to 6 Subnet ID bits) For example, 
Company X has a Class C network, and 60 employees.


a.
The owner wishes to keep the 15 financial employees on a separate network from other employee traffic 


for security


b.
The owner also wishes to keep the 15 sales people on their own network for access to desktop publishing, 

graphics, and web sales.


c.
Provide them with sample Host ID Partition and Custom Subnet Mask


d.
Ask students to determine the subnet addresses and host IP address ranges.


This activity should be repeated for a minimum of 10 unique Class A, B, or C addresses.

Summary Activities

•
Give students a topology and IP addressing requirements to implement in Packet Tracer. (Note: Unless the 
subnet is correct, the packet will not route.)
•
Give students a pre-existing Packet Tracer file with incorrect subnets. Ask students to repair the incorrect 
subnets.

References

1.
Miniwatts Marketing Group (2007). Internet World Stats. Retrieved on March 20, 2007, from http://www.internetworldstats.com/stats.htm.

2.
3Com Corporation (2001). Understanding IP Addressing. Retrieved on March 19, 2007 from www.3com.com/other/pdfs/infra/corpinfo/en_US/501302.pdf

3.
Patrizio, Andy. (May 11, 2006). We’re Running Out of Internet Addresses. Retrieved on March 21, 2007 from http://www.internetnews.com/infra/article.php/3605501.
LESSON 2: NAT AND PAT

1.
Identify the standards. Standards should be posted in the classroom.

2.     Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4.     Teaching Goals: Your Challenge as a Teacher in This Section Is To:

1.1.1. Explain and illustrate an implementation of NAT.

1.1.2. Differentiate the positive and negative effects of running NAT on a local network.

1.1.3. Illustrate how static NAT implementations enable individual hosts to communicate with external hosts.

1.1.4. Demonstrate the assignment of an IP pool to an ISR for dynamic routing purposes.

1.1.5. Illustrate how dynamic NAT allows for connections with external hosts.

1.1.6. Differentiate PAT and NAT.
3.  
Activities:


Reference interactive course guide (ICG):

· Review How to Teach: 4.2 ICG

· Review Critical Concepts 01: 4.2 ICG

· Review Critical Concepts 02: Misconceptions and Errors 4.2 ICG

· Review Discussion 1-7 ICG 4.2
· Reflection 4.2: Assignments

Reflections Activity:

1.
NAT Advantages:  What are the advantages of using NAT?  Using the Internet and other resources that may be 
available in your classroom, research the advantages of NAT beyond address sharing.

Select a minimum of two advantages supporting the use of NAT.

Write a brief (one or two paragraph) explanation of why NAT has a use beyond address sharing.

Be prepared to share the results of your research with the class.

2.
NAT Disadvantages:  Using the Internet and other resources that may be available in your classroom research 
what applications (or types of applications) are incompatible with NAT.

Identify a minimum of three applications that are incompatible or have difficulty with NAT.

Write a brief (one or two paragraphs) explanation of why NAT and this application are incompatible.


-
Can you identify which function of NAT interferes with the functionality of the application?

Be prepared to share the results of your research with the class

3.
Does NAT have a future?  Network Address Translation (NAT) has other functions in addition to public address 
sharing.  IPv6 will eliminate much of the need for address sharing; does this mean there will be no place for NAT 
in the future?  Prepare a short (one-page) summary of the future application of NAT.

You might begin with the search terms:


-
"NAT and IPv6"


-
"Future of NAT"

Be prepared to share the results of your research with the class

4.
Private Class Addressing:  ARIN’s IP Whois web utility will show that the addresses being used in their 
school/organization are truly reserved addresses.


a.
Begin by having the class complete the CBT on Whois available at 
http://www.arin.net/education/WHOIS_CBT/index.html


b.
Then ask students to use Whois to find contact and registration information for resources registered with 


ARIN.  ARIN's database contains IP addresses, autonomous system (AS) numbers, organizations or 


customers that are associated with these resources, and related Points of Contact (POC).


i.
Assign students to use Whois to investigate computers in the classroom, at other locations throughout 


the building, their home computers etc.

5.
Obtaining Public IP Addresses:  There are two main choices for getting IP addresses


a.
Your ISP


b.
ARIN:  http://www.arin.net/registration/index.html


c.
Assign students to investigate how to obtain >/20, asking, "How many host addresses would this be?"  Ask 

student to be prepared to share the results of their research with the class.

6.
Binary to Hexadecimal Conversions: Have students research different methods, including calculators, for the 
conversion of binary numbers to hexadecimal.


a.
Once you have found a method, practice the conversion of five, 128-bit numbers in the format of an IPv6 


address from binary to hexadecimal.


b.
Share the results of your conversion with the class.

7.
Current Status of IPv6: Prepare a short report (less than one page) on the current status of IPv6 implementation. 
Share the results of your research with the class.

8.
Bringing it All Together - Transitioning to IPv6:  How will we transition away from IPv4 addressing, with the 
problems created by a shortage of addresses and a reliance on NAT?  There are three major ways that 
transitioning can occur.  They are:


a.
Dual Stack Approach


b.
Tunneling Through the IPv4 Cloud


c.
Native IPv6

Split the class into three groups assigning one of the three major transitioning schemes to each group.  Using PowerPoint or other presentation software direct each group of students to prepare a presentation for the class on their transitioning scheme.

References:

1.
Vestas, Linas. (November 2002). Linux Network Address Translation. Retrieved March 26, 2007 from http://linas.org/linux/load.html.

2.
iSeries Information Center. (N.D.) Packet Rules Scenario: Map IP Addresses (Static NAT). Retrieved March 24, 2007 from http://publib.boulder.ibm.com/infocenter/iseries/v5r3/index.jsp?topic=/rzajb/rzajbrzajb0awhyip.htm
Summative Assessment: S2 Chapter 4 Quiz 4.0 

ATTACHMENTS FOR LESSON PLANS

	Lesson 1-2:
	· Anticipation Guide
· Study Guide
· Unit Video on Sub Netting (Zip Folder)
· Jeopardy PPT
· Subnet Practice Worksheet (Zip Folder)
· IP Table (Excel Spreadsheet)
· Video on Routeranding (Zip Folder)
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Web Resources:

· http://www.gns3.net/ - Open source Router / Network Simulator
· http://www.howstuffworks.com/computers
· See links in Reflection activities.

Materials & Equipment: 
Cisco Networking Academy Interactive Course Guides and Discovery Curriculum. 
21st Century Technology Used:  
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	X
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	X
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
	
	


[image: image7.jpg]



Business and Computer Science











	CTAE Resource Network
	Networking 1 Essentials • Grades 11-12 • Unit 12
	Page 2 of 8



