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Annotation: 
In this unit students will explore network applications and network operating systems.  This unit includes references to the Cisco Networking Academy Discovery curriculum and Instructor Interactive course guides. http://cisco.netacad.net

Grade(s):  

	
	9th

	
	10th

	X
	11th

	X
	12th


Time:  

10 Hours
Prepared by: 

Douglas L. Arnold / Cisco Networking Academy
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
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GPS Focus Standards: 

BCS-NTS-6. Students will demonstrate knowledge of network applications and knowledge of network operating systems (i.e., Windows NT, LINUX, Appletalk). Students will install basic system architectures using current windows operating system software and will perform network administration.

a. Identify the major differences between a Microsoft peer-to-peer network and a Microsoft client/server

network.

b. Discuss the differences between FAT16, NTFS4.0, and NTFS5.0.

c. Describe the Windows NT domain model.

d. Explain the Windows NT authentication process.

e. Describe the Windows 2000 Server and Windows Server 2003 Active Directory structure.

f. Explain the Active Directory authentication process.

g. Explain the purpose of the Microsoft Management Console (MMC).

h. Explain how a domain user and group account is set up in Active Directory.

i. Explain the ways to obtain interoperability between clients and servers in networks with different network

operating systems.

j. Describe the major features in the UNIX/Linux operating system.

k. Describe the file systems associated with Linux.

l. Compare and contrast the file system structure of UNIX with other common file system structures.

m. Define the file and directory permissions used with the Linux file system.

n. Explain how UNIX/Linux can establish communications with a Microsoft operating system.
GPS Academic Standards:
ELA10RC3 The student acquires new vocabulary in each content area and uses it correctly.
ISTE/NETS:
ITEA - 5. Students will develop an understanding of the effects of technology on the environment.

ITEA - 8. Students will develop an understanding of the attributes of design.

ITEA - 12. Students will develop the abilities to use and maintain technological products and systems.

ITEA - 17. Students will develop an understanding of and be able to select and use information and communication technologies.
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Enduring Understandings: 
Students will identify the fundamental principles and the installation, configuration, optimization, and upgrade of local area networks, client server relationships and network services. Students will also identify the tools, diagnostic procedures, and troubleshooting techniques for maintaining computer networks components, as well as for performing preventive maintenance.

Essential Questions: 
1.1.1. Can you identify the key components of a Cisco Integrated Service Router (ISR) ?
1.1.2. Can you identify the set-up procedures for a Cisco router?
1.1.3. Can you identify configure the Cisco ISR?
1.1.4. Can you identify the Cisco Internetworking Operating System (IOS) ?
1.1.5. Can you identify device configuration files?
1.1.6. Can you document router configurations?
1.1.7. Can you identify the Cisco Security Device Manger Express (SDM) ?
1.1.8. Can you identify the steps used to configure LAN and Internet connections on a Cisco ISR using Cisco SDM?
1.1.9. Can you configure a Serial WAN Connection?
1.1.10. Can you choose Cisco SDM or Cisco SDM Express to perform a configuration?
1.1.11. Can you configure dynamic NAT using Cisco SDM?

1.1.12. Can you identify the Cisco IOS CLI Command Modes?
1.1.13. Can you use the Cisco IOS CLI?
1.1.14. Can you use Show Commands?
1.1.15. Can you create and save the basic configuration?
1.1.16. Can you configure an interface?
1.1.17. Can you configure a default route?
1.1.18. Can you configure a DHCP Server?
1.1.19. Can you configure static NAT?
1.1.20. Can you back up a Cisco Router Configuration to a TFTP Server?

1.1.21. Can you install the CPE?
1.1.22. Can you adapt the network to a Changing Business Culture?
1.1.23. Can you identify Workplace Safety?
1.1.24. Can you identify Customer Connections over a WAN?
1.1.25. Can you identify business and technical justifications for selecting a specific type of WAN?

1.1.26. Can you identify the key components on a Cisco Catalyst 2960 Series Switch?
1.1.27. Can you identify the three basic steps for powering up a switch?
1.1.28. Can you manage a switch using a management network interface?
1.1.29. Can you connect the stand-alone LAN switch to the router and verifying connectivity?
Knowledge and Skill from this Unit:  
1.1.1. Students will be able to explain the functionality of the Integrated Router as the enabling device for home and small business routing.

1.1.2. Students will be able to differentiate the Cisco ISR models and the criteria for choosing the appropriate model for a specific environment.

1.1.3. Students will be able to explain and demonstrate the use of the Cisco IOS.

1.1.4. Students will be able to differentiate the Cisco IOS images by network and user requirement.

1.1.5. Students will be able to explain and demonstrate the procedures for installing and powering-up a Cisco 1841 ISR.

1.1.6. Students will be able to differentiate and demonstrate the in-band and out-of-band methods for connecting and configuring a Cisco 1841 ISR.

1.1.7. Students will be able to demonstrate the use of the CLI for a Cisco 1841 ISR.

1.1.8. Students will be able to demonstrate the use of the Security Device Manager (SDM) graphical user interface (GUI).

1.1.9. Students will be able to demonstrate the use of the CLI as a tool for configuring a router.
1.1.10. Students will be able to demonstrate the eight steps used to create a router configuration with Cisco Express Security Device Manager using network installation "Best Practices".

1.1.11. Students will be able to demonstrate the use of SDM Express to name the router and set-up the base configuration.

1.1.12. Students will be able to demonstrate the process for configuring a LAN using the SDM Express.

1.1.13. Students will be able to demonstrate the process for configuring DHCP using SDM Express. 

1.1.14. Students will be able to simulate the process for creating a WAN serial connection using SDM Express.

1.1.15. Students will be able to differentiate the three types of possible encapsulation types used when configuring WANs.

1.1.16. Students will be able to differentiate the three methods for obtaining an IP address based on encapsulation type. 

1.1.17. Students will be able to differentiate the use of SDM Express and Cisco SDM based on the complexity of the administrative task.

1.1.18. Students will be able to demonstrate the use of Cisco SDM "NAT Wizard" to configure NAT.
1.1.19. Students will be able to differentiate the capabilities and functionality of user and privilege mode. 

1.1.20. Students will be able to demonstrate the process for accessing the running configuration from the global configuration mode.

1.1.21. Students will be able to define and demonstrate the most common modes supported by the router using E-Lab functionality.

1.1.22. Students will be able to demonstrate the context-sensitive functionality using the "help" command.

1.1.23. Students will be able to demonstrate and explain the use of the show commands to check the status of a running configuration using Packet Tracer.

1.1.24. Students will be able to illustrate the storage components of a Cisco router and differentiate the function of NVRAM and RAM in the configuration and storage process.

1.1.25. Students will be able to explain, demonstrate, and differentiate the process and procedures for configuring a router from an attached PC and a virtual connection.

1.1.26. Students will be able to demonstrate the process for configuring interfaces on a router.

1.1.27. Students will be able to explain the functions of the data terminating equipment (DTE) and the data communications equipment (DCE) and setting the clock rate.

1.1.28. Students will be able to define the five steps required to configure an Ethernet interface.

1.1.29. Students will be able to demonstrate the process for configuring default routes from global configuration mode.

1.1.30. Students will be able to define the eight-step process for configuring NAT and Static NAT.

1.1.31. Students will be able to differentiate NAT and Static NAT.

1.1.32. Students will be able to define and demonstrate the procedures for backing-up and restoring a file from a TFTP server.
1.1.33. Students will be able to explain the role of the ISP technician for home and business installations.

1.1.34. Students will be able to illustrate and define the functionality of customer premise equipment (CPE).

1.1.35. Students will be able to outline and explain the process of preparing and packaging customer installation equipment at the ISP.

1.1.36. Students will be able to define, discuss, and illustrate the installation planning process.

1.1.37. Students will be able to define, discuss, and illustrate the steps necessary to complete and gain sign-off for a customer installation.

1.1.38. Students will be able to explain and illustrate the network documentation process.

1.1.39. Students will be able to discuss the proper etiquette for technicians working on a customer site.

1.1.40. Students will be able to define, discuss, and demonstrate proper safety practices for technicians when working at a customer site.

1.1.41. Students will be able to explain the role of Wide Area Networks (WANs) and differentiate them from LANs.

1.1.42. Students will be able to explain the role of the telecommunications service provider as the provider of WAN services.

1.1.43. Students will be able to differentiate Point-to-Point, Packet Switched, and Circuit Switched connections.

1.1.44. Students will be able to illustrate and differentiate the connection alternatives based on bandwidth and cost trade-offs.

1.1.45. Students will be able to define the process for planning and implementing a WAN upgrade.

1.1.46. Students will be able to differentiate a Telnet connection from a Secure Shell connection (SSH).

1.1.47. Students will be able to explain and illustrate the differing devices necessary to configure a WAN connection.

1.1.48. Students will be able to explain and demonstrate the process for setting the clock rate at the DCE.
1.1.49. Students will be able to differentiate the role of a switch from that of a router in networking.

1.1.50. Students will be able to explain the criteria for selecting the appropriate switch to meet the needs of a networking environment.

1.1.51. Students will be able to explain and differentiate switch operations in half and full duplex mode.

1.1.52. Students will be able to demonstrate the three step power-up procedure for a Cisco Catalyst 2960.

1.1.53. Students will be able to introduce and demonstrate use of the Cisco IOS switch software.

1.1.54. Students will be able to explain and differentiate the multiple options for configuring a Cisco LAN switch.

1.1.55. Students will be able to demonstrate the process and procedures for establishing a Telnet connection to a Cisco 2960 switch.

1.1.56. Students will be able to demonstrate the process and procedures for configuring a Cisco 2960 switch under global configuration mode and assigning an IP address to the switch.

1.1.57. Students will be able to demonstrate the process for connecting a switch to a router with a straight through cable.

1.1.58. Students will be able to demonstrate the process for testing connectivity of a switch on the network.
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Assessment Method Type: 
	
	Pre-test

	X
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

_X_ Unit test

	X
	Group project

	X
	Individual project

	X
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

_X_ Observe students working with partners

_X_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	__ Student/teacher conferences
_X_ Partner and small group discussions

_X_ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	X
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

_X_ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Unit 13 Assessment: 
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Instructional planning: 
LESSON 1:  INITIAL ISR ROUTER CONFIGURATION

1.
Identify the standards. Standards should be posted in the classroom.
2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4.  
Teaching Goals: Your Challenge as a Teacher in This Section Is To:
1.1.1. Explain the functionality of the Integrated Router as the enabling device for home and small 
business routing.

1.1.2. Differentiate the Cisco ISR models and the criteria for choosing the appropriate model for a 
specific environment.

1.1.3. Explain and demonstrate the use of the Cisco IOS.

1.1.4. Differentiate the Cisco IOS images by network and user requirement.

1.1.5. Explain and demonstrate the procedures for installing and powering-up a Cisco 1841 ISR.

1.1.6. Differentiate and demonstrate the in-band and out-of-band methods for connecting and 
configuring a Cisco 1841 ISR.

1.1.7. Introduce and demonstrate the use of the CLI for a Cisco 1841 ISR.

1.1.8. Introduce and demonstrate the use of the Security Device Manager (SDM) graphical user 
interface (GUI).

1.1.9. Demonstrate the use of the CLI as a tool for configuring a router.
5.
Activities: 


Reference interactive course guide (ICG):

· Review How to Teach: 5.1 ICG

· Review Critical Concepts 01: 5.1 ICG

· Review Critical Concepts 02: Misconceptions and Errors 5.1 ICG

· Review Discussion 1-11 ICG 5.1

· Reflection 5.1: Assignments

LESSON 2: USING CISCO SDM EXPRESS AND SDM

1.
Identify the standards. Standards should be posted in the classroom.

2.     Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4.     Teaching Goals: Your Challenge as a Teacher in This Section Is To:

1.1.1. Explain and demonstrate the eight steps used to create a router configuration with Cisco Express Security Device Manager using network installation "Best Practices".

1.1.2. Demonstrate the use of SDM Express to name the router and set-up the base configuration.

1.1.3. Demonstrate the process for configuring a LAN using the SDM Express.

1.1.4. Demonstrate the process for configuring DHCP using SDM Express. 

1.1.5. Simulate the process for creating a WAN serial connection using SDM Express.

1.1.6. Differentiate the three types of possible encapsulation types used when configuring WANs.

1.1.7. Differentiate the three methods for obtaining an IP address based on encapsulation type. 

1.1.8. Differentiate the use of SDM Express and Cisco SDM based on the complexity of the administrative task.

1.1.9. Demonstrate the use of Cisco SDM "NAT Wizard" to configure NAT.
3.  
Activities:


Reference interactive course guide (ICG):

· Review How to Teach: 5.2 ICG

· Review Critical Concepts 01: 5.2 ICG

· Review Critical Concepts 02: Misconceptions and Errors 5.2 ICG

· Review Discussion 1-6 ICG 5.2
· Reflection 5.2: Assignments


LESSON 3:  CONFIGURING A ROUTER USING IOS CLI

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4. 
Teaching Goals: Your Challenge as a Teacher in This Section Is To: 
1.1.1. Differentiate the capabilities and functionality of user and privilege mode. 

1.1.2. Demonstrate the process for accessing the running configuration from the global configuration mode.

1.1.3. Define and demonstrate the most common modes supported by the router using E-Lab functionality.

1.1.4. Demonstrate the context-sensitive functionality using the "help" command.

1.1.5. Demonstrate and explain the use of the show commands to check the status of a running configuration using Packet Tracer.

1.1.6. Illustrate the storage components of a Cisco router and differentiate the function of NVRAM and RAM in the configuration and storage process.

1.1.7. Explain, demonstrate, and differentiate the process and procedures for configuring a router from an attached PC and a virtual connection.

1.1.8. Demonstrate the process for configuring interfaces on a router.

1.1.9. Explain the functions of the data terminating equipment (DTE) and the data communications equipment (DCE) and setting the clock rate.

1.1.10. Define the five steps required to configure an Ethernet interface.

1.1.11. Demonstrate the process for configuring default routes from global configuration mode.

1.1.12. Define the eight-step process for configuring NAT and Static NAT.

1.1.13. Differentiate NAT and Static NAT.

1.1.14. Define and demonstrate the procedures for backing-up and restoring a file from a TFTP server.
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 5.3 ICG

· Review Critical Concepts 01: 5.3 ICG

· Review Critical Concepts 02: Misconceptions and Errors 5.3 ICG

· Review Discussion 1-12 ICG 5.3

· Reflection 5.3: Assignments

LESSON 4:  CONNECTING THE CPE TO THE ISP

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4. 
Teaching Goals: Your Challenge as a Teacher in This Section Is To: 

1.1.15. Explain the role of the ISP technician for home and business installations.

1.1.16. Illustrate and define the functionality of customer premise equipment (CPE).

1.1.17. Outline and explain the process of preparing and packaging customer installation equipment at the ISP.

1.1.18. Define, discuss, and illustrate the installation planning process.

1.1.19. Define, discuss, and illustrate the steps necessary to complete and gain sign-off for a customer installation.

1.1.20. Explain and illustrate the network documentation process.

1.1.21. Discuss the proper etiquette for technicians working on a customer site.

1.1.22. Define, discuss, and demonstrate proper safety practices for technicians when working at a customer site.

1.1.23. Explain the role of Wide Area Networks (WANs) and differentiate them from LANs.

1.1.24. Explain the role of the telecommunications service provider as the provider of WAN services.

1.1.25. Differentiate Point-to-Point, Packet Switched, and Circuit Switched connections.

1.1.26. Illustrate and differentiate the connection alternatives based on bandwidth and cost trade-offs.

1.1.27. Define the process for planning and implementing a WAN upgrade.

1.1.28. Differentiate a Telnet connection from a Secure Shell connection (SSH).

1.1.29. Explain and illustrate the differing devices necessary to configure a WAN connection.

1.1.30. Explain and demonstrate the process for setting the clock rate at the DCE.
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 5.4 ICG

· Review Critical Concepts 01: 5.4 ICG

· Review Critical Concepts 02: Misconceptions and Errors 5.4 ICG

· Review Discussion 1-7 ICG 5.4
· Reflection 5.4: Assignments


LESSON 5:  INITIAL CISCO 2960 SWITCH CONFIGURATION

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4. 
Teaching Goals: Your Challenge as a Teacher in This Section Is To: 

1.1.31. Differentiate the role of a switch from that of a router in networking.

1.1.32. Explain the criteria for selecting the appropriate switch to meet the needs of a networking environment.

1.1.33. Explain and differentiate switch operations in half and full duplex mode.

1.1.34. Demonstrate the three step power-up procedure for a Cisco Catalyst 2960.

1.1.35. Introduce and demonstrate use of the Cisco IOS switch software.

1.1.36. Explain and differentiate the multiple options for configuring a Cisco LAN switch.

1.1.37. Demonstrate the process and procedures for establishing a Telnet connection to a Cisco 2960 switch.

1.1.38. Demonstrate the process and procedures for configuring a Cisco 2960 switch under global configuration mode and assigning an IP address to the switch.

1.1.39. Demonstrate the process for connecting a switch to a router with a straight through cable.

1.1.40. Demonstrate the process for testing connectivity of a switch on the network.

5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 5.5 ICG

· Review Critical Concepts 01: 5.5 ICG

· Review Critical Concepts 02: Misconceptions and Errors 5.5 ICG

· Review Discussion 1-11 ICG 5.5
· Reflection 5.5: Assignments

Summative Assessment: S2 Chapter 5 Quiz 5.0 

ATTACHMENTS FOR LESSON PLANS

	Lesson 1-5:
	· Unit Anticipation Guide
· Unit Anticipation Guide2
· Unit Overview Power Point  MISSING
· Unit Study Guide
· Jeopardy ppt
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Web Resources:

· http://www.gns3.net/ - Open source Router / Network Simulator
· http://www.howstuffworks.com/computers
· See links in Reflection activities.

Materials & Equipment: 
Cisco Networking Academy Interactive Course Guides and Discovery Curriculum. 
21st Century Technology Used:  
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	X
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	X
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
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