
ISP Services

Name _____________________

	7.1.1.1
	1. What makes up the “consumer market” for ISP’s?
	

	
	2. What makes up the “enterprise market” for ISP’s?
	

	
	3. What is forcing service providers to offer new services?
	

	
	4. What are key services that ISPs can provide to all customers?

	

	7.1.1.2
	5. What do organizations have access to when ISPs offer managed services?

	

	
	6. What does it mean that some managed services are hosted?

	

	7.1.2.1
	7. What are the two measures of reliability?

	

	
	8. What is a definition for the mean time between failure (MTBF)?

	

	
	9. What is a definition for mean time to repair (MTTR)?

	

	
	10. What are two things an ISP can do to prevent an equipment failure or preventing the network or service becoming unavailable?
	1.
2.

	
	11. What is a definition of availability?

	

	
	12. What is meant by five-9's standard of availability? What is a service that traditionally requires five-9's standard of availability?
	

	
	13. What do ISPs do to ensure accessibility?

	

	
	14. What happens if one device fails in a redundant configuration?

	

	7.2.1.1
	15. What do ISP servers need to be able to support?
	

	
	16. What are the two TCP/IP transport protocols?
	

	
	17. What do many of the key services provided to ISP customers depend on?

	

	7.2.1.2
	18. What do Application Layer protocols specify?
	

	
	19. What are the following protocols used for?
	DNS -
HTTP -

SMTP -

Telnet -

FTP -



	
	20. What is the responsibility of the lower layers?
	

	
	21. What is the job of the Transport Layer?

	

	7.2.1.3
	22. List the three similarities of the TCP/IP model and the OSI model.
	1.
2.

3.



	
	23. List the two differences of the TCP/IP model and the OSI model.

	1.
2.



	
	24. What are the two lower layers of the OSI model are concerned with?

	

	
	25. What is the TCP/IP model is based on?
How does this compare to the OSI model?
	

	7.2.2.1
	26. What is TCP?

	

	
	27. What does TCP specify?
What does TCP require?


	

	
	28. What is TCP is often compared to?
What is TCP referred to as?
	

	
	29. What does TCP require to keep track of the individual conversations between source and destination hosts?
	

	
	30. What is UDP?

	

	
	31. What does UDP provide?

	

	
	32. What is not provided by UDP?

	

	
	33. What can applications that use UDP tolerate?
	

	
	34. What is an example of a UDP application?

	

	7.2.2.2
	35. What do applications such as databases, web pages, and email need to have?
	

	
	36. What can any missing data cause?

	

	
	37. How does TCP identify each byte or octet?
	

	
	38. What happens when segments are passed to the Internet Layer?
	

	
	39. What is the process known as?

	

	7.2.2.3
	40. What must occur between the source and destination hosts before a TCP session can be used?
	

	
	41. What is sent by the source host in the first step?
	

	
	42. What are the two purposes of the SYN message?


	1.

2.



	
	43. What does the destination host reply with in the second step?
	

	
	44. What is received by the sending host in the last step?  What is sent by the sending host in the last step?
	

	
	45. What is this three step process called?

	

	7.2.2.4
	46. When a host sends message segments to a destination what is started?
	

	
	47. What happens if the source host does not receive an acknowledgement from the destination within the allotted time?
	

	
	48. What happens to the portion of the message that was not acknowledged?
	

	
	49. How are TCP messages reassembled at the destination host?

	

	7.2.3.1
	50. Why does UDP have a much lower overhead?

	

	
	51. Why is UDP often called an unreliable delivery protocol?
	

	
	52. List six key Application Layer protocols that use UDP.
	1.
2.

3.

4.

5.

6.

	
	Complete the activity on 7.2.3 page 2.
	

	7.2.4.1
	53. What layer is responsible for the task of managing multiple, simultaneous communication processes? Which protocols do this?
	

	
	54. How do TCP and UDP differentiate the segments and datagrams for each application?
	

	
	55. How is a destination port number assigned?

	

	
	56. What does TCP or UDP do with segments as they are received for a specific port?
	

	7.2.4.2
	57. What port numbers are usually assigned to server processes?  
	

	
	58. What do well-known port numbers enable a client application to do?

	

	
	59. How are source port numbers assigned?
	

	
	60. What are these port number assignments similar to?
	

	7.2.4.3
	61. What is a socket?

	

	
	62. What is a socket pair?

	

	
	63. What do sockets enable?

	

	7.3.1.1
	64. What are network naming systems designed to translate?

	

	
	65. How are network naming systems a “human convenience?”
	

	7.3.1.2
	66. How were host names and IP addresses of computers managed in the early days of the Internet?
	

	
	67. What was Domain Name System (DNS) created for?

	

	
	68. How is the HOSTS file still used?

	

	
	Complete the Lab Activity on 7.3.1 page 2.
	

	7.3.2.1
	69. What is the structure of DNS like?

	

	
	70. How does DNS form a hierarchy?

	

	
	71. What does a DNS server do when it receives a request for a name translation that is not within that DNS zone?
	

	
	72. What makes the DNS system very scalable?
	

	7.3.2.2
	73. What are the three parts that make up the DNS naming system?
	

	
	74. What is a resource record used to identify?
	

	
	75. What does the domain namespace refers to?
	

	
	76. What do the DNS servers maintain?


	

	
	77. What do DNS servers attempt to resolve?
	

	
	78. What are resolvers?


	

	
	79. What does a resolver do when a domain name is used?
	

	
	80.  What devices should be loaded with resolvers?
	

	7.3.2.3
	81. What do the different top-level domains represent?
	

	
	82. What hierarchy does DNS rely on?


	

	
	83. What does the resource records contain?
	

	7.3.2.4
	84. Why is the name H1.cisco.com referred to as a fully qualified domain name (FQDN) or DNS name?
	

	7.3.3.1
	85. When the DNS server receives a request from the client resolver, what does it check first?
	

	
	86. What does the server do if it is unable to resolve the IP address locally?
	

	
	87. What does the cached information enable the DNS server to do?
	

	
	88. Why should DNS servers not cache information too long?
	

	
	Complete the Lab Activity on 7.3.3 page 2.
	

	7.3.3.3
	89. What do Dynamic Updates enable DNS client computers to do?
	

	7.3.3.4
	90. What are the two DNS zones?

	

	
	91. What is the role of a forward lookup zone?
	

	
	92. When is a forward lookup zone commonly found?

	

	
	93. What is the role of a reverse lookup zone?
	

	
	94. Why do many private networks choose to implement their own local reverse lookup zones?
	

	
	95. How can reverse lookups on IP addresses be found?
	

	
	96. What does it mean that a primary zone on a DNS server is “authoritative?”
	

	
	97.  What is a secondary zone?


	

	
	Complete the Lab Activity on 7.3.3 page 5.
	

	7.3.4.1
	98. What type of servers do ISPs typically maintain?
	

	
	99. How does the large cache of DNS lookups reduce network bandwidth?
	

	
	100. Where are all name resolution requests forwarded with an ISP DNS Server? (Look at the graphic to the right of text.)
	

	
	101. Where are all name resolution requests forwarded with a local DNS Server? (Look at the graphic to the right of text.)
	

	
	102. What is the local DNS Server responsible for? (Look at the graphic to the right of text.)
	

	7.3.4.2
	103.  Why must a minimum of two DNS servers be provided when an organization registers a domain name on the Internet? 
	

	
	104. What is a good idea to do when hosting multiple DNS servers with zone information?
	

	
	105.  How can DNS servers be protected?


	

	7.4.1.1
	106. What are some additional services that are provided by ISPs?
	

	
	107. What are some of the most common TCP/IP Application Layer protocols?
	

	
	Complete the activity on 7.4.1 page 2.
	

	7.4.2.1
	108. What version of HTTP is currently used by most ISPs to provide web-hosting services?
	

	
	109. What does this version of HTTP permit?
	

	
	110. Why is HTTP not a secure protocol?

	

	
	111. What does HTTPS use to secure data as it travels between the client and server?
	

	7.4.2.2
	112. What is used to locate the server and a specific resource?
	

	
	113. What are three things a uniform resource locator (URL) identifies?

	

	7.4.2.3
	114. What does a proxy server allows clients to make?
	

	
	115. What is a proxy?

	

	
	116. What are three reasons why proxies are used?

	1.
2.

3.

	7.4.2.4
	117. How does HTTPS differ from HTTP? 

	

	
	118. What affect does HTTPS have on the server due to the encryption and decryption of traffic?
	

	
	119. When should HTTPS be used to keep server performance up?
	

	
	Complete the Activity on 7.4.2 page 5.
	

	7.4.3.1
	120.  What are the 2 FTP implementations that are included in the protocol?
	

	
	121.  Why does FTP require two connections to exist between the client and server?
	

	
	122. What is the PI function?

	

	
	123. What does the control information include?
	

	
	124. What is the DTP?

	

	
	125. When does DTP close a connection?

	

	7.4.3.2
	126. What are the two types of data transfer connections supported by FTP?
	

	
	127. Which connection is initiated by a client?
	

	
	128. Which connection is initiated by the FTP server?
	

	
	129. Which type of FTP connection is not permitted by firewalls?
	

	7.4.4.1
	130. Where are email messages stored?

	

	
	131. What does an email server do when it receives a message?
	

	
	132. What does an email server do if the recipient is not located on its local database?
	

	
	133. Which email protocol is used to send email?
	

	
	134. Which email protocols are used to retrieve email?
	

	7.4.4.2
	135. What two things must happen for SMTP applications to work properly?

	

	
	136. What is required in a message header?
	

	
	137. What port number does SMTP use?

	

	
	138. Why does SMTP spool messages?

	

	
	139. When is a message returned as undeliverable?

	

	7.4.4.3
	140. What is one of the required fields in an email message header?
	

	
	141. What does the @ symbol separate?


	

	
	142. How are mail servers identified in DNS?      What is MX?


	

	
	143. What does the mail server do if it receives an email message with an account that does not exist?
	

	7.4.4.4
	144. When is email deleted on the email server when using POP3?


	

	
	145. What port number does POP3 use?


	

	
	146. Why is POP3 undesirable for a small business that needs a centralized backup solution?


	

	
	147. Why is POP3 desirable for an ISP?


	

	7.4.4.5
	148.  How is IMAP unlike POP3?


	

	
	149.  What are the advantages to using IMAP for small to medium-sized businesses?
	1.

2.

3.

4.



	
	150. What are two reasons why IMAP may not be a good choice for an ISP?
	1.

2.
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