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Annotation: 
In this unit students will focus on telecommunications and interconnection in networking.  This unit includes references to the Cisco Networking Academy Discovery curriculum and Instructor Interactive course guides. http://cisco.netacad.net
Grade(s):  

	
	9th

	
	10th

	X
	11th

	X
	12th


Time:  

10 Hours

Prepared by: 

Douglas L. Arnold / Cisco Networking Academy
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
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GPS Focus Standards: 

BCS-NTS-1. Students will explore local-area network (LAN), metropolitan area network

(MAN), and wide-area (WAN) trends and issues including the basics of

telecommunications and use in the interconnection of networks.

a. Explain the advantages and disadvantages of a network system.

b. Identify the three major network classifications: LAN, MAN, and WAN.

c. Identify the basic network topologies.

d. Compare and contrast a peer-to-peer network with a client/server network.

e. Describe how data is packaged and transmitted.

f. Explain the purpose of a protocol.

g. List the common networking protocols.

h. Explain the purpose of general network devices such as a hub, repeater, switch, and

gateway.

i. Identify the major standards organizations.

j. Identify and explain the purpose of the IEEE 802 standards.

k. List and explain the purpose of each OSI layer.

GPS Academic Standards:
MM2P4 Students will make connections among mathematical ideas and to other disciplines.

ELA10RL5 The student understands and acquires new vocabulary and uses it correctly in

reading and writing.

ELA10RC3 The student acquires new vocabulary in each content area and uses it correctly.
ISTE/NETS:
ITEA - 5. Students will develop an understanding of the effects of technology on the environment.

ITEA - 8. Students will develop an understanding of the attributes of design.

ITEA - 12. Students will develop the abilities to use and maintain technological products and systems.

ITEA - 17. Students will develop an understanding of and be able to select and use information and communication technologies.
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Enduring Understandings: 
Students will identify the fundamental principles and the installation, configuration, optimization, and upgrade of local area networks, client server relationships and network services. Students will also identify the tools, diagnostic procedures, and troubleshooting techniques for maintaining computer networks components, as well as for performing preventive maintenance.

Essential Questions: 
1.1.1. Can you identify how ISPs package common technologies to meet the needs of their different markets?
1.1.2. Can you identify the most common communication services?
1.1.3. Can you identify support services?
1.1.4. Can you identify reliability and availability of services?
1.1.5. Can you identify the TCP/IP suite of protocols?
1.1.6. Can you identify the transport protocols TCP and UDP?
1.1.7. Can you differentiate between TCP and UDP?
1.1.8. Can you identify managing communication at the Transport layer with ports and sockets?

1.1.9. Can you identify Domain Name Services (DNS) as the network naming system?
1.1.10. Can you identify the role of DNS?
1.1.11. Can you identify DNS name resolution?
1.1.12. Can you implement DNS solutions?

1.1.13. Can you identify the most common services used on the Internet?
1.1.14. Can you support the HTTP and HTTPS protocols?
1.1.15. Can you support the FTP protocol?
1.1.16. Can you support SMTP, POP, and IMAP protocols?

Knowledge and Skill from this Unit:  
1.1.1. Students will be able to differentiate the customer markets served by ISPs.

1.1.2. Students will be able to define the different communications services provided by ISPs to its customers.

1.1.3. Students will be able to discuss the criteria for purchasing ISP services versus deploying those services in-house.

1.1.4. Students will be able to explain the role of servers at the ISP.

1.1.5. Students will be able to discuss service level requirements and service reliability and availability as measures of customer service.
1.1.6. Students will be able to explain the role of the transport protocols in enabling and managing communications across networks.

1.1.7. Students will be able to illustrate the encapsulation and flow of data from host to host.

1.1.8. Students will be able to define and illustrate the four layers of the TCP/IP protocol stack.

1.1.9. Students will be able to define and illustrate the seven layers of OSI model.

1.1.10. Students will be able to differentiate the TCP/IP protocol stack from the OSI model.

1.1.11. Students will be able to differentiate between the two transport protocols TCP and UDP.

1.1.12. Students will be able to define and illustrate the role of ports in managing data from multiple applications through a single interface.

1.1.13. Students will be able to define and illustrate the role of sockets in managing connections.
1.1.14. Students will be able to explain the concept of a naming convention for the translation of machine-readable addresses.

1.1.15. Students will be able to illustrate and explain the hierarchical structure of the domain name system.

1.1.16. Students will be able to introduce the host name systems and explain its limitations in supporting large-scale networking.

1.1.17. Students will be able to set up name resolution using the HOSTS file in Microsoft XP.

1.1.18. Students will be able to explain the three components of the domain name system.

1.1.19. Students will be able to differentiate the role of the domain name server at the local level from the role of the DNS at an ISP.

1.1.20. Students will be able to define fully qualified domain names.

1.1.21. Students will be able to illustrate the process by which domain names are dynamically updated.
1.1.22. Students will be able to explain the functionality of Hypertext Transport Protocol to enable a web browser to send and receive web pages.

1.1.23. Students will be able to differentiate HTTP from HTTPS.

1.1.24. Students will be able to illustrate the format of the URL.

1.1.25. Students will be able to explain the role of a proxy server.

1.1.26. Students will be able to demonstrate the use of an FTP tool to transfer files.

1.1.27. Students will be able to explain SMTP functionality to send and receive mail.

1.1.28. Students will be able to differentiate POP from IMAP.
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Assessment Method Type: 
	
	Pre-test

	X
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

_X_ Unit test

	X
	Group project

	X
	Individual project

	X
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

_X_ Observe students working with partners

_X_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	__ Student/teacher conferences
_X_ Partner and small group discussions

_X_ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	X
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

_X_ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Unit 15 Assessment
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Instructional planning: 
LESSON 1:  INTRODUCING ISP SERVICES

1.
Identify the standards. Standards should be posted in the classroom.
2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.

4.  Teaching Goals: Your Challenge as a Teacher in This Section Is To:
1.1.1. Differentiate the customer markets served by ISPs.

1.1.2. Define the different communications services provided by ISPs to its customers.

1.1.3. Discuss the criteria for purchasing ISP services versus deploying those services in-house.

1.1.4. Explain the role of servers at the ISP.

1.1.5. Discuss service level requirements and service reliability and availability as measures of customer service.
5.
Activities: 


Reference interactive course guide (ICG):

· Review How to Teach: 7.1 ICG

· Review Critical Concepts 01: 7.1 ICG

· Review Critical Concepts 02: Misconceptions and Errors 7.1 ICG

· Review Discussion 1-2 ICG 7.1

· Reflection 7.2: Assignments
Reflections Activity:

Assign 7.1.1, Customer Requirements. Ask students, “Why might a company choose to co-locate their server or servers with an ISP? Why might they choose to maintain the server at their own premises?” Solicit student responses and then assign Reflection/Integration #1 – Co-Location Services, having students share the results of their research with the class.

Assign 7.1.2, Reliability and Availability. Tell students, “There are websites with accompanying tools allowing you to measure the reliability, connection speed, performance, security, packet loss, and other indicators of ISP performance. We will now explore the use of some of these tools”. Assign Reflection/Integration #2, ISP Reliability Tools, sharing results of the explorations with the class. Ask students, “What tools were most useful? Were you surprised by any of the results? What surprised you?”
References
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LESSON 2: PROTOCOLS THAT SUPPORT ISP SERVICES

1.
Identify the standards. Standards should be posted in the classroom.

2.     Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4.     Teaching Goals: Your Challenge as a Teacher in This Section Is To:

1.1.1. Explain the role of the transport protocols in enabling and managing communications across networks.

1.1.2. Illustrate the encapsulation and flow of data from host to host.

1.1.3. Define and illustrate the four layers of the TCP/IP protocol stack.

1.1.4. Define and illustrate the seven layers of OSI model.

1.1.5. Differentiate the TCP/IP protocol stack from the OSI model.

1.1.6. Differentiate between the two transport protocols TCP and UDP.

1.1.7. Define and illustrate the role of ports in managing data from multiple applications through a single interface.

1.1.8. Define and illustrate the role of sockets in managing connections.
3.  
Activities:


Reference interactive course guide (ICG):

· Review How to Teach: 7.2 ICG

· Review Critical Concepts 01: 7.2 ICG

· Review Critical Concepts 02: Misconceptions and Errors 7.2 ICG

· Review Discussion 1-6 ICG 7.2
· Reflection 7.2: Assignments

Reflections Activity:

1.Taboo – A Review of TCP/IP Terminology: The rules of Taboo are as follows: An even number of players from four to ten sits alternating around in a circle. Players take turns as the "giver," who attempts to prompt his or her teammates to guess as many keywords as possible in the allotted time (suggest using a minute to three-minute timer). However, each card also has "taboo" (forbidden) words listed that may not be spoken. 

Should the giver say a forbidden word, a "censor" on the opposing team points this out, and the giver must move on to the next word. For example, the giver might have to get his or her team to say "baseball" without saying "sport," "game," "pastime," "hitter," "pitcher," nor "baseball.” The giver may NOT say a part of a "taboo" word. [1] Ex. using "base" in "baseball" is taboo. The giver may only use speech to prompt her teammates; gestures, sounds (e.g. barking), or drawings are not allowed (though modifications may be made for deaf or mute players). The giver's hints may NOT rhyme with a taboo word, or be an abbreviation of a taboo word.

While the giver is prompting the teammates (without hand motions), they may yell out as many guesses as possible, rational or not, with no penalties. Once the team correctly guesses the word, the giver moves on to the next word, trying to get as many words as possible in the allotted time. When time runs out, play turns over to the next adjacent player of the other team. The playing team receives one point for correct guesses, one penalty point if "taboo" words are spoken, and one penalty point if the giver passes on more than one card. The team with the most points at the end of a predetermined set of rounds wins.

Click the “Activities” button and select Activity 7 for sample Taboo cards.
2.
Acronym Bingo: Click the “Activities” button and select Activity 8 to access the sample Bingo cards.


a.
When playing, randomly select a card from the stack of calling cards and read only the definition so that students must decide which term to mark.


b.
When a student claims Bingo, they must correctly define each of the terms they used to form the Bingo in order to claim their prize.

3.
Match Game - An Association of Protocol and Layer: 


a.
Place students into groups of four.


b.
Provide students tape and these protocols on index cards. (Click on the “Activities” button and select Activity 9)


c.
Then provide each student group with the TCP/IP model on chart paper (big enough to place the index cards on.)


d.
Tell students, “Your job is to place each of these TCP/IP protocols on the correct TCP/IP layer as quickly as you can. When your group has completed the activity yell, “We’re done”. I will come and check your work with the first team who correctly finishing winning a prize.”
4.
Protocol Concentration:


a.
Prepare a set of protocol “name” cards and a set of protocol “definition” cards for each pair of students.


b.
Each pair of students should take turns playing the Concentration matching game:



i.
Each pair of students will place the name and definition cards face down on the table in front of them, being careful to mix the cards up so that the name and definition cards are well sorted.



ii.
A turn of play consists of turning over one card, then another.  All players see the turned-up cards.  If these cards match by term and definition, remove them from the layout and keep them.  Go again.  If the two cards turned are not the same rank, your turn ends.  Return the cards to their places facedown.  Note the turned-up cards to match later.


c.
The student with the most pairs wins the game.

5.
TCP versus UDP: In the following table(access by clicking the “Activities” button and selecting Activity 10), identify which activity is a “connection-oriented” or “connectionless” action or protocol.

6.
Encapsulation: There are five steps of data encapsulation as data travels from the Application layer through to the Physical layer.  Can you identify what happens at each layer?  To complete this activity you must:


a.
Identify the data encapsulation step (1-5) where each of the following activities occur


b.
Identify the associated OSI layer



i.
Conversion to standard data format



ii.
Encoding



iii.
Datagram



iv.
Maximum transmission units



v.
Frame



vi.
Physical address



vii.
Pulses



viii.
Segments



ix.
Trailer



x.
Packet creation



xi.
Upper layers



xii.
Logical address



xiii.
Bit transmission



xiv.
IP header
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LESSON 3: DOMAIN NAME SYSTEM

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4. 
Teaching Goals: Your Challenge as a Teacher in This Section Is To: 
1.1.1. Explain the concept of a naming convention for the translation of machine-readable addresses.

1.1.2. Illustrate and explain the hierarchical structure of the domain name system.

1.1.3. Introduce the host name systems and explain its limitations in supporting large-scale networking.

1.1.4. Set up name resolution using the HOSTS file in Microsoft XP.

1.1.5. Explain the three components of the domain name system.

1.1.6. Differentiate the role of the domain name server at the local level from the role of the DNS at an ISP.

1.1.7. Define fully qualified domain names.

1.1.8. Illustrate the process by which domain names are dynamically updated.
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 7.3 ICG

· Review Critical Concepts 01: 7.3 ICG

· Review Critical Concepts 02: Misconceptions and Errors 7.3 ICG

· Review Discussion 1-6 ICG 7.3

· Reflection 7.3: Assignments

Reflections Activity:
1.
Customizing Your Internet Experience with the HOSTS File: You have some experience now with editing 
the HOSTS file. Now let us see if you can customize your Internet experience to block sites you do not 
want to visit, even inadvertently, and speed up the loading of sites you visit frequently.


a.
Using whois, or another utility of your choice, identify three sites you would like to block and three 


sites that you would like to speed up loading.


b.
Edit the HOSTS file


c.
Test the results


d.
Were you successful?

Be prepared to share the results of your HOSTS file editing. Do you think you will try this at home?

2.
Zoning in on Zones: By now, you know that DNS works in a hierarchical fashion, starting from the root 

(which is managed by the hierarchical authority), to the top-level domain (TLD), down to the second-level 
domain (SLD), which is managed at the corporate level.

You also know that managing the second-level domain (SLD) is a relatively easy task for a small business, but can be a fulltime position in a large corporation or university.

Your Mission: You have been hired to manage the SLD for a major high school/university. (Let us use yours as an example). Organize the SLD for your school/university with a separate sub-domain for each department, then into sub-domains by specialties. 


a.
For example, Joe’s High School is www.joeshighschool.edu.



i.
The art department becomes www.joeshighschool.edu/art



ii.
The sub-domains of the art department are:

www.joeshighschool.edu/art/sculpture

www.joeshighschool.edu/art/painting

www.joeshighschool.edu/art/drawing


b.
Assign IP addresses to each of the sub-domains


c.
Prepare the resource records


d.
Identify the FQDN for your SLD
3.
DNS and Denial of Service Attacks: The methods employed by “black hats” using DNS to cause denial of 
service attacks are as varied as there are attacks. Let us look at how DNS is fooled by spoofing, disrupted 
by ping-flooding and other methods to prevent users from accessing websites (resorting to some sites 
even paying “blackmail” for the attacks on DNS to stop).


a.
Your job is to investigate at least three Denial of Service attacks involving the manipulation of DNS 


servers.


b.
Report back to the class:



i.
The date of the attack



ii.
How the attack was implemented (what parts of DNS were manipulated)



iii.
The solution to or resolution of the attack.
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LESSON 4: SERVICES AND PROTOCOLS

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide or Study Guide.
4. 
Teaching Goals: Your Challenge as a Teacher in This Section Is To: 

1.1.9. Explain the functionality of Hypertext Transport Protocol to enable a web browser to send and receive web pages.

1.1.10. Differentiate HTTP from HTTPS.

1.1.11. Illustrate the format of the URL.

1.1.12. Explain the role of a proxy server.

1.1.13. Demonstrate the use of an FTP tool to transfer files.

1.1.14. Explain SMTP functionality to send and receive mail.

1.1.15. Differentiate POP from IMAP.

5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 7.4 ICG

· Review Critical Concepts 01: 7.4 ICG

· Review Critical Concepts 02: Misconceptions and Errors 7.4 ICG

· Review Discussion 1-4 ICG 7.4
· Reflection 7.4: Assignments


Reflections Activity:
1.
Short URLs: Ask students,


a.
Conduct a ten minute Internet search on the phrase “short URLs”


b.
Pay attention to the intended purpose of short URLs as “sold” by the companies who provide this 


service.


c.
What are some of the advantages of a short URL? 


d.
What are some of the disadvantages?


e.
Will you make use of a short URL? Why or why not?”

2.
FTP Alternatives: There are multiple programs extending the capabilities of and making FTP easier to use. 

Research  the following FTP alternatives:


a.
Go out and find a program called “CuteFTP” and compare it to FTP 



i.
Look at both the professional and home versions



ii.
What advantages does “Cute FTP” offer? Are there any disadvantages?


b.
Research and evaluate another commercially available FTP program – be prepared to share this 


program with the class


c.
TFTP is an old (1980) FTP program which has been used to spread computer viruses, worms, and 


other attacks.



i.
What makes TFTP different from FTP? What elements of TFTP make it an ideal tool for spreading 



attacks?



ii.
What is the best use (if any) for TFTP?
3.
Legal Requirements for E-Mail: Four countries have a legal requirement (United States, Canada, Australia, 
and Japan) that emails from any publicly traded company must be archived for a minimum period of time, 
which varies by country. The United States requires that email be kept for between three to seven years; 
companies may make their own decision on the specific amount of time. These regulations also apply to 
the foreign branches of any publicly traded company, as well as overseas companies listed on United 
States stock exchanges. Imagine you are working in the information technology department of a publicly 
traded company or school. You know that under the law emails have to be archived, and accessible by the 
appropriate authorities upon request. Using an Internet search engine or other resources, students 
should be prepared to discuss the following questions:


a.
Which email protocol would you suggest be used? Why did you make that recommendation?


b.
Assume your boss has rejected your first choice – what would be your second?


c.
Will you need to buy additional hardware/software in order to achieve compliance with the 



regulations?


d.
What issues do you see (hardware/software/personnel) that will influence compliance?
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Summative Assessment: S2 Chapter 7 Quiz 7.0 

ATTACHMENTS FOR LESSON PLANS

	Lesson 1-4:
	· Unit Anticipation Guide
· Jeopardy ppt
· Unit Study Guide
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Web Resources:

· http://www.gns3.net/ - Open source Router / Network Simulator
· http://www.howstuffworks.com/computers
· See links in Reflection activities.

Materials & Equipment: 
Cisco Networking Academy Interactive Course Guides and Discovery Curriculum. 
21st Century Technology Used: Type an “X” in the boxes to indicate 21st century technology used in this lesson. 
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	X
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	X
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
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