
ISP Security 
Name _____________________

	8.1.1.1
	1. What are examples of malware, or malicious software?  How do they arrive on your computer?
	

	8.1.1.2
	2. What do ISP’s do to help prevent attacks on vulnerabilities such as maintaining data that belongs to more than one customer on a single server or a cluster of servers?
	

	
	3. List six security services that ISP support technicians can provide to customers.
	1.
2.

3.

4.

5.

6.

	8.1.2.1
	4. What are four common data security features and procedures for web hosting or email services?
	1.
2.

3.

4.



	
	5. When assigning permissions to files and folders, what does it mean to apply permissions based on the principle of least privilege?
	

	8.1.2.2
	6. What is authentication, authorization, and accounting (AAA)?

	

	
	7. What does authentication requires users to do?
	

	
	8. What does authorization give a user rights to?
	

	
	9. What does accounting track?

	

	
	10. What is the simplest form of AAA?
Where is this database kept?


	

	
	11. When must the organization use a database on a separate server for AAA?

	

	8.1.3.1
	12. By default, how is data sent over the network?
	

	
	13. What is digital encryption?

	

	
	14. What can happen when using a secure protocol in a situation when it is not necessary?
	

	8.1.3.2
	15. What web server protocol is secure?
	

	
	16. How can POP3 be secured?
	

	
	17. How can SMTP and IMAP be secured?

	

	
	18. Rather than using Telnet to remotely log in to a router, what can be used to authenticate and work with the router or switch securely?
	

	
	19. What two things can FTP use to securely exchange authentication and data?
	

	
	20. What is IP security (IPSEC)?

	

	
	Complete Lab Activity on 8.1.3 page 3.
	

	8.2.1.1
	21. What is a standard denial-of-service (DoS) attack?

	

	
	22. What are some examples of standard DoS attacks?

	

	
	23. What is a distributed denial-of-service (DDoS) attack?

	

	
	24. What is a distributed reflected denial-of-service (DRDoS) attack?
	

	8.2.1.2
	25. What is port filtering?

	

	
	26. How is port filtering is also used by network routers and switches?
	

	
	27. How are access lists used?

	

	
	28. What do access lists prevent?  

	

	
	Complete Lab Activity on 8.2.1 page 3
	

	8.2.2.1
	29. What is a firewall?

	

	
	30. How is traffic controlled by using access-lists and firewalls?

	

	
	31. What type of firewall keeps track of the actual communication process occurring between the source and destination devices?  What is used to keep track of this communication process?
	

	8.2.2.2
	32. What is a demilitarized zone (DMZ)?

	

	
	33. What types of devices are stored in a DMZ?
	

	
	34. How are internal firewalls used?

	

	
	35. What do internal firewalls prevent?

	

	
	Complete PacketTracer Activity on 8.2.2.3
	

	8.2.3.1
	36. What two tools are used by ISPs to prevent intrusions into their networks and the networks of customers who purchase managed services?
	

	
	37. What is an intrusion detection system (IDS)?
	

	
	38. What does an IDS do when it detects malicious traffic?
	

	
	39. What is an intrusion prevention system (IPS)?
	

	
	40. What are three examples of an IDS or an IPS sensor?
	1.
2.

3.



	8.2.3.2
	41. What does it mean that IDS solutions are reactive when it comes to detecting intrusions?
	

	
	42. What is important to realize when IDS detects malicious traffic?  What traffic will be blocked?
	

	
	43. Where are IDS solutions often used?

	

	
	44. Why would an IDS also be placed inside the firewall?

	

	8.2.3.3
	45. What does it mean that IDS solutions are proactive, unlike IPS solutions?

	

	
	46. What does an IPS do when it detects malicious traffic?
	

	
	47. Where is an IPS placed most often?
Why is it placed there?

	

	
	48. What is a difference between an IPS and a firewall when examining packets?

	

	
	Complete the activity on 8.2.3 page 4.
	

	8.2.4.1
	49. List the three ways that are used to secure a wireless network.

	1.
2.

3.

	
	50. What are three default values that should be changed on a wireless network?

What should be done to the SSID?
	

	
	51. List the three types of authentication?


	

	
	52. When is open authentication most frequently used?
	

	
	53. What does PSK require?


	

	
	54. What does EAP provide?


	

	
	55. How can a hacker get past MAC address filtering and access a wireless network?
	

	8.2.4.2
	56. What does Wired Equivalent Privacy (WEP) provide?

	

	
	57. Since WPA (Wifi Protected Access) is a newer wireless encryption protocol, how is improved over WEP?

	

	
	58. Since WPA provides a mechanism for mutual authentication, what happens to the key?
	

	
	59. What does WPA2 use for its encryption technology?
	

	
	Complete PacketTracer Activity on 8.2.4.3.
	

	8.2.5.1
	60. Why are ISP servers especially vulnerable to attacks?
	

	
	61. What is a host-based firewall?

	

	
	62. What do host-based firewalls control?
How do they offer additional protection over regular port filtering?


	

	
	63. What do host-based firewalls restrict? 

	

	
	64. What will a host-based firewall block?

	

	8.2.5.2
	65. How are known attacks detected and their traffic blocked?
	

	
	66. How do host-based firewalls protect exploitable services that are running on servers?
	

	
	67. How do worms propagate (spread)?

	

	
	68. How do host-based firewalls help prevent the spread of worms and viruses?
	

	
	69. What do back doors or Trojans allow hackers to do?
	

	
	70. How can host-based firewalls prevent a Trojan from sending a message?
	

	8.2.5.3
	71. What is Anti-X software?

	

	
	Complete Lab Activity on 8.2.5 page 4.
	

	8.3.1.1
	72. List the 8 components of a typical SLA.
	1.
2.

3.

4.

5.

6.

7.

8.

	
	Complete Lab Activity on 8.3.1 page 2.
	

	8.3.2.1
	73. What are the two methods of how monitoring and configuration can be performed?
	

	
	74. When is out-of-band management useful?
	

	
	75. Why is in-band management preferred over out-of-band management for managing servers that are accessible on the network?
	

	
	76. What are four examples of traditional in-band management protocols?
	

	
	Complete Lab Activity on 8.3.2 page 2.
	

	8.3.3.1
	77. When can a Telnet client be used?

For what purpose is it used?


	

	
	78. What is a connection using Telnet called?
	

	
	79. What is run to support a Telnet client connection, a connected device, or server?
	

	
	80. Where can Telnet be run on a Microsoft Windows PC?
	

	
	81. What are other common terminal emulation applications that run Telnet clients?
	

	
	82. How can a Telnet session can be initiated using the router CLI?
	

	
	83. On a Cisco router, what keystroke sequence will toggle between Telnet sessions?
	

	
	84. What command will display all Telnet client connections?
	

	
	Complete Lab Activity on 8.3.3 page 2.
	

	8.3.3.3
	85. How is all data exchanged during a Telnet session?
	

	
	86. What does the Secure Shell (SSH) protocol offer?
	

	
	87. How is SSH stronger than Telnet?
What does it support?
	

	
	88. What is a best practice for network professionals?
	

	
	Complete Lab Activity on 8.3.3 page 4.
	

	8.3.4.1
	89. What is SNMP?

	

	
	90. What is the management station used for?
	

	
	91. What is the management agent?

	

	
	92. What is a management information base (MIB)?

	

	
	93. What is a network management protocol?
	

	8.3.4.2
	94. When does a poll occur?

	

	
	95. What is the agent's task?

	

	
	96. What is a trap?
(Make sure you know the difference between a poll and a trap!)
	

	8.3.4.3
	97. What is a syslog?

	

	
	98. What do Syslog servers accept and process?

	

	
	99. What do log messages normally consist of?
	

	8.4.1.1
	100. What could it mean to an ISP if it lost the data stored on a web site?
	

	8.4.1.2
	101. What are five factors that afftect the choice of backup media?

	1.
2.

3.

4.

5.

	
	102. What are four types of backup media that are available?
	1.
2.

3.

4.

	8.4.1.3
	103. What are two reasons why tape remains one of the most common types of backup media available?


	

	
	104. What are tapes prone to?  What do tapes require in order to maintain functionality?


	

	
	105. What are four different types of tapes?

	1.
2.

3.

4.

	
	106. When is optical media a common choice?
	

	
	107. How much data can be stored on HD-DVD disks or Blu-Ray disks?
	

	8.4.1.4
	108. Why are hard disk-based backup systems becoming more and more popular?
	

	
	109. What two systems can be used together to give you a quick restore time with the data available locally on the hard disks, as well as a long term archival solution?
	

	
	110. What does solid state storage refer to?
	

	
	111. When is solid state storage ideal for storage of data?
	

	
	112. What applications are used for solid state data storage systems?
	

	8.4.2.1
	113. What are the three methods to choose from for file back-ups?
	1.
2.

3.

	
	114. Which files are copied with a normal (or full) backup?
	

	
	115. How is the restore process sped up and simplified for full backups?
	

	
	116. Which files are copied with a differential backup?
	

	
	117.  How does a differential backup reduce the amount of time required to perform the backup?
	

	
	118.  How does an incremental backup differ from a differential backup?
	

	
	119. If an incremental backup is run every day, which files would the backup media contain?
	

	
	120. Why do incremental backups take the longest time to restore?
	

	8.4.2.2
	121. What is required to maintain a history of backed up data?
	

	
	122. What allows for quick identification of any backup issues that require attention?

	

	
	123.  What should be done to verify that backup data is usable and that the restore procedure works?
	

	
	124. What can hard drive-based backup systems benefit from to help improve the overall performance of the system?
	

	
	Complete Lab Activity 8.4.2 page 3.
	

	8.4.3.1
	125. How can the Cisco networking device software and configuration files can be saved to a network server?
	

	
	126. Briefly list the three basic steps to back up Cisco IOS software.
	1.
2.

3.



	
	127. What can images stored on the TFTP server be used to do?
	

	
	128. What will the show flash command verify before upgrading an IOS image on a router?
	

	
	129.  What command is used to upgrade the Cisco IOS software?
	

	
	130. What does a series of "e"s indicate?


	

	
	131. What must be done if the IOS image is lost and must be restored?
	

	
	Complete Lab Activity 8.4.3 page 2.
	

	8.4.3.3
	132. What is the quickest way to restore a Cisco IOS image to the router?
	

	
	133. What command is used to restore the image?
	

	
	134. What are the five required environment variables that need to be set in ROMmon mode?

	1.
2.

3.

4.

5.

	
	135. What is displayed as each datagram of the Cisco IOS file is received?
	

	
	136. Why is it important to back up all files in flash memory to a TFTP server before copying a new IOS file? 
	

	
	137. What are the two commands that can be used to have the router restart to boot from flash?
	

	8.4.4.1
	138. What is a disaster recovery plan?

	

	
	139. What is the objective of the disaster recovery plan?
	

	
	140. What are six services that might need to be available during a disaster?
	1.
2.

3.

4.

5.

6.

	8.4.4.2
	141. What are five steps needed to gain the support necessary for a disaster recovery plan?
	1.
2.

3.

4.

5.

	8.4.4.3
	142. What are the five steps to creating a disaster recovery plan?
	1.
2.

3.

4.

5.

	
	Complete the Activity on 8.4.4 page 4.
	

	
	Complete the Quiz on 8.5.1
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