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Annotation: 
In this unit students will learn about Ethernet and Token Ring technology.  This unit includes references to the Cisco Networking Academy Discovery curriculum and Instructor Interactive course guides. http://cisco.netacad.net

Grade(s):  

	
	9th

	
	10th

	X
	11th

	X
	12th


Time:  

10 Hours
Prepared by: 

Douglas L. Arnold / Cisco Networking Academy
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
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GPS Focus Standards: 

BCS-NTS-3. Students will demonstrate knowledge of the basics of Ethernet and Token

Ring technology.

a. List the characteristics of the 802.3 classifications.

b. List the characteristics of the 802.5 classifications.

c. Describe the various types of wiring faults.

BCS-NTS-4. Students will demonstrate knowledge of the basics of token bus, Fiber

Distributed Data Interface (FDDI), and Wireless LAN technology.

a. List the advantages of fiber-optic cable as compared to copper core cable.

b. Explain the properties of light associated with fiber-optic cable.

c. Describe the characteristics of fiber-optic cable transmission.

d. Describe the difference between multimode and single-mode fiber-optic cable.

e. List the characteristics and specifications of the IEEE 802.3 fiber-optic standards.

f. List the characteristics and specifications of the FDDI standard.

g. Describe the principles of radio wave transmission.

h. Describe the three transmission techniques used in radio wave-based transmission.

i. Identify the characteristics of the U-NII classifications.

j. Identify the key characteristics of the IEEE 802.11 wireless networking standards.

k. Describe the CSMA/CA access method.

l. Identify the key characteristics of the Bluetooth standard.

m. Explain how cellular technology works.

n. Describe the two types of microwave networks.

o. Describe the two types of infrared transmission.

p. List the advantages and disadvantages of wireless networking.

q. Explain the purpose of the SSID.

r. Explain how security is provided in wireless networks.
GPS Academic Standards:
ELA10RC3 The student acquires new vocabulary in each content area and uses it correctly.
ISTE/NETS:
ITEA - 5. Students will develop an understanding of the effects of technology on the environment.

ITEA - 8. Students will develop an understanding of the attributes of design.

ITEA - 12. Students will develop the abilities to use and maintain technological products and systems.

ITEA - 17. Students will develop an understanding of and be able to select and use information and communication technologies.
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Enduring Understandings: 
Students will identify the fundamental principles and the installation, configuration, optimization, and upgrade of local area networks, client server relationships and network services. Students will also identify the tools, diagnostic procedures, and troubleshooting techniques for maintaining computer networks components, as well as for performing preventive maintenance.

Essential Questions: 
1.1.1. Can you identify security and the ISP?
1.1.2. Can you identify best practices for Internet security?
1.1.3. Can you protect data through encryption?
1.1.4. Can you identify access lists and port filtering?
1.1.5. Can you identify firewalls?
1.1.6. Can you identify intrusion detection systems and intrusion prevention systems?
1.1.7. Can you identify concepts of security and wireless networks?
1.1.8. Can you identify host based firewalls?

1.1.9. Can you identify the service level agreement?
1.1.10. Can you monitor network link performance?
1.1.11. Can you identify Simple Network Management Protocol (SNMP) ?

1.1.12. Can you identify backup media?
1.1.13. Can you identify the backup maintenance plan?
1.1.14. Can you identify disaster recovery best practices?

Knowledge and Skill from this Unit:  
1.1.1. Students will be able to explain and differentiate between the different forms of malware that place networks at risk of security breaches.

1.1.2. Students will be able to clarify the role of the ISP in protecting customers from security risks.

1.1.3. Students will be able to define and delineate the six managed desktop security services.

1.1.4. Students will be able to define the concept of data encryption and illustrate the process for encrypting data.

1.1.5. Students will be able to explain the concept of least privilege and demonstrate the process for setting permission using OS GUI.

1.1.6. Students will be able to differentiate between the concepts of authentication, authorization, and accounting.

1.1.7. Students will be able to define network protocols used by the ISP and describe their susceptibility to security attacks.

1.1.8. Students will be able to differentiate between the three types of denial of service attacks.

1.1.9. Students will be able to explain how access lists and port filters prevent unauthorized traffic from gaining access to network equipment.

1.1.10. Students will be able to explain and demonstrate how firewalls implement access lists to limit access to a network or area of a network.

1.1.11. Students will be able to illustrate the concept of a layered defense scenario and the structure and role of a demilitarized zone.

1.1.12. Students will be able to differentiate internal from external firewalls.

1.1.13. Students will be able to define and differentiate between IPS and IDS.

1.1.14. Students will be able to define and differentiate between the most common security tools used in wireless networking.

1.1.15. Students will be able to explain the role of a host-based firewall.

1.1.16. Students will be able to explain the different types of attacks that host-based firewalls thwart.

1.1.17. Students will be able to explain the use of Anti-X software to defend against unauthorized access.

1.1.18. Students will be able to explain the concept of an incident management process.

1.1.19. Students will be able to introduce and delineate the eight key provisions of an ISP service level agreement.

1.1.20. Students will be able to explain the responsibility of the ISP for monitoring and maintaining any connections and equipment that belongs to the ISP, as well as equipment that is agreed upon in the service level agreement (SLA).

1.1.21. Students will be able to define and demonstrate the process of network monitoring and configuring using out-of-band and in-band connections.

1.1.22. Students will be able to differentiate between the traditional in-band management protocols.

1.1.23. Students will be able to define the four components that make up SNMP and explain the process by which SNMP monitors a network.

1.1.24. Students will be able to explain the importance of a backup and disaster recovery plan in network management.

1.1.25. Students will be able to explain the decision-making criteria used for choosing backup media.

1.1.26. Students will be able to define and differentiate between the four forms of backup media.

1.1.27. Students will be able to define and differentiate between the three data backup methods.

1.1.28. Students will be able to explain the steps to ensure the successful completion of a backup.

1.1.29. Students will be able to define the key elements of a disaster recovery plan and the process for creating the appropriate plan for a specific organization.
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Assessment Method Type: 
	
	Pre-test

	X
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

_X_ Unit test

	X
	Group project

	X
	Individual project

	X
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

_X_ Observe students working with partners

_X_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	__ Student/teacher conferences
_X_ Partner and small group discussions

_X_ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	X
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

_X_ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Unit 16 Assessment: 
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Instructional planning: 
LESSON 1:  ISP SECURITY CONSIDERATIONS

1.
Identify the standards. Standards should be posted in the classroom.
2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide and Study Guide.
4.  Teaching Goals: Your Challenge as a Teacher in This Section Is To:
1.1.1. Explain and differentiate between the different forms of malware that place networks at risk of security breaches.

1.1.2. Clarify the role of the ISP in protecting customers from security risks.

1.1.3. Define and delineate the six managed desktop security services.

1.1.4. Introduce the concept of data encryption and illustrate the process for encrypting data.

1.1.5. Explain the concept of least privilege and demonstrate the process for setting permission using OS GUI.

1.1.6. Introduce and differentiate between the concepts of authentication, authorization, and accounting.

1.1.7. Define network protocols used by the ISP and describe their susceptibility to security attacks.
5.
Activities: 


Reference interactive course guide (ICG):

· Review How to Teach: 8.1 ICG

· Review Critical Concepts 01: 8.1 ICG

· Review Critical Concepts 02: Misconceptions and Errors 8.1 ICG

· Review Discussion 1-3 ICG 8.1

· Reflection 8.1: Assignments

Reflections Activity:

1.
Role-Play Service Desk: Tell students, “It is possible that you may have to deliver support for these services by “talking” a user through the use of these tools by phone or chat. This is not as easy as it sounds - the people you are working with may have limited knowledge of hardware, operating systems, and applications. Let’s practice providing support without being able to take control of the keyboard.”


a.
Split the class into teams of two – one person will be the user and the other will be the support tech.


b.
Assign each member of the team a different task; for example, Support Tech #1 will talk their user/partner through security scanning, and Support Tech #2 will talk their user/partner through patch management.


c.
As it is important the support tech not be able to see the screen of their partner place a large piece of cardboard between the partner’s computers, turn the monitors, have the support tech place their back to their user, etc.


d.
Have the support tech “talk” the user through the assigned process.


e.
Reverse roles.


f.
Review the results of this experience with the class.
2.
Setting Permissions: Provide students with hands-on activities setting permissions using Microsoft Windows.


a.
Have students create a new folder.


b.
Then review the process for setting, viewing, changing, and/or removing file and folder permissions.


c.
Create new users, then create a new group, then add the users to the group giving them (or denying) permissions to the files.


d.
Test the permissions making sure they act as intended.


e.
This activity could become a game with each student acting as an administrator, creating users, passwords, and a folder of files, setting different permissions to each file.


i.
Each student will also act as a “user” trying to gain access to the created files and folders.


ii.
Students should swap usernames/passwords testing access to the created files and folders.  Each student should keep track of their success and failures and be able to determine the level of access for each file/folder.


iii.
The “administrator” will review the results of the student attempt, making sure they match the permissions set by the student.
3.
Encryption Schemes: Tell students; “Newspapers, magazines, television, and the Internet are full of stories of lost or stolen laptops containing the personal data of millions of individuals worldwide. The Privacy Rights Clearinghouse catalogued a total of 330 data loss incidents, involving 93 million individuals since February of 2005.³ It is becoming increasingly clear that companies have a moral, if not legal, obligation to protect the data on portable devices with encryption. You need to be informed about how encryption works as well as which encryption scheme or technology to use to protect the data on your portable devices.


a.
Start by visiting the URL http://computer.howstuffworks.com/encryption.htm


b.
Visit http://www.pgp.com for additional research reports on encryption, as well as an overview of how one highly regarded encryption program works.


c.
Using an Internet search engine, research two additional encryption programs that provide security for portable devices.


d.
Now “sell” encryption to your boss. Prepare a one or two page report on encryption, including how it works, why it is necessary to protect personal data on portable devices, and a recommendation for what encryption scheme or product to purchase.
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LESSON 2: SECURITY TOOLS

1.
Identify the standards. Standards should be posted in the classroom.

2.     Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide and Study Guide.
4.     Teaching Goals: Your Challenge as a Teacher in This Section Is To:

1.1.1. Differentiate between the three types of denial of service attacks.

1.1.2. Explain how access lists and port filters prevent unauthorized traffic from gaining access to network equipment.

1.1.3. Explain and demonstrate how firewalls implement access lists to limit access to a network or area of a network.

1.1.4. Illustrate the concept of a layered defense scenario and the structure and role of a demilitarized zone.

1.1.5. Differentiate internal from external firewalls.

1.1.6. Define and differentiate between IPS and IDS.

1.1.7. Define and differentiate between the most common security tools used in wireless networking.

1.1.8. Explain the role of a host-based firewall.

1.1.9. Introduce the different types of attacks that host-based firewalls thwart.

1.1.10. Explain the use of Anti-X software to defend against unauthorized access.

1.1.11. Explain the concept of an incident management process.
3.  
Activities:


Reference interactive course guide (ICG):

· Review How to Teach: 8.2 ICG

· Review Critical Concepts 01: 8.2 ICG

· Review Critical Concepts 02: Misconceptions and Errors 8.2 ICG

· Review Discussion 1-9 ICG 8.2
· Reflection 8.2: Assignments

Reflections Activity:

1.
Different Types of DoS: Breaking the class up into pairs/small groups research the following types of DoS attacks using http://www.cert.org.


a.
SYN flood


b.
Ping flood


c.
LAND attack


d.
Bandwidth consumption attacks


e.
Buffer overflow attacks


f.
Spoofing

Obtain the following information about each type of attack: Description, Impact, Solution, Detecting an Attack, and Updates (patches/fixes for CISCO devices/IOS or Windows OS).

Click on the “Activities” button and select Activity 1. Using this table, have the class compare the different types of attacks.

2.
Cisco Resources for Preventing DoS Attacks: Using an Internet search engine (limiting the field of search to http://www.cisco.com) research the prevention of denial of service attacks on Cisco networking devices. Suggested topics include:


a.
Configuring TCP Intercept


b.
Filtering Access Control Lists (Access lists)


c.
UDP Diagnostic Port Attacks (Port filtering)


d.
Traffic Filtering


e.
Spoofing

As there are multiple resources associated with each topic, you may wish to divide the class into small groups so that no one student is overwhelmed with the wide variety of resources available.

Following the completion of research, each group of students should share their research results with the class.

3.
Problems with Firewalls: Application and OSI layer firewalls can interfere with common applications, including P2P and media players.

An example of the conflict between an application and either an application or an OSI layer firewall is demonstrated in this article from Real Networks, the creator of RealPlayer.

Ask students to read the following article http://service.real.com/firewall/firewall.html

What suggestions are offered by Real Networks for allowing RealPlayer to work within a firewall?


Other games and applications do not always work well with OSI layer firewalls. A quick search of the Internet locates the following that may require additional configuration to work in conjunction with a firewall:


a.
Xbox Live


b.
Playstation 3


c.
Nintendo Wii


d.
Limewire

Ask students to, “Research the conflicts and configuration changes that each of these devices requires. What is (are) the conflict(s)? How difficult are the necessary configuration changes to make?”

Ask students, “Identify another application that requires changes in a firewall configuration; what changes need to be made? Why are the changes required?"

Have students share the identified application and necessary configuration changes with the class.

4.
Has The End Arrived For Desktop Antivirus? Tell students, “Some network analysts believe that the usefulness of desktop anti-virus has come to an end. Viruses are being written at such a fast rate that it is nearly impossible to create signatures in a timely fashion. It is estimated that 220,000 virus variants will be created in 2007 alone.” ³ Ask student, “What do you think the future of desktop anti-virus/spyware software will be?” In this activity, we will debate the future of signature detection in protecting our networks.

Ask students to research the future of IDS and anti-virus/spyware software.

The article contained at http://www.networkworld.com/news/2007/040507-desktop-antivirus-dead.html?t51hb provides a good overview of the future of signature detecting solutions, suggesting instead a new method, whitelisting, which contains elements of IPS.


a.
A series of articles on the future of IDS is contained at http://www.securityfocus.com/infocus/1524

If these articles are no longer available, using the search term “future of signatures for intrusion detection” will generate appropriate resources.

· Tell students, “While some believe that the end has come for signature detection, others believe that signature detection is still a valid approach for IDS. What do you think? Research both sides of the argument for signature detection, and be prepared to debate this question.”

· Select students to debate the future of signature detection for anti-virus/spyware.

· Conduct the debate, asking students to vote on the future of signature detection.
5.
Evil Twins: An early 2007 survey at the Chicago O’Hare Airport identified 76 peer-to-peer networks, 27 of them advertising free Wi-Fi, three of the networks had suspicious (fake or misleading) addresses, indicating that they may be an "evil twin" of a legitimate Wi-Fi network, set up to steal usernames and passwords. ⁴

Tell students, “In this activity you will research the creation of 'evil twin' or 'man in the middle' networks and how to protect yourself from these types of networks.”

Tell students, “Begin by conducting an Internet search on the terms 'wireless network evil twins' or 'wireless network man in the middle'.

Ask students to answer the following questions and to be prepared to share their information with the class.


a.
What do these terms mean?


b.
How are they created?


c.
What dangers do they pose to the average user?
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LESSON 3: MONITORING AND MANAGING THE ISP

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide and Study Guide.

4. 
Teaching Goals: Your Challenge as a Teacher in This Section Is To: 
1.1.1. Introduce and delineate the eight key provisions of an ISP service level agreement.

1.1.2. Explain the responsibility of the ISP for monitoring and maintaining any connections and equipment that belongs to the ISP, as well as equipment that is agreed upon in the service level agreement (SLA).

1.1.3. Define and demonstrate the process of network monitoring and configuring using out-of-band and in-band connections.

1.1.4. Differentiate between the traditional in-band management protocols.

1.1.5. Define the four components that make up SNMP and explain the process by which SNMP monitors a network.
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 8.3 ICG

· Review Critical Concepts 01: 8.3 ICG

· Review Critical Concepts 02: Misconceptions and Errors 8.3 ICG

· Review Discussion 1-5 ICG 8.3

· Reflection 8.3: Assignments


Reflection Activity: 
1.
What Have I Signed?  Prior to beginning this activity divide students into groups based upon their ISP, as these students will work together in completing this activity. Ask students:


a.
“Have you carefully read the Service Level Agreement (SLA) issued by your ISP? 


b.
Use the Internet (or filing cabinet) to locate a copy of the SLA with your ISP. 


c.
Analyze your SLA, using the framework provided in this module: Service description, Costs, Tracking and Reporting, Problem Management, Security, Termination, Penalties for Service Outages, Availability, Performance, and Reliability.


d.
Were you surprised by any terms within the service agreement?


e.
Are there options for improved levels of service of which you were unaware?


f.
Share your SLA with the class." 
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LESSON 4: BACKUPS AND DISASTER RECOVERY

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide and Study Guide.
4. 
Teaching Goals: Your Challenge as a Teacher in This Section Is To: 

1.1.6. Explain the importance of a backup and disaster recovery plan in network management.

1.1.7. Explain the decision-making criteria used for choosing backup media.

1.1.8. Define and differentiate between the four forms of backup media.

1.1.9. Define and differentiate between the three data backup methods.

1.1.10. Explain the steps to ensure the successful completion of a backup.

1.1.11. Define the key elements of a disaster recovery plan and the process for creating the appropriate plan for a specific organization.
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 8.4 ICG

· Review Critical Concepts 01: 8.4 ICG

· Review Critical Concepts 02: Misconceptions and Errors 8.4 ICG

· Review Discussion 1-10 ICG 8.4
· Reflection 8.4: Assignments


Reflection Activity: 

1.
Backing Up Data: Tell students, “We are going to learn the procedure for making a backup of user data on a computer running Microsoft Windows. The following directions are for Windows XP – if Windows XP is not available at your location search the Microsoft website for links to directions for the OS at your location."


a.
Follow the directions contained with the article “How to Backup Manually or Using the Microsoft 

Windows XP Backup Utility” available at http://www.microsoft.com/athome/security/update/howbackup.mspx.


b.
Windows Back Ups Made Easy, located at 




http://www.microsoft.com/windowsxp/using/setup/learnmore/bott_03july14.mspx contains additional 
instruction and support 


c.
Select some files for students to backup to the appropriate medium – select, as appropriate from a floppy 


disk, CD-ROM, or DVD.


d.
Have students complete the backup, checking to see if the backup was completed successfully.

2.
Backing Up Data – Online: Tell students; “There are a variety of online data storage options available for users. 
Some ISP’s provide a quantity of online storage as part of a basic or expanded service plan. Apple offers a yearly 
subscription service for online storage, while other vendors offer services on a pay as you go basis. In this activity 
we will research the availability and cost of online services.”


Ask students to research online storage using the following criteria:


a.
Minimum/maximum file size


b.
Minimum/maximum account size


c.
Maximum bandwidth


d.
Traffic allocation


e.
Security options


f.
Types of access


g.
Account types (Consumer, Business, Monthly/Yearly)


h.
Features


i.
Customer Service (Telephone, email, tutorials)
3.
Application Layer Telnet Clients:  Tell students, “Many Telnet clients have been developed to allow the remote 
connection and control of remote hosts.  In this investigation you will compare and contrast different Telnet 
clients.


a.
Divide the class into working groups.  Each group will assign a member to research:


•
Microsoft Telnet client


•
HyperTerminal


•
Minicom


•
TeraTerm


•
Termite


•
PuTTY


b.
Students should report on the following:  


•
What type of connectivity – automatic, manual, both?


•
What types of connectivity/access logs are kept?


•
Does the client keep a command history – how far back, how many entries?


•
Which COM ports can be accessed?


•
Does the client support preconfigured settings?


•
What types of emulation is supported?


•
What file transfer protocols are supported?


•
Does the client support SSH and/or SSH2?  

After the students have completed their research have them complete the following table as a group:

After each group has completed their table, have students share their data tables with one another.  Were there any differences?  Ask students, “If they were charged with selecting a Telnet client for customer use what client would they recommend and why?

If learning facility conditions permit allow students to download and compare the capabilities of the Telnet clients, discussing the differences between the clients.  Ask students, “After having used the different Telnet clients, does your Telnet client recommendation change?”
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Summative Assessment: S2 Chapter 8 Quiz 8.0 

ATTACHMENTS FOR LESSON PLANS

	Lesson 1-4:
	· Unit Anticipation Guide
· Jeopardy ppt  
· Unit Study Guide
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Web Resources:

· http://www.gns3.net/ - Open source Router / Network Simulator
· http://www.howstuffworks.com/computers
· See links in Reflection activities.

Materials & Equipment: 
Cisco Networking Academy Interactive Course Guides and Discovery Curriculum. 
21st Century Technology Used: 
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	X
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	X
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
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