
Troubleshooting
Name _____________________

	9.1.1.1
	1. What do many technicians use to help isolate the cause of a problem when troubleshooting?
	

	9.1.1.2
	2. What do the upper layers (5-7) of the OSI model deal with?
	

	
	3. Problems isolated to these layers can frequently be caused by what?
	

	
	4. What do the lower layers (1-4) of the OSI model handle?
	

	
	5. What type of errors account for many problems isolated to these layers?

	

	
	6. What types of errors occur at Layer 3?

	

	
	7. What causes most Layer 1 and Layer 2 problems?

	

	
	Complete the activity on 9.1.1.3
	

	
	Complete the Lab Activity on 9.1.1.4
	

	9.1.2.1
	8. List the three main troubleshooting approaches when using network models.
	1.
2.

3.

	
	9. Where does the Top-Down troubleshooting method start?
It looks at the problem from what point-of-view?
	

	
	10. Where does the Bottom Up troubleshooting method start? 
What is the Physical Layer concerned with?
	

	
	11. Where does the Divide-and-Conquer troubleshooting method start?
	

	
	Complete the activity on 9.1.2.2
	

	9.1.3.1
	12.  What does a physical network topology show?
	

	
	13. List the six things that are typically included in a physical network topology.
	1.
2.

3.

4.

5.

6.

	
	14. What does a logical network topology show?

	

	
	15. List the seven things that are typically included in a logical network topology.
	1.
2.

3.

4.

5.

6.

7.

	9.1.3.2
	16. List three ways that CiscoWorks can be helpful.

	1.
2.

3.

	
	17. What are four examples of commonly used network management tools?
	1.
2.

3.

4.

	
	18. What does a protocol analyzer decode?

	

	9.1.3.4
	19. What can cable testers detect?

	

	
	20. What can time-domain reflectometers (TDR) pinpoint?
	

	
	21. What do Digital multimeters (DMMs) directly measure?
	

	
	22. What do most multimeter tests involve in network troubleshooting?

	

	
	23. By plugging a network analyzer into a switch anywhere on the network, what can a network engineer see?
	

	
	24. What can network analyzer’s also be used to do?
	1.
2.

3.

	
	25. When are network analyzers useful?

	

	9.2.1.1
	26. What is the Physical Layer, or Layer 1, is responsible for?
	

	
	27. On an Ethernet network, what happens when two devices to begin sending at the exact same time?
	

	
	28. When a collision occurs, what do all devices do?

	

	
	29. When can collisions be a significant problem?
	

	
	30. List six symptoms of Layer 1 errors.
(Look at the buttons in the graphic.)
	1.
2.

3.

4.

5.

6.

	9.2.1.2
	31. What does the Data Link Layer, or Layer 2, specify?
	

	
	32. What are a couple of possible errors if a host can ping the local loopback address, 127.0.0.1, but cannot access any services over the network?
	

	
	33. List four symptoms of Layer 2 errors.
(Look at the buttons in the graphic.)
	1.
2.

3.

4.

	
	Complete the activity on 9.2.1.3
	

	9.2.2.1
	34. What are the three stages of the bootup process?
	1.
2.

3.



	
	35. Where will a router look for the IOS first?  Where will a router look for the IOS second? (Look at Step 2 on graphic.)
	

	
	36. Where will a router look for a config file first?  Where will a router look for a config file second?  If a config file is not found in either location, what will the router enter?
(Look at Step 3 on graphic.)
	

	
	37. What does show version command display?
	

	
	38. What does show flash command display?
	

	
	39.  What does show ip interfaces brief display?
	

	
	40. What do the show running-configuration and show startup-configuration commands verify?
	

	9.2.2.2
	41. When a device fails POST what output appears?  What happens to the system LED’s?
	

	
	42. If a router completes the POST successfully without the interface modules installed, what probably failed?
	

	
	43. What is a boothelper?

	

	
	44. What will the device enter if there is no boothelper?
	

	9.2.2.3
	45. What will the device do if there is not enough memory to decompress the image?
	

	
	46. How can the device be forced to boot into ROMmon mode?
	

	
	47. What will have to be done to the memory for the device to function normally?
	

	
	48. How do you know if faulty or improperly seated interface modules are not recognized during the POST and when the Cisco IOS is loaded?
	

	
	49.  If a valid startup configuration file cannot be found, what is the purpose of the autoinstall utility?
	

	
	50. How can the configuration be reloaded or recreated? 
	

	9.2.3.1
	51. What commands can troubleshoot router interface errors by examining the statistics recorded on the problematic interface?
	

	
	52. What does each output for the show ip interface brief command indicate?
	· Up/up status –
· Up/down status – 

· Down/down status – 



	
	53. What are four common cable or media issues that can cause a down/down output?
	1.
2.

3.

4.



	
	54. What are two common Layer 2 issues that can cause an up/down output?
	1.
2.



	9.2.3.2
	55. If the output from the command show interfaces is excessive noise, what type of error is present?  What are three causes for these types of errors?
	

	
	56. If the output from the command show interfaces is excessive collisions, collisions occur on what type of connection? What can cause collisions?
	

	
	57. If the output from the command show interfaces is excessive runt frames, what is the usual cause for runt frames?
	

	
	58. If the output from the command show interfaces is late collisions, what are two causes for late collisions?
	

	
	Complete the Lab Activity on 9.2.3.3
	

	9.2.4.1
	59. What is the first step in troubleshooting LAN connectivity issues on switches?

	

	
	60. If the port LED is red or orange, what does it indicate?
	

	
	61. If no link light is present, what should be ensured?
	

	
	62. After checking power and swapping patch cables and there is still no link light, what should be verified?
	

	
	63. What will the command show running-config interface display?
	

	9.2.4.2
	64. What does it mean if a port “flaps?”

	

	
	65. What command will get a quick view of switch port error statistics?
	

	
	66. When are duplex mismatches more common?
	

	
	67. If one device on a link is configured to autonegotiate and the other side is manually configured with speed and duplex settings, what will happen?  What will this lead to?
	

	
	68. What will the command show interface port status view?
	

	
	69.  What can be done to correct duplex mismatch errors?
	

	
	Complete the PacketTracer on 9.2.4.3
	

	
	Complete the Lab Activity on 9.2.4.4
	

	9.2.5.1
	70. What command can be used to gather information about most serial interface and line problems? 
	

	
	71. What are four reasons for problems on serial connections?
	1.
2.

3.

4.

	
	72. In order to successfully troubleshoot serial WAN connectivity problems, what is important to know?
	

	9.2.5.2
	73. What are the possible problems for the following output of the show interfaces serial command: 

Serial x is down, line protocol is down (DTE mode) - Use Graphic
	

	
	74. What are the possible problems for the following output of the show interfaces serial command:
Serial x is up, line protocol is down (DTE mode) - Use Graphic
	

	
	75. What are the possible problems for the following output of the show interfaces serial command:
Serial x is up, line protocol is down (DCE mode) - Use Graphic
	

	
	76. What are the possible problems for the following output of the show interfaces serial command:
Serial x is up, line protocol is down (looped) - Use Graphic
	

	
	77. What are the possible problems for the following output of the show interfaces serial command:
Serial x is up, line protocol is down (disabled) - Use Graphic
	

	
	78. What are the possible problems for the following output of the show interfaces serial command:
Serial x is administratively down, line protocol is down - Use Graphic
	

	
	Complete the PacketTracer on 9.2.5.3
	

	
	Complete the Lab Activity on 9.2.5.4
	

	9.3.1.1
	79. What are the primary functions implemented at Layer 3 of the OSI model?
	

	
	80. Why are Layer 3 networks referred to as logical networks?

	

	
	81. Where is most of the focus of troubleshooting Layer 3 problems concentrated on?
	

	9.3.1.2
	82. How are Layer 3 network boundaries determined?

	

	
	83. What is a simple rule to remember about the network prefix?
	

	
	Complete the Activity on 9.3.1.3
	

	
	Complete the PacketTracer on 9.3.1.4
	

	9.3.2.1
	84. What are some advantages that hierarchical IP addressing schemes offer?
	

	
	85. What are two conditions that account for many IP addressing and routing issues within networks?
	1.
2.



	
	86. How do overlapping subnets occur?

	

	9.3.2.2
	87. Although Cisco IOS software does permit you to configure an IP address from overlapping subnets on two different interfaces, what does the router do to the second interface?
	

	
	88. What will happen if there is an attempt to enable an overlapped interface with the no shutdown command?  What happens to the traffic on this interface?
	

	
	89. What is indicated when an interface that remains administratively down after the no shutdown command is issued?
	

	9.3.2.3
	90. What can poorly configured subnet masks cause?
	

	
	Complete the Activity on 9.3.2.4
	

	9.3.3.1
	91. What does an administrator often underestimate when designing subnets?
	

	
	92. What is one indication of a subnet having too many hosts?
	

	
	93. What will a host do when running Microsoft Windows and it does not receive an address from a DHCP server?
	

	
	94. What will the show ip dhcp binding command check?
	

	
	95. What is another indication of not enough IP addresses?
	

	
	Complete the Activity on 9.3.3.2
	

	
	Complete the Lab Activity on 9.3.3.3
	

	9.3.4.1
	96. What will the command ipconfig /all verify?

	

	
	97. What is always the first step in troubleshooting?
	

	
	98. What will the command show interfaces confirm?

	

	
	99. How can address conflicts occur even if there are available addresses within the DHCP pool?
	

	
	100. What will the command show ip dhcp conflict display?
	

	9.3.4.2
	101. What does it mean that DHCP is a broadcast protocol?
	

	
	102. What will the command ip helper-address do on a router?
	

	
	103. Once this command is configured, what will happen to all broadcast packets?

	

	
	104. When a router forwards address requests, what is it acting as?  If this is not operational, what affect will it have on hosts?
	

	9.3.4.3
	105. What is usually the first indication that there is a NAT problem?
	

	
	106. What are the three types of address translations?
	

	
	107. What are two common types of configuration errors that affect all three translation methods?
	

	
	108. What does the inside interface connect to?  What does the outside interface connect to?

	

	
	109. What should be configured if external users must be able to reach specific servers on the internal network?
	

	9.3.4.4
	110. What is one of the most useful commands when verifying that NAT is operational?
	

	
	111. What command can be used to clear existing NAT translations?
	

	
	112. What utility can be used to determine the path that the translated packets are taking and verify that the route is correct?
	

	
	Complete the PacketTracer on 9.3.4.5 
	

	9.4.1.1
	113. List the four issues that typically cause Layer 3 routing problems.
	1.
2.

3.

4.

	9.4.1.2
	114. What are four reasons why the status of a network can change frequently?
	1.
2.

3.

4.

	
	115. What is a primary tool to use when troubleshooting Layer 3 routing problems?
What will this command display?
	

	
	116. A routing table consists of route entries from which three sources?
	1.
2.

3.

	
	117. How do routing protocols choose which routes are preferred?
	

	
	118. What is the default metric of static routes and directly connected routes?
	

	
	119. If there is more than one route to a specific destination network, which route is installed into the routing table?

	

	
	120. Any time a routing problem is suspected, what will the show ip route command ensure?
	

	9.4.1.3
	121. When are directly connected routes automatically installed in the routing table?
	

	
	122. If a directly connected route does not appear in the table, what will the show interfaces or show ip interface brief commands verify?
	

	
	123. What is most likely the problem when a static or default route does not appear in the routing table?
	

	
	124. Why do static routing errors sometimes occur?
	

	
	125. What could a missing route be caused by?
	

	
	Complete the PacketTracer on 9.4.1.4
	

	9.4.2.1
	126. When do routing table updates usually occur?

	

	
	127. When does a router access and change its own routing table?

	

	
	128. What type of networks typically use RIP as a routing protocol?
	

	
	129. What does RIPv1 not support?

	

	
	130. What does RIPv1 not listen for?
	

	
	131. What two things does the network statement accomplish?

	

	
	132. What can happen when there is a missing or incorrect network statement?


	

	9.4.2.2
	133. What TCP/IP utilities are used to verify connectivity?
	

	
	134. What TCP/IP utility verifies connectivity and configuration changes?
	

	
	135. What kind of information do debug commands provide?
	

	
	136. What kind of information does the debug ip rip command display?
	

	
	137. Why should debug commands be used to isolate problems, not to monitor normal network operation?
	

	
	Complete the PacketTracer on 9.4.2.3
	

	
	Complete the Lab Activity on 9.4.2.4
	

	9.5.1.1
	138. What is Layer 4 responsible for?

	

	
	139. Where can Layer 4 network problems arise?
	

	
	140. What protocols are supported for Layer 4 traffic?
	

	
	141. What is necessary when denying traffic based on the port number?
	

	
	142. How do filtering problems occur in firewalls?
	

	
	143. What is a common indication of 

Layer 4 problems?
	

	
	Complete the Activity on 9.5.1.2
	

	9.5.2.1
	144. The upper layer protocols provide user services that are typically used for what?
	

	
	145. Protocols at these layers are often referred to as what?
	

	
	Review and know the functionality and responsibility of each of the TCP/IP Application Layer protocols!
	

	9.5.2.2
	146. List the five steps using the "divide and conquer" method of troubleshooting, when verifying Layer 3 connectivity.
	1.
2.

3.

4.

5.

	
	147. If all these steps above are completed successfully, and it is verified that the end-to-end connectivity is not the issue, but the end device is still not operating as expected, where is the problem?
	

	9.5.2.3
	148. What accounts for the majority of upper layer network problems?

	

	
	149. What Windows command will verify that DNS is functioning correctly and can resolve server addresses?
	

	
	150. If DNS is not working as expected what should be ensured?
	

	
	151. When hosts receive DNS server information from a DHCP server, what should be verified?
	

	
	152. List four symptoms of Upper Layer Problems. (Use graphic)
	1.
2.

3.

4.

	9.5.2.4
	153. What kind of mismatch can cause applications to not function or to function poorly?
	

	
	154. What must be done to browser plug-in programs, such as Adobe Reader, in order to function properly?
	

	9.5.3.1
	155. What does Telnet enable a technician to do when accessing networking devices? 

	

	
	156. Since Telnet is an unsecure protocol, what other protocol can be used that offers security?
	

	
	Complete the Lab Activity on 9.5.3.2
	

	9.6.1.1
	157. What does the Cisco Certified Entry Networking Technician (CCENT) certification validate?
	

	
	158. What does the CCNA certification (Cisco Certified Network Associate) cover?
	

	
	159. What must be passed to obtain CCENT certification?
	

	9.6.1.2
	160. What are Cisco certification examinations designed to measure?
	

	9.6.2.1
	161. While there may be a few questions on the exam that require the basic factual answers, more often the factual knowledge is needed for what purpose?
	

	9.6.2.2
	162. What are the Lab and Packet Tracer activities designed to provide?
	

	
	163. Many exam tasks require the interpretation of output from what type of Cisco IOS commands?
	

	9.6.2.3
	164. What do scenario-based tasks or simulation tasks require an individual to apply?
	

	
	165. What is one of the best ways to develop troubleshooting abilities?
	

	
	Complete the Activity on 9.6.2.4 
	

	
	Complete the Lab Activity on 9.6.2.5
	

	9.6.3.1
	166. List the three smaller steps that make exam preparation more successful. 

	1.
2.

3.

	9.6.3.2
	167. What is the first step to obtaining a Cisco certification?
	

	
	168. In addition to taking time, what else is required when preparing for a certification exam?
	

	9.6.4.1
	169. After you have made the commitment to dedicate the time necessary to prepare to take the ICND1 examination, what is the next step?
	

	
	170. What are the two ways to approach studying for a certification exam?
	1.
2.

	9.6.4.2
	171. What can be used from Cisco Press to structure a schedule for CCENT certification?
	

	
	172. What does the book contain?

	

	9.6.4.3
	173. What is critical to successful preparation for CCENT?
	

	9.6.5.1
	174. What should be done before taking the exam?
	

	
	175. What should you find out before taking the exam?
	

	
	176. List four differences between certification exams that are given online compared to the Networking Academy assessments that are delivered.
	1.
2.

3.

4.

	
	177. What is the best thing to do if you do not know the answer to a question on a certification exam?
	

	9.6.5.2
	178. List the seven different formats of test questions that are included in the Cisco certification exams.
	1.
2.

3.

4.

5.

6.

7.

	
	179. What can you do to be comfortable with the format and operation of each type of question and task on a certification exam?
	

	
	Complete the Lab Activity on 9.6.5.3
	

	9.6.5.4
	180. What else is often helpful to do to prepare for the ICND1 exam?
	

	
	181. What else is recommended that you do in preparation for the ICND1 exam?
	

	
	182. What are many of the scenario questions and tasks on the ICND1 exam are based on?
	

	
	Complete the PacketTracer on 9.6.5.5
	

	
	Complete the Quiz on 9.8.1.1
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