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Module 5 Network Addressing
	5.1
	IP Addresses and Subnet Masks

	5.1.1
	Purpose of the IP Address

	1.
	What is an IP address?
	a logical network address that identifies a particular host

	
	Packet Tracer Activity

	5.1.2
	IP Address Structure

	2.
	How many bits are in an IP address
	32

	3.
	What is an octet?
	four 8-bit bytes

	4.
	What is dotted decimal notation?
	The IP address presented in decimal value, separated by a decimal point

	5.
	What is the most common form of IP address on the Internet?
	IP version 4 (IPv4)

	6.
	How many possible IP addresses are there using a 32-bit addressing scheme?
	Over 4 billion

	7.
	Write the binary number line?
	128, 64, 32, 16, 8, 4, 2, 1

	
	
Binary Number Game

	5.1.3
	Parts of an IP Address

	8.
	What two parts make up the IP address?
	The network and the host

	9.
	What is hierarchical addressing?
	The network portion indicates the network on which each unique host is located

	
	Activity

	5.1.4
	How IP Addresses and Subnet Masks Interact

	10.
	What does the subnet mask signify?
	Which part of the IP address is network and which part is host

	11.
	What do the 1s in the subnet mask represent?
	The network portion

	12.
	How do you calculate the number of hosts that can be on a network?
	Take the number 2 to the power of the number of hosts bits and subtract 2

	13.
	What is the maximum number of hosts available if you have 8 host bits?
	254

	
	Lab Activity – Number Conversions

	5.2.1
	IP Address Classes and Default Subnet Masks

	14.
	How many classes of IP addresses are there?
	5

	15.
	What are the classes of IP addresses?
	A, B, C, D, E

	16.
	Which class of IP address is reserved for multicast use?
	D


	17.
	Write the address class and the range of the first octet range.
	A 1-127

B  128 – 191

C  192 – 223

D  224  - 239

E  240 - 255

	18.
	In a Class A address, how many octets represent the host portion?
	one

	
	Activity

	5.2.2
	Public and Private IP Addresses

	19.
	What is RFC 1918?
	A standard that reserves several ranges of addresses within each of the classes A, B, and C

	20.
	What is the private network address for a class A network?
	10.0.0.0

	21.
	What are the private network addresses for a Class B network?
	172.16.0.0 – 172.31.0.0

	22.
	What are the private network addresses for a Class C network?
	192.168.0.0 – 192.168.255.0

	23.
	Why do companies use private addresses?
	It provides a measure of security since they are only visible on the local network

	24.
	What is a loopback address?
	A private address used for the diagnostic testing of devices

	25.
	What is the Class A loopback address?
	127.0.0.0

	
	Activity

	5.2.3
	Unicast, Broadcast and Multicast Addresses

	26.
	What is the most common address on an IP network?
	Unicast

	27.
	A packet with a unicast destination address is intended for what?
	A specific host

	28.
	In a broadcast address, the packet contains what in the host portion of the destination IP address?
	All ones in the host portion

	29.
	Who receives a broadcast?
	All hosts on a local network

	30.
	What is the broadcast MAC address on Ethernet networks?
	FF-FF-FF-FF-FF-FF

	31.
	What is a multicast?
	A source device sends a packet to a group of devices

	32.
	What is the range of multicast addresses?
	224.0.0.0 to 239.255.255.255

	33.
	Give an example of where multicast addresses would be used?
	Remote gaming

	34.
	What does the multicast MAC address begin with?
	01-00-5E

	
	Activity

	5.3.1
	Static and Dynamic Address Assignment

	35.
	What is a static address?
	One the network administrator has manually assigned

	36.
	What are some advantages of the static addresses?
	They are useful for networking devices that need to be accessible to clients on the network; increased control of network resources

	37.
	What is DHCP?
	Dynamic Host Configuration Protocol

	38.
	What does DHCP do?
	Automatically assigns IP address, subnet mask, default gateway, and other configuration information

	39.
	What happens to the DHCP address once the host is powered down or taken off the network?
	The address is returned to the pool for reuse

	5.3.2
	DHCP Servers

	40.
	What does a DHCP server do?
	Manages and assigns the IP addresses and ensures that all IP addresses are unique.

	5.3.3
	Configuring DHCP
	

	41.
	How does a DHCP client get an IP address?
	It sends a DHCP Discover message which is a broadcast with a destination IP address of 255.255.255.255 and a destination MAC address of FF-FF-FF-FF-FF-FF

	42.
	What is the default IP for the Linksys wireless router?
	192.168.1.1

	43.
	What is the default lease time for DHCP addresses?
	24 hours

	5.3.3.3
	Packet Tracer Activity

	5.4.1
	Network Boundaries and Address Space

	44.
	What does a router provide?
	A gateway through which hosts on one network can communicate with hosts on different networks

	45.
	What does the IP address assigned to the interface identify?
	Which local network is connected directly to it

	46.
	What is the default gateway?
	The IP address of the router interface connected to the network where the host is attached

	5.4.2
	Address Assignment


	47.
	What is the difference between an internal and an external network?
	An external network is the network assigned to the Internet side of the integrated router

	48.
	What is the boundary between the local internal network and the external Internet?
	The integrated router

	49.
	How can hosts be connected to an ISP and the Internet?
	Direct Connection; Connection Through an Integrated Router, Connection Through a Gateway Device

	5.4.3
	Network Address Translation

	50.
	What is the function of an integrated router?
	It receives a public address from the ISP and provides private addresses to local network clients

	51.
	What is Network Address Translation (NAT)?
	A private (local) source IP address is translated to a public (global) address

	5.4.3.2
	Packet Tracer Activity
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