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Annotation: 
In this unit students will explore sub-netting. This unit includes references to the Cisco Networking Academy Discovery curriculum and Instructor Interactive course guides. http://cisco.netacad.net

Grade(s):  

	
	9th

	
	10th

	X
	11th

	X
	12th


Time:  

10 Hours
Prepared by: 

Douglas L. Arnold / Cisco Networking Academy
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
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GPS Focus Standards: 

BCS-NTS-8. Students will explore the concept of sub-netting and its importance to standards based

networks.

a. Count using the binary number system.

b. Calculate a specific subnet mask needed for a set of conditions.

c. Identify subnet network characteristics by inspecting the subnet mask.

d. Explain the purpose, advantages, and disadvantages of sub-netting.

e. Explain the characteristics and purpose of a Virtual LAN (VLAN).
GPS Academic Standards:
MM2P4 Students will make connections among mathematical ideas and to other disciplines.

ELA10RL5 The student understands and acquires new vocabulary and uses it correctly in

reading and writing.

ELA10RC3 The student acquires new vocabulary in each content area and uses it correctly.
ISTE/NETS:
ITEA - 5. Students will develop an understanding of the effects of technology on the environment.

ITEA - 8. Students will develop an understanding of the attributes of design.

ITEA - 12. Students will develop the abilities to use and maintain technological products and systems.

ITEA - 17. Students will develop an understanding of and be able to select and use information and communication technologies.
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Enduring Understandings: 
Students will identify the fundamental principles and the installation, configuration, optimization, and upgrade of local area networks, client server relationships and network services. Students will also identify the tools, diagnostic procedures, and troubleshooting techniques for maintaining computer networks components, as well as for performing preventive maintenance.

Essential Questions: 
1.1.1. Can you identify the IP address enables routing on the Internet and most modern LANs?
1.1.2. Can you identify IP addresses are hierarchical and made up of 32 bits (binary 0s and 1s)?
1.1.3. Can you identify subnet masks allow routing devices to route packets across networks?
1.1.4. Can you recall as IPv4, there are over 4 billion possible IP addresses using this 32-bit addressing scheme?
1.1.5. Can you identify the five classes of IP addresses (A, B, C, D, E)?
1.1.6. Can you identify differences between public and private IP address and the uses of private IP addresses?
1.1.7. Can you identify the difference between Unicast, Broadcast and Multicast Addresses, when and how they are used on a network?

1.1.8. Can you identify static and dynamic IP address assignment?
1.1.9. Can you identify the role of the Dynamic Host Configuration Protocol (DHCP) server?

1.1.10. Can you identify the role of routers in creating network boundaries?

1.1.11. Can you identify the Integrated Router as a DHCP server?
1.1.12. Can you identify three alternatives for connecting SOHO hosts to an ISP?
1.1.13. Can you identify Network Address Translation (NAT), the process used to convert private addresses to Internet routable addresses?
Knowledge and Skill from this Unit:  
1.1.1. Students will be able to explain the significance of IP addresses in networking

1.1.2. Students will be able to differentiate logical (IP addresses) and physical (MAC addresses)

1.1.3. Students will be able to demonstrate the use of the binary numbering system in constructing IP addresses

1.1.4. Students will be able to introduce subnet-routing as the means for differentiating network and host addresses

1.1.5. Students will be able to demonstrate manual subnetting exercises
1.1.6. Students will be able to differentiate the five IP address classes. 

1.1.7. Students will be able to explain the use of private network addresses as a scheme used to expand the number of host addresses available to network administrators.

1.1.8. Students will be able to explain how IP addressing fits in the model of Ethernet addressing.

1.1.9. Students will be able to differentiate unicast, multicast, and broadcast messages.

1.1.10. Students will be able to demonstrate use of a "packet sniffer" to observe unicast, multicast, and broadcast messages.
1.1.11. Students will be able to differentiate static IP assignment from dynamic assignments. 

1.1.12. Students will be able to communicate when to use static IP addressing and when to use dynamic addressing on a network.

1.1.13. Students will be able to demonstrate how to determine and set the IP address using host operating system properties.

1.1.14. Students will be able to explain how DHCP assigns an IP address.
1.1.15. Students will be able to demonstrate how a router creates boundaries between local networks, and between local networks and external networks

1.1.16. Students will be able to clarify the role of an Integrated Router as a DHCP server

1.1.17. Students will be able to differentiate a direct connection, connection through an Integrated Router, and connection through a gateway device

1.1.18. Students will be able to define NAT and clarify how ports enable routing between internal and external hosts
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Assessment Method Type: 
	
	Pre-test

	X
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

_X_ Unit test

	X
	Group project

	X
	Individual project

	X
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

_X_ Observe students working with partners

_X_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	__ Student/teacher conferences
_X_ Partner and small group discussions

_X_ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	X
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

_X_ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Unit 5 Assessment: Online Assessment – http://cisco.netacad.net
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Instructional planning: 
LESSON 1:  IP ADDRESSES AND SUBNET MASKS

1.
Identify the standards. Standards should be posted in the classroom.
2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Unit Anticipation Guide / Unit Study Guide or Unit Vocabulary
4.  
Teaching Goals 5.1: Your Challenge as a Teacher in This Section Is To:
1.1.1. Explain the significance of IP addressing in networking

1.1.2. Differentiate logical (IP addresses) and physical (MAC addresses)

1.1.3. Demonstrate the use of the binary numbering system in constructing IP addresses

1.1.4. Introduce subnet-routing as the means for differentiating network and host addresses

1.1.5. Demonstrate manual subnetting exercises
5.
Activities: 


Reference interactive course guide (ICG):

· Review How to Teach: 5.1 ICG

· Review Critical Concepts 01: 5.1 ICG

· Review Critical Concepts 02: Misconceptions and Errors 5.1 ICG

· Review Discussion 1-6 ICG 5.1

· Reflection 5.1: Assignments

Reflections Activity:

This may be an appropriate time to introduce Logic Gates and/or Digital Circuitry.  Studying digital circuitry allows the linkage of IP (binary) addressing to the electrical process by which the 0’s and 1’s are processed by the hosts.  The following are selected resources for general knowledge and classroom activities, but not a comprehensive overview of the topic.

1.
http://www.howstuffworks.com/boolean.htm - Boolean Logic 

2.
http://www.howstuffworks.com/digital-electronics.htm - Digital Logic

3.
http://whatis.techtarget.com/definition/0,,sid9_gci213512,00.html - Logic Gates

4.
http://www.williamson-labs.com/480_logic.htm - Animations of Digital Logic Gates

5.
http://goldfish.ikaruga.co.uk/logic.html - Building Logic Gates with Lego’s

6.
http://www.ibiblio.org/obp/electricCircuits/Digital/ - Lessons in Electric Circuits

Some instructors prefer to introduce ANDing along with the initial introduction to subnetting within Section 5.1.  An excellent resource for basic instruction in ANDing and subnetting is contained in pages 8-55 of the Jones workbook referenced above.
LESSON 2: TYPES OF IP ADDRESSES

1.
Identify the standards. Standards should be posted in the classroom.

2.     Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Unit Anticipation Guide / Unit Study Guide or Unit Vocabulary
4.     Teaching Goals 5.2: Your Challenge as a Teacher in This Section Is To:

1.1.1. Differentiate the five IP address classes. 

1.1.2. Explain the use of private network addresses as a scheme used to expand the number of host addresses available to network administrators.

1.1.3. Explain how IP addressing fits in the model of Ethernet addressing.

1.1.4. Differentiate unicast, multicast, and broadcast messages.

1.1.5. Demonstrate use of a "packet sniffer" to observe unicast, multicast, and broadcast messages.
3.  
Activities:


Reference interactive course guide (ICG):

· Review How to Teach: 5.2 ICG

· Review Critical Concepts 01: 5.2 ICG

· Review Critical Concepts 02: Misconceptions and Errors 5.2 ICG

· Review Discussion 1-4 ICG 5.2
· Reflection 5.2: Assignments

Reflections Activity:

1.  Private/Public Networks:  Does having a private network always insure data security?  Have students read the following articles concerning unauthorized access to school grading programs.

· http://www.9news.com/news/article.aspx?storyid=63092

· http://www.linuxelectrons.com/article.php/20060228000633110

· http://www.9news.com/news/article.aspx?storyid=63092

· http://securedistrict.cosn.org/admin/stories.html

Ask the class to consider what type of network they think students were using when they gained unauthorized access to the grading programs mentioned earlier.  Does a private network guarantee security?  Why or why not?  Lead students to understand that network security, on either a public or a private network, is only as strong as the people who interact with the system.
2. Protocol Inspector Practice Labs:  These labs come from Basham, Matthew J. (2004).  Learning by Doing:  CISCO Certified Network Administrator, Lab Manual Version 4.  Volume #1 of 2.  http://www.lulu.com.

Pg. 239 Free Protocol Inspector:  Ethereal 
http://www.ethereal.com/

Pg. 243 Free Protocol Inspector:  Packetyzer 
http://sourceforge.net/projects/packetyzer/

The protocol inspectors can be extremely useful for seeing how many broadcast packets exist on the network.  In addition, have students surf the web while capturing packets (HTTP), ping other workstations (ICMP), or do an ipconfig/release and /renew (DHCP contained within UDP).

This is taken directly from the Ethereal lab:  "Real World Connection":

"2. Go to the web and look up 2001 Senate Bill 1562 that allows any law enforcement agent to "capture" packets from the internet at any time for any purpose... no subpoena required.  They say they can only look at the first 65 bytes of header and footer information but we know better.  Using your protocol inspector find out how much they can really see and cannot see."

If unable to use the Basham materials there are multiple sources for these labs.
3. Netstat Utility: The netstat utility allows students to display non-unicast packets.  Have the students go to the command prompt and type netstat-e.  This will display the image on the next page.

Direct students to repeat the command every 10 seconds or so to see how fast the non-unicast packets increase.

Students should notice that additional routers on a network allow for smaller broadcast domains, meaning there will be fewer "large scale" broadcast messages, i.e. fewer non-unicast packets.  Unicast packets go to a specific computer, and broadcast messages slow down the operation of a computer a great deal as broadcast messages have to go to all computers.

LESSON 3: HOW IP ADDRESSES ARE OBTAINED

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Unit Anticipation Guide / Unit Study Guide or Unit Vocabulary
4. 
Teaching Goals 5.3: Your Challenge as a Teacher in This Section Is To: 
1.1.1. Differentiate static IP assignment from dynamic assignments. 

1.1.2. Communicate when to use static IP addressing and when to use dynamic addressing on a network.

1.1.3. Demonstrate how to determine and set the IP address using host operating system properties.

1.1.4. Explain how DHCP assigns an IP address.
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 5.3 ICG

· Review Critical Concepts 01: 5.3 ICG

· Review Critical Concepts 02: Misconceptions and Errors 5.3 ICG

· Review Discussion 1-4 ICG 5.3

· Reflection 5.3: Assignments


Reflection Activity: 
1.
TCP/IP Control Panel - Go to Start, Control Panel, Network Connections; right click "Local Area Connection", click on "Properties", click on Internet Protocol (TCP/IP), and click on the Properties button.  Document IP address dynamically/manually configured, and then click on Advanced.  Examine the settings under the tabs IP settings, DNS, WINS, and Options.
2.
DHCP Monitoring and Command Line - Open a command window and type "ipconfig/all".  Write down the information that appears.  Now type "ipconfig/all|more".  Is there any difference in the information presented?  Why is there a difference?  Type "ipconfig/showclassid".  What happens?  What is the meaning of this command?  Why do you think you got this result?
3.
Design an Example IP Network - Have the class design an IP network that involves determining the subnet mask.  Have the students set aside a range for static IP addresses (such as for servers, routers, printers) and a scope for clients.
LESSON 4: ADDRESS MANAGEMENT

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Unit Anticipation Guide / Unit Study Guide or Unit Vocabulary
4. 
Teaching Goals 5.4: Your Challenge as a Teacher in This Section Is To: 

1.1.5. Demonstrate how a router creates boundaries between local networks, and between local networks and external networks

1.1.6. Clarify the role of an Integrated Router as a DHCP server

1.1.7. Differentiate a direct connection, connection through an Integrated Router, and connection through a gateway device

1.1.8. Define NAT and clarify how ports enable routing between internal and external hosts
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 5.4 ICG

· Review Critical Concepts 01: 5.4 ICG

· Review Critical Concepts 02: Misconceptions and Errors 5.4 ICG

· Review Discussion 1-4 ICG 5.4
· Reflection 5.4: Assignments


Reflection Activity: 

1.
Integrated Router's for Small/Medium Businesses: Ask students to begin with the CISCO website located at http://www.cisco.com/en/US/products/hw/routers/products_promotion0900aecd8017150a.html and ask them to:

· Watch the video on Cost Savings, Productivity and more
· Watch the Video Data Sheet

· Browse the Featured Case Studies


After students have gained an understanding of the expanded functionality of "professional" grade Integrated Router's for small and medium businesses, require them to research the application of Integrated Router's to other business.  As Integrated Router's can be difficult to research, suggest these as first steps:


a.
Have the students begin their search using the phrase "Users of Integrated Services CISCO Routers" (ISR is not unique enough thereby bringing up many errant listings), 


b.
Then try "ISR’s"; CISCO ISR’s; Integrated Services Routers


c.
The students should be able to locate and identify business who are using CISCO ISR’s


d.
Bring students back together following the research to continue the discussion within the lecture/discussion component. 

2.
You have developed a small business providing home networking services to consumers.  A customer calls and asks you to explain the advantages/disadvantages of devices that support direct, ISR, and gateway device connection to an ISP and the Internet.  They want to know which device they should select for you to install and configure.  What will you tell them?

For the purpose of this activity, begin "creating" your customer.  What type of hardware do they have in their home, i.e. how many and what type of devices do they want to connect?  Once you have created and described your customer, in writing, complete the following steps:


a.
Research the cost, features/benefits of each of the three device types.


b.
Prepare a one-page overview of the features, benefits, and costs of the three devices for your customer.


c.
Write a half-page recommendation justifying your decision for presentation to the client.

3.
Have students complete the following tutorials for configuring DHCP on various devices.  For a Win2000 Server, click on the following link: http://www.windowsnetworking.com/articles_tutorials/w2kdhcpc.html

For a Cisco 1800 ISR Router, click on the following link.

http://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a23.shtml

This demonstrates a complex router configuration.
Summative Assessment: Chapter 5 Quiz 5.0 

ATTACHMENTS FOR LESSON PLANS

	Lesson 1-4:
	· Unit Anticipation Guide
· Unit Overview Power Point  
· Unit Study Guide
· Unit Vocabulary 
· Binary worksheet 

· Alt study guide

· IP practice + student version
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Web Resources:

· http://www.gns3.net/ - Open source Router / Network Simulator
· http://www.howstuffworks.com/computers
· See links in Reflection activities.

Materials & Equipment: 
Cisco Networking Academy Interactive Course Guides and Discovery Curriculum. 
21st Century Technology Used: 
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	X
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	X
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
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