[image: image1.jpg]% INTRODUCTION



 
[image: image8.jpg]G E O RG IA PEACH STATE PATHWAYS

Career, Technical, & Agricultural Education







PATHWAY:  

Computer Networking
COURSE:  

Networking Systems
UNIT 7: 

Wireless Technologies 
[image: image9.jpg]



Annotation: 
In this unit students will learn about the general characteristics of network operating systems and common network computing platforms. This unit includes references to the Cisco Networking Academy Discovery curriculum and Instructor Interactive course guides. http://cisco.netacad.net

Grade(s):  

	
	9th

	
	10th

	X
	11th

	X
	12th


Time:  

10 Hours
Prepared by: 

Douglas L. Arnold / Cisco Networking Academy
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
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GPS Focus Standards: 

BCS-NTS-5. Students will demonstrate knowledge of the general characteristics of network operating systems and knowledge of common network computing platforms.

a. Describe the common traits of all major network operating systems.

b. Describe the purpose of the data link layer of the OSI model.

c. Explain the principle of Ethernet communication.

d. Explain the principle of AppleTalk communication.

e. Explain the principle of Token Ring communication.

f. Explain the principle of Token Bus communication.

g. Explain the principle of ARCnet communication.

h. Describe the function of 802.11 a/b/g/n.

               i. Describe the function of Bluetooth 2.1 +.
GPS Academic Standards:
ELA10RC3 The student acquires new vocabulary in each content area and uses it correctly.
ISTE/NETS:
ITEA - 5. Students will develop an understanding of the effects of technology on the environment.

ITEA - 8. Students will develop an understanding of the attributes of design.

ITEA - 12. Students will develop the abilities to use and maintain technological products and systems.

ITEA - 17. Students will develop an understanding of and be able to select and use information and communication technologies.
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Enduring Understandings: 
Students will identify the fundamental principles and the installation, configuration, optimization, and upgrade of local area networks, client server relationships and network services. Students will also identify the tools, diagnostic procedures, and troubleshooting techniques for maintaining computer networks components, as well as for performing preventive maintenance.

Essential Questions: 
1.1.1. Can you identify electromagnetic radiation and the RF band as the most commonly used wavelengths?
1.1.2. Can you identify infrared for short-range and line-of-sight communications?
1.1.3. Can you identify LAN technologies that conform to the various IEEE 802.11 standards?
1.1.4. Can you identify Bluetooth technologies?
1.1.5. Can you identify Wireless Personal Area Networks (Pan's), Wide Area Networks (WANs), and Local Area Networks (LANs)?
1.1.6. Can you identify the IEEE standards that ensure that wireless devices can communicate?
1.1.7. Can you identify the various components that must be considered in a WLAN include wireless clients, Access Points, wireless bridges, and antennas?
1.1.8. Can you identify Service Set Identifier (SSID)?
1.1.9. Can you identify Independent Basic Services Sets (IBBS), Basic Service Sets (BSS), Distribution System, and Extended Service Sets (ESS)?
1.1.10. Can you identify Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)?
1.1.11. Can you identify SSID as a means of access to a wireless network?
1.1.12. Can you identify MAC Address filtering?
1.1.13. Can you identify authentication?
1.1.14. Can you identify Encryption Strategies?
1.1.15. Can you identify Traffic Filtering?
1.1.16. Can you explain wireless network plan including user requirements, site survey, security requirements, and a security plan?
1.1.17. Can you identify back-up procedures?
1.1.18. Can you identify firmware updates?
Knowledge and Skill from this Unit:  
1.1.1. Students will be able to identify the functions and capabilities along the electromagnetic radiation spectrum.

1.1.2. Students will be able to differentiate applications of infrared wireless technologies from radio frequency (RF) wireless technologies.

1.1.3. Students will be able to communicate the advantages of Bluetooth as a RF technology applied to local device management.

1.1.4. Students will be able to compare the advantages of wireless technologies with those of wired technologies.

1.1.5. Students will be able to differentiate between the attributes of wireless PANs, LANs, and WANs.
1.1.6. Students will be able to differentiate between 802.11a, 802.11b, 802.11g and 802.11n

1.1.7. Students will be able to identify the role of the Wi-Fi Alliance

1.1.8. Students will be able to demonstrate the use of Access Point devices (AP's) in converting signals between Ethernet and 802.11 technologies

1.1.9. Students will be able to explain the use of antennas for extending network accessibility

1.1.10. Students will be able to explain the role of the SSID in wireless networking and create an SSID on a AP device

1.1.11. Students will be able to discuss the two basic forms of WLAN installations: Ad-hoc mode and infrastructure mode

1.1.12. Students will be able to demonstrate the use of an IBBS and a BSS

1.1.13. Students will be able to demonstrate the use of a Distribution System to create an Extended Service Set as a means to expand the coverage area

1.1.14. Students will be able to explain the reservation process created with by implementation of Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) to manage channel access within a BSS

1.1.15. Students will be able to demonstrate the setting of a channel on an AP

1.1.16. Students will be able to demonstrate setting up a wireless connection using STA based software at the OS and NIC level

1.1.17. Students will be able to demonstrate the use of the Ping functionality to test a wireless connection
1.1.18. Students will be able to explain the security features and implementation methods that help protect WLAN’s from attacks and security breaches

1.1.19. Students will be able to demonstrate how turning off the SSID broadcast and applying passwords enhances security on a wireless network

1.1.20. Students will be able to demonstrate filtering using MAC addresses

1.1.21. Students will be able to differentiate between three type of authentication (open, pre-shared keys, and Extensible Authentication Protocol (EAP)

1.1.22. Students will be able to demonstrate the application of MAC address filtering, WEP, WPA, and WPA2

1.1.23. Students will be able to demonstrate the application of Traffic filtering on an AP device
1.1.24. Students will be able to explain the planning process for designing and implementing a wireless network.

1.1.25. Students will be able to demonstrate the process for gathering network user requirements.

1.1.26. Students will be able to demonstrate the process for conducting a site survey.

1.1.27. Students will be able to demonstrate the set-up procedures for an AP.

1.1.28. Students will be able to demonstrate an Integrated Router back up and restore process.

1.1.29. Students will be able to demonstrate the process for updating Integrated Router firmware.
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Assessment Method Type: 
	
	Pre-test

	X
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

_X_ Unit test

	X
	Group project

	X
	Individual project

	X
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

_X_ Observe students working with partners

_X_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	__ Student/teacher conferences
_X_ Partner and small group discussions

_X_ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	X
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

_X_ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Unit 7 Assessment 
[image: image5.jpg]% LESSON PLANS




Instructional planning: 
(  LESSON 1:  WIRELESS TECHNOLOGY

1.
Identify the standards. Standards should be posted in the classroom.
2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Unit Anticipation Guide / Unit Study Guide or Unit Vocabulary.
4.  Teaching Goals 7.1: Your Challenge as a Teacher in This Section Is To:
1.1.1. Identify the functions and capabilities along the electromagnetic radiation spectrum.

1.1.2. Differentiate applications of infrared wireless technologies from radio frequency (RF) wireless technologies.

1.1.3. Communicate the advantages of Bluetooth as a RF technology applied to local device management.

1.1.4. Compare the advantages of wireless technologies with those of wired technologies.

1.1.5. Differentiate between the attributes of wireless PANs, LANs, and WANs.
5.
Activities: 


Reference interactive course guide (ICG):

· Review How to Teach: 7.1 ICG

· Review Critical Concepts 01: 7.1 ICG

· Review Critical Concepts 02: Misconceptions and Errors 7.1 ICG

· Review Discussion 1-3 ICG 7.1

· Reflection 7.1: Assignments

Reflections Activity:

1.
Bluetooth - It would be easy to dismiss Bluetooth as a toy for keyboards, PDA’s, and cell phone headsets.  The reality is quite different.  There are many types of Bluetooth devices available that are widely used in industry, healthcare, and other fields.  Begin your study of Bluetooth at http://www.bluetooth.com/Bluetooth/Products/. Your instructor may give you a category to focus on or you may be asked to look at all of the device types available.

After identifying all the different types of devices that are available, look at how Bluetooth devices are used in business.  Start with this article on how Bluetooth fits into a complete wireless network scheme at United Parcel Service (UPS).  http://www.computerworld.com/mobiletopics/mobile/story/0,10801,70133,00.html, then move onto a set of case studies at http://bluetooth.com/Bluetooth/Technology/Studies/.  Write a one-page summary of the benefits and limitations of wireless technologies in your selected business or industry and be prepared to share this with the class.

2.
Wireless Technologies in Business - Wireless technologies are used throughout the business world.  These articles will give you a starting point:


a.
Planes and Trains:  Wireless on the Move - http://www.techworld.com/mobility/features/index.cfm?/featureid=512&Page=2&pagePos=2


b.
WLAN’s Spreading to Hospitals http://www.wi-fiplanet.com/news/article.php/1581811

After reading, these articles pick an industry/business you are interested in working in when you graduate.  Research the use of wireless technologies in that business and prepare a one-half to one-page report to share with the class.
(  LESSON 2: WIRELESS LANS

1.
Identify the standards. Standards should be posted in the classroom.

2.     Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Unit Anticipation Guide / Unit Study Guide or Unit Vocabulary
4.     Teaching Goals 7.2: Your Challenge as a Teacher in This Section Is To:

1.1.1. Introduce the 802.11 standard for wireless networks (Wi-Fi) and differentiate between 802.11a, 802.11b, 802.11g and 802.11n

1.1.2. Introduce the role of the Wi-Fi Alliance

1.1.3. Demonstrate the use of Access Point devices (AP's) in converting signals between Ethernet and 802.11 technologies

1.1.4. Discuss the use of antennas for extending network accessibility

1.1.5. Explain the role of the SSID in wireless networking and create an SSID on a AP device

1.1.6. Explain the two basic forms of WLAN installations: Ad-hoc mode and infrastructure mode

1.1.7. Demonstrate the use of an IBBS and a BSS

1.1.8. Demonstrate the use of a Distribution System to create an Extended Service Set as a means to expand the coverage area

1.1.9. Explain the reservation process created with by implementation of Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) to manage channel access within a BSS

1.1.10. Demonstrate the setting of a channel on an AP

1.1.11. Demonstrate setting up a wireless connection using STA based software at the OS and NIC level

1.1.12. Demonstrate the use of the Ping functionality to test a wireless connection
3.  
Activities:


Reference interactive course guide (ICG):

· Review How to Teach: 7.2 ICG

· Review Critical Concepts 01: 7.2 ICG

· Review Critical Concepts 02: Misconceptions and Errors 7.2 ICG

· Review Discussion 1-3 ICG 7.2
· Reflection 7.2: Assignments

Reflections Activity:

1.
Will the finalization of the 802.11n standard mean the end of use for 802.11a/b?  Research the development of the "new" 802.11n standard and the devices currently on the market.  When will the standard be certified?  Why has it taken so long to certify the standard?  What will be the status of devices labeled as "draft" or "pre-n" or "n"?  How can devices be labeled as "n" before the certification of the standard?

2.
You have the following equipment in your home:  an older PC with an 802.11b NIC card; a newer notebook computer with an 802.11g integrated wireless card; a brand new printer with both a network jack and a USB port; and an X-Box 360 with a USB and Ethernet port.  To avoid lag while playing X-Box 360 online you need the fastest possible connection.  What will you buy to share Internet services and host devices? If the hard wiring of the X-Box 360 is not an option, how will your choices change?

3.
If possible, have students practice installing a wireless NIC on an older desktop.  Discuss some of the considerations and safety precautions that should be used whenever working inside a computer.  Discuss the damage that static electricity can cause, and illustrate the use of anti-static equipment such as wrist guards, anti-static bags, and ground mats for safe installation of a NIC in a client’s computer.

4.
Wireless technology continues to improve in the areas of range, throughput, bandwidth, and accessibility.  It has been suggested that the WiMAX standard (IEEE 802.16) could result in blanket high-speed wireless of countries within the next 10-15 years.  Others suggest that the use of WiMAX will enable developing countries to catch up quickly with the older, wired installations of countries where networking is more established.  Ask students to research the WiMAX standard, they may perform a standard search or begin with these sites:


a.
http://www.intel.com/netcomms/technologies/wimax/index.htm


b.
http://computer.howstuffworks.com/wimax.htm


c.
http://www.wimax.com/education/faq

Upon completing the research, ask students if they believe that wireless networking with WiMAX could completely replace wire-bound networking in the future, require them to justify their answers.
(  LESSON 3: SECURITY CONSIDERATIONS ON A WIRELESS LAN

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Unit Anticipation Guide / Unit Study Guide or Unit Vocabulary.
4. 
Teaching Goals 7.3: Your Challenge as a Teacher in This Section Is To: 
1.1.1. Explain the security features and implementation methods that help protect WLAN’s from attacks and security breaches

1.1.2. Demonstrate how turning off the SSID broadcast and applying passwords enhances security on a wireless network

1.1.3. Demonstrate filtering using MAC addresses

1.1.4. Differentiate between three type of authentication (open, pre-shared keys, and Extensible Authentication Protocol (EAP)

1.1.5. Demonstrate the application of MAC address filtering, WEP, WPA, and WPA2

1.1.6. Demonstrate the application of Traffic filtering on an AP device
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 7.3 ICG

· Review Critical Concepts 01: 7.3 ICG

· Review Critical Concepts 02: Misconceptions and Errors 7.3 ICG

· Review Discussion 1-4 ICG 7.3

· Reflection 7.3: Assignments


Reflection Activity: 
1.
War driving/walking/chalking: The following are only a small sample of readings available about war driving/walking/chalking.  The instructor may choose to have students perform their own research on the topic or provide the following websites as a starting point:


a.
http://www.nytimes.com/2006/03/05/technology/05wireless.html?ex=1299214800&en=de3c127408552e0a&e
i=5089


b.
http://news.bbc.co.uk/2/hi/technology/2268224.stm


c.
http://news.com.com/2009-1033-982324.html


d.
http://www.wi-fiplanet.com/columns/article.php/1402401


e.
http://www.sptimes.com/2005/07/04/State/Wi_Fi_cloaks_a_new_br.shtml


f.
http://www.freepress.net/wifi/


g.
http://www.pcnineoneone.com/howto/80211bsecurity1.html

Be prepared to discuss the results of your research on open wireless networks with the class.

2.
Wireless Attacks A to Z: The following articles are a starting point for an overview of the different attacks on wireless networks and the tools that can be used to pose an attack on a wireless network.


a.
http://www.networkworld.com/columnists/2006/061206-wireless-security.html


b.
http://searchsecurity.techtarget.com/general/0,295582,sid14_gci1167611,00.html?track=wsland1

3.
Locate additional resources by searching on the term "wireless network attacks".  How do most attacks occur?  Which types of wireless network attacks are most common?

4.
Direct students to compare their understanding of authentication and access control within wired and wireless networks.  What basic differences do they see between wired and wireless networks in terms of how authentication and access control can be applied?  Can they think of any other authentication and access control that can be applied?  Can they think of any other authentication or access control techniques from wired networks that might also apply to WLAN’s?

5.
WEP, WPA, and WPA2 are, as you read in this section, all encryption schemes to protect access to a wireless network.  What are the major differences between each of the encryption schemes?  These links will give you a place to start but they are not the complete answer.


a.
http://www.wi-fiplanet.com/tutorials/article.php/1368661


b.
http://kbserver.netgear.com/kb_web_files/n100684.asp


c.
http://www.microsoft.com/windowsxp/using/networking/expert/bowman_03july28.mspx


d.
http://kbserver.netgear.com/kb_web_files/n101190.asp


e.
http://www.microsoft.com/technet/community/columns/cableguy/cg0505.mspx


f.
http://www.networkworld.com/news/2005/051205-microsoft-wlan.html?fsrc=rss-wirelesssec

6.
Defending Against Attacks:  If the class has access to two AP’s for "practice", teams of students could start with the default settings on the AP’s, and observe how easy it is to access the other team's AP.  Then have the student’s change one setting at a time/resetting to default/change another setting "defending" against attack by the other team.

7.
Higher-level adaptation:  Students could use NetStumbler, WinSniffer, Packet Sniffer, or other similar tools to crack the AP settings.

8.
Build a Honeypot - Honeynets and Honeypots are an interesting concept for students, as they often like the idea of "fooling" a potential network intruder.  Microsoft has a simple, easy to create honeypot located at http://www.microsoft.com/windowsxp/using/networking/expert/bowman_03july28.mspx.
(  LESSON 4: CONFIGURING AN INTEGRATED AP AND WIRELESS CLIENT

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the Unit Anticipation Guide / Unit Study Guide or Unit Vocabulary.
4. 
Teaching Goals 7.4: Your Challenge as a Teacher in This Section Is To: 

1.1.7. Explain the planning process for designing and implementing a wireless network.

1.1.8. Demonstrate the process for gathering network user requirements.

1.1.9. Demonstrate the process for conducting a site survey.

1.1.10. Demonstrate the set-up procedures for an AP.

1.1.11. Demonstrate an Integrated Router back up and restore process.

1.1.12. Demonstrate the process for updating Integrated Router firmware.
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 7.4 ICG

· Review Critical Concepts 01: 7.4 ICG

· Review Critical Concepts 02: Misconceptions and Errors 7.4 ICG

· Review Discussion 1 ICG 7.4
· Reflection 7.4: Assignments


Reflection Activity: 

1.
Optional:  A number of vendors offer wireless network planning tools.  Have the students conduct online research to identify two or three wireless network planning tools.  Record the name of the software or hardware; and a brief 3-5-sentence description of how it can assist in wireless network planning.  Share the results of the individual research with the class compiling a master list of tools.

2.
The city of Philadelphia is currently working on the creation of a citywide wireless network, as are many other cities.  The class should discuss the logistics of a site survey of such a massive scale.  How do students think a site survey such as this is accomplished? 

3.
If possible, identify a large room (a library or cafeteria, for example).  Have the students set up an access point in the room and use a notebook computer to record the coverage pattern and transmission range.  If they were trying to provide coverage to the entire room, where would they place AP's?  Bring the class back together to share results of their survey.
Summative Assessment: Chapter 7 Quiz 7.0 

ATTACHMENTS FOR LESSON PLANS

	Lesson 1-4:
	· Unit Anticipation Guide
· Unit Study Guide PPT
· Unit Jeopardy Review PPT
· Unit Jeopardy Review2 PPT
· Reading Organizer Instructor Version
· Reading Organizer Student Version
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Web Resources:

· http://www.gns3.net/ - Open source Router / Network Simulator
· http://www.howstuffworks.com/computers
· See links in Reflection activities.

Materials & Equipment: 
Cisco Networking Academy Interactive Course Guides and Discovery Curriculum. 
21st Century Technology Used:  
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	X
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	X
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
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