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Annotation: 
In this unit students will explore security in computer network systems.  They will also design network security systems.  This unit includes references to the Cisco Networking Academy Discovery curriculum and Instructor Interactive course guides. http://cisco.netacad.net

Grade(s):  

	
	9th

	
	10th

	X
	11th

	X
	12th


Time:  

10 Hours
Prepared by: 

Douglas L. Arnold / Cisco Networking Academy
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
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GPS Focus Standards: 

BCS-NTS-9. Students will explore the concepts related to computer network and host based security.

Students will design network security systems.

a. Identify common network security breaches and vulnerabilities.

b. Explain the difference between symmetrical and asymmetrical encryption.

c. Explain the role of a Certificate Authority (CA).

d. Explain the security process associated with the Challenge Handshake Access Protocol

(CHAP).

e. Describe the characteristics of a secure password.

f. Describe how a firewall and proxy server are used to secure network access.

g. Describe how to monitor network activities.

h. Design network security protocol system.

GPS Academic Standards:
ELA10RC3 The student acquires new vocabulary in each content area and uses it correctly.


           ELA10W2 The student demonstrates competence in a variety of genres.
ISTE/NETS:
ITEA - 5. Students will develop an understanding of the effects of technology on the environment.

ITEA - 8. Students will develop an understanding of the attributes of design.

ITEA - 12. Students will develop the abilities to use and maintain technological products and systems.

ITEA - 17. Students will develop an understanding of and be able to select and use information and communication technologies.
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Enduring Understandings: 
Students will identify the fundamental principles and the installation, configuration, optimization, and upgrade of local area networks, client server relationships and network services. Students will also identify the tools, diagnostic procedures, and troubleshooting techniques for maintaining computer networks components, as well as for performing preventive maintenance.

Essential Questions: 
1.1.1. Can you identify the significance of network security breaches ?
1.1.2. Can you identify the four categories of network threats?
1.1.3. Can you identify external and internal security threats?
1.1.4. Can you identify Social Engineering techniques as a mechanism for exploiting human weaknesses?
1.1.5. Can you identify that information is a valuable commodity that can be bought, sold, and stolen?
1.1.6. Can you identify viruses, worms, and Trojan Horses?
1.1.7. Can you identify Denial of Service Attacks (DoS)?
1.1.8. Can you identify Distributed Denial of Services Attacks (DDoS)?
1.1.9. Can you identify Brute Force Attacks?
1.1.10. Can you identify privacy invading tools including spyware, cookies, adware, and pop-ups?
1.1.11. Can you identify spam?

1.1.12. Can you identify the network security policy?
1.1.13. Can you identify network security procedures?
1.1.14. Can you identify network security tools and applications?

1.1.15. Can you identify the firewall as one of the most effective tools in network security?
1.1.16. Can you identify filtering schemes implemented in firewalls?
1.1.17. Can you identify firewall implementation of Network Address Translation (NAT)?
1.1.18. Can you identify the differing forms and structures of firewalls?
1.1.19. Can you identify tools for testing network security?
1.1.20. Can you recommended practices for securing networks?
Knowledge and Skill from this Unit:  
1.1.1. Students will be able to describe the risks and cost associated with network security failures.

1.1.2. Students will be able to differentiate the four categories of security threats.

1.1.3. Students will be able to differentiate external and internal security threats.

1.1.4. Students will be able to explain and differentiate social engineering techniques that target network security including pretexting, phishing, and vhishing.
1.1.5. Students will be able to differentiate viruses, worms, and Trojan Horses, as software-based threats to network security.

1.1.6. Students will be able to explain, demonstrate, and differentiate "synchronous flooding" and "ping to death" as common DoS methods of attack.

1.1.7. Students will be able to differentiate DDoS from DoS as a threat to large-scale networks.

1.1.8. Students will be able to explain a Brute Force attack as flooding of the login function of a network.

1.1.9. Students will be able to define and differentiate the use of spyware, cookies, adware, and pop-ups and explain how these tools invade network user privacy.

1.1.10. Students will be able to explain how spam can threaten network performance.
1.1.11. Students will be able to describe the network security policy

1.1.12. Students will be able to describe network security procedures

1.1.13. Students will be able to describe network security tools and applications
1.1.14. Students will be able to introduce the firewall as product for securing networks.

1.1.15. Students will be able to define and differentiate appliance based, server based, integrated, and personal firewalls.

1.1.16. Students will be able to explain packet filtering.

1.1.17. Students will be able to explain Application/Web Site filtering.

1.1.18. Students will be able to illustrate the architecture of a firewall implementation.

1.1.19. Students will be able to define and illustrate the role of a demilitarized zone (DMZ) or extranet.

1.1.20. Students will be able to differentiate and illustrate single firewall configurations and two firewall configurations.

1.1.21. Students will be able to illustrate the use of Integrated Router's in enabling network security in the home and small business.

1.1.22. Students will be able to introduce and demonstrate the use of a vulnerability analysis tool.

1.1.23. Students will be able to discuss the recommended practices for securing a network.
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Assessment Method Type: 
	
	Pre-test

	X
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

_X_ Unit test

	X
	Group project

	X
	Individual project

	X
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

_X_ Observe students working with partners

_X_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	__ Student/teacher conferences
_X_ Partner and small group discussions

_X_ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	X
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

_X_ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Unit 8 Assessment
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Instructional planning: 
LESSON 1:  NETWORKING THREATS

1.
Identify the standards. Standards should be posted in the classroom.
2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the vocabulary.
	Information Theft

	Identity Theft

	Data Loss

	Manipulation

	Disruption of Service

	External Threats

	Internal Threats

	Social Engineering

	Pretexting

	Phishing

	Vishing

	Phone Phishing

	Viruses

	Worms

	Trojan Horses

	Denial of Service (DoS)

	SYN (synchronous) Flooding

	Ping of Death

	Distributed Denial of Service (DDoS)

	Brute Force

	Spyware

	Tracking Cookies

	Adware

	Pop-ups and Pop-unders

	Acceptable Use Policy

	Patch

	Update

	Anti-Virus Software

	Anti-Spam Software


4.  Teaching Goals 8.1: Your Challenge as a Teacher in This Section Is To:
1.1.1. Describe the risks and cost associated with network security failures.

1.1.2. Differentiate the four categories of security threats.

1.1.3. Differentiate external and internal security threats.

1.1.4. Explain and differentiate social engineering techniques that target network security including pretexting, phishing, and vhishing.
5.
Activities: 


Reference interactive course guide (ICG):

· Review How to Teach: 8.1 ICG

· Review Critical Concepts 01: 8.1 ICG

· Review Critical Concepts 02: Misconceptions and Errors 8.1 ICG

· Review Discussion 1-2 ICG 8.1

· Reflection 8.1: Assignments

Reflections Activity:

1.
Hacker Speak: What really is a hacker?  A black hat?  A white hat?  A cracker? In this activity you’ll learn to speak 
like a hacker.  The following websites provide a place to start in looking at the language and culture of a 
"hacker".  While reading through these websites, as well as conducting your own research think about this 
question, "What is a hacker?  Are hackers all bad, as some articles indicate, or do hackers provide some benefits 
as well?" Suggested sites - instructors may choose to use others.

· http://www.pcworld.com/article/id,44370-page,1/article.html
· http://www.catb.org/~esr/faqs/hacker-howto.html

· http://webzone.k3.mah.se/k3jolo/HackerCultures/newethics.htm

Be prepared to discuss the answers to these questions with the whole class.

2.
Threat and Response: As the world debate over terrorism continues some people believe that terrorism has to 
be fought on our computers as well.  Read what the United States Computer Emergency Readiness Team has to 
say about keeping your computer safe from intrusion.


a.
http://www.us-cert.gov/reading_room/before_you_plug_in.html


b.
Download these 4 posters from http://www.us-cert.gov/reading_room/distributable.html.  These posters 


present a variety of "tips" on protecting your computer and data from intrusion by unauthorized users.  


Thinking about the categories of threats in 8.1.1 (information theft, identity theft, data loss, data 



manipulation, and disruption of service), classify each of the "tips" by the type of threat it is designed to 


prevent.  As an example:



i.
Do NOT give any of your user names, passwords, or other computer/website access codes to anyone.  


This prevents identify theft.



ii.
Establish clear policies and procedures for employee use of your organization’s information 




technologies.  This prevents information theft, data loss and data manipulation.

3.
Who is the Greatest Threat?  The press makes a great deal about the threat from "outside" network users, but 
what about internal threats?  Is there a greater risk from the external or internal user?  Use the following links as 
well as your independent research to understand both points of view and prepare for a class debate on this 
issue.

· http://www.networkworld.com/columnists/2005/022105faceoff-insiders.html

· http://www.networkworld.com/columnists/2005/022105faceoff-outsiders.html

· http://news.com.com/Securing+data+from+the+threat+within/2100-7347_3-5520016.html

4.
Social Engineering - The following links provide some real life examples of successful social engineering in order 
to gain access to networks.  Select two that you find most interesting and prepare a "mini-report" of less than a 
page on the two incidents to share with the class.


http://www.us-cert.gov/cas/tips/ST04-014.html

· http://www.securityfocus.com/infocus/1527
· http://cc.uoregon.edu/cnews/spring2004/socialengineer.html

· http://www.windowsecurity.com/whitepapers/Social-Engineering-Victim.html
· http://service1.symantec.com/SUPPORT/nav.nsf/aab56492973adccd8825694500552355/024c927836400f528825675100593eb2?OpenDocument
LESSON 2:  METHODS OF ATTACK

1.
Identify the standards. Standards should be posted in the classroom.

2.     Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the vocabulary.
	Information Theft

	Identity Theft

	Data Loss

	Manipulation

	Disruption of Service

	External Threats

	Internal Threats

	Social Engineering

	Pretexting

	Phishing

	Vishing

	Phone Phishing

	Viruses

	Worms

	Trojan Horses

	Denial of Service (DoS)

	SYN (synchronous) Flooding

	Ping of Death

	Distributed Denial of Service (DDoS)

	Brute Force

	Spyware

	Tracking Cookies

	Adware

	Pop-ups and Pop-unders

	Acceptable Use Policy

	Patch

	Update

	Anti-Virus Software

	Anti-Spam Software


4.     Teaching Goals 8.2: Your Challenge as a Teacher in This Section Is To:

1.1.1. Differentiate viruses, worms, and Trojan Horses, as software-based threats to network security.

1.1.2. Explain, demonstrate, and differentiate "synchronous flooding" and "ping to death" as common DoS methods of attack.

1.1.3. Differentiate DDoS from DoS as a threat to large-scale networks.

1.1.4. Explain a Brute Force attack as flooding of the login function of a network.

1.1.5. Define and differentiate the use of spyware, cookies, adware, and pop-ups and explain how these tools invade network user privacy.

1.1.6. Explain how spam can threaten network performance.
3.  
Activities:


Reference interactive course guide (ICG):

· Review How to Teach: 8.2 ICG

· Review Critical Concepts 01: 8.2 ICG

· Review Critical Concepts 02: Misconceptions and Errors 8.2 ICG

· Review Discussion 1-4 ICG 8.2
· Reflection 8.2: Assignments

Reflections Activity:

1.
Current Virus Threats: New viruses are, as you know, developed every day.  Using a minimum of three of the 
following websites investigate a current virus threat and report to the class the following information:


a.
Date of discovery


b.
Type of threat


c.
Systems Affected


d.
What the threat does to the infected system - including payload and file modification


e.
Protection


f.
Threat assessment including number of infections, geographical distribution, difficulty of threat 



containment, and damage level

Websites for this activity include:

· http://www.cert.org
· http://www.cert.org/other_sources/viruses.html

· http://www.symantec.com/enterprise/security_response/index.jsp and/or http://www.symantec.com/enterprise/security_response/threatexplorer/threats.jsp 
· http://www.trendmicro.com/vinfo/

· http://www.sophos.com/security/analyses

2.
Denial of Service Attacks:  Denial of Service attacks have changed over the years.  The developers of operating 
systems such as Microsoft or Apple learned from the hackers; i.e. the hackers would create a denial of service 
attack, then the corporations would close that door; then another DoS attack is created, that door is closed, and 
so on and so on.

Tell students, "You will be investigating which DoS attacks are still a threat to corporations/SOHO’s today, and which have become obsolete as a result of the development of new operating systems and application programming."  Split the class into four groups for investigation of DoS attacks, assigning one type of attack to each group:


a.
SYN, Smurf, Fraggle and Spoofing attacks


b.
Ping of Death


c.
DDoS


d.
Brute Force

Each group is to investigate and prepare a brief summary report (one page or less) on how these attacks are executed, the systems that are vulnerable to attack, protection strategies, and status of these attacks today.

3.
Spyware, Cookies, Adware and Pop-up Investigations: Here are some of the commonly identified types of 
spyware:


a.
Browser objects (IE hacks, ActiveX controls, malicious toolbars, and so on)


b.
Bots and rootkits (allow others to control your system remotely)


c.
Keyloggers (record your keystrokes looking for sensitive data)


d.
Bundled parasite software (miscellaneous nuisance)


e.
Adware (run on the system or in the browser to display advertisements)


f.
Tracking cookies


g.
Pop-up advertisements

Assign students to investigate an item from the list including a definition of the spyware object (what it is), an example (including name), how computers become infected, and importance of detecting and removing, and technical challenges in removal.

4.
Spyware Around the World:  Spyware is more prevalent in some countries than others, with rates of infection 
varying widely.  Investigate the rates of spyware infection around the world, and, if possible, create a table in a 
spreadsheet program with country name and rate of infection.  Share the bar graph with your classmates and 
instructor.

5.
Spyware on Other Devices: Spyware "lives" on far more than just host computers.  Investigate the types of 
devices, for example a mobile phone, on which spyware can be a factor in performance and security.  How does 
spyware become placed on these varied devices?  How does the performance of these devices suffer when 
spyware is running on the device?  Share the results of your investigation with the class.

6.
Spam Laws: Students will research SPAM rules in countries around the world.  The instructor may assign 
countries to students, or allow them to select a country of their choice.


Which countries regulate SPAM?


What regulations do individual countries in place? 


Which three countries are responsible for generating the largest numbers of SPAM emails in a year?  Share the 
results of your research with the class.

7.
Securing Servers to Prevent Spam: As a class, use the website http://www.ftc.gov/secureyourserver/ to prepare 
a tip sheet for a SOHO owner about securing a server to help sending/receiving spam.

LESSON 3:  SECURITY POLICIES

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the vocabulary.
	Information Theft

	Identity Theft

	Data Loss

	Manipulation

	Disruption of Service

	External Threats

	Internal Threats

	Social Engineering

	Pretexting

	Phishing

	Vishing

	Phone Phishing

	Viruses

	Worms

	Trojan Horses

	Denial of Service (DoS)

	SYN (synchronous) Flooding

	Ping of Death

	Distributed Denial of Service (DDoS)

	Brute Force

	Spyware

	Tracking Cookies

	Adware

	Pop-ups and Pop-unders

	Acceptable Use Policy

	Patch

	Update

	Anti-Virus Software

	Anti-Spam Software


4. 
Teaching Goals 8.3: Your Challenge as a Teacher in This Section Is To: 
1.1.1. The network security policy

1.1.2. Network security procedures

1.1.3. Network security tools and applications
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 8.3 ICG

· Review Critical Concepts 01: 8.3 ICG

· Review Critical Concepts 02: Misconceptions and Errors 8.3 ICG

· Review Discussion 1-2 ICG 8.3

· Reflection 8.3: Assignments


Reflection Activity: 
1.
Developing a Security Policy:  While major corporations and school systems have security policies developed by 
teams of lawyers, many small office owners and users do not; instead, they rely on the common sense of their 
employees to protect them from punishment.  Small office owners, however, still need to have security policies 
to protect user connectivity and network usage.


a.
Select a type of small business for which to prepare a security policy.


b.
Divide the class into six groups: identification and authentication policies, password policies, acceptable 


use policies, remote access policies, network maintenance policies, and incident handling procedures.


c.
Each group is responsible for researching one of the six categories and developing an appropriate policy 


for the small business.



Another way to accomplish the objectives of this activity is to split the class into groups, have each group 


select a business and develop a security policy for it.  The range of businesses will be reflected in the 


differences in the policies.  This underscores the fact that security policies must be tailored to the needs 


of the organization.

2.
Updates and Patches: Updates and patches need to be installed, it seems, on almost a daily basis.  Some updates 
are of a critical nature, while others are for enhanced feature sets and usability.


a.
Have students select an operating system (Windows XP, Vista, OSX) or select an application (Microsoft 


Office, or another application available in the school)


b.
Students should document the number of critical/feature updates in the last two months


c.
Investigate if auto-updating is a feature of the application


d.
If possible have the students execute the download of a critical or feature update


e.
Present an overview of the critical/feature update to the class

3.
Virus Hoaxes: Virus hoaxes are electronic chain letters that can significantly affect network performance and are 
an annoyance for users.  Choose from the following websites for some of the most common or "famous" virus 
hoaxes, and prepare a brief report of two-three paragraphs on a virus hoax to share with the class.


a.
http://www.f-secure.com/virus-info/hoax/


b.
http://vil.mcafee.com/hoax.asp


c.
http://www.pandasoftware.com/virus%5Finfo/hoaxes/


d.
http://www.sophos.com/security/hoaxes/


e.
http://www.symantec.com/enterprise/security_response/threatexplorer/risks/hoaxes.jsp

4.
Cost/Feature Comparison of Anti-Virus/Spyware Programs: There are many anti-virus/spyware programs 
available for use.  Some are available at no cost; some are low-cost, while others require a yearly subscription.  
In fact, several companies have integrated anti-virus and anti-spyware into a complete network security 
programs.  Using the matrix developed in class conduct Internet research to identify the most effective anti-
spyware programs available. 


a.
Windows versus Linux:  There is an ongoing disagreement in the technical press concerning the reported 


superiority of Linux over Windows for resistance to intrusion threats.  Investigate the claim that "Linux is a 

superior operating system to Windows XP or Vista", preparing a one page report comparing security 


features, network attacks, intrusions and threats of a Windows OS with Linux.
LESSON 4:  USING FIREWALLS

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the vocabulary.
	Information Theft

	Identity Theft


	Data Loss

	Manipulation

	Disruption of Service

	External Threats

	Internal Threats

	Social Engineering

	Pretexting

	Phishing

	Vishing

	Phone Phishing

	Viruses

	Worms

	Trojan Horses

	Denial of Service (DoS)

	SYN (synchronous) Flooding

	Ping of Death

	Distributed Denial of Service (DDoS)

	Brute Force

	Spyware

	Tracking Cookies

	Adware

	Pop-ups and Pop-unders

	Acceptable Use Policy

	Patch

	Update

	Anti-Virus Software

	Anti-Spam Software


4. 
Teaching Goals 8.4: Your Challenge as a Teacher in This Section Is To: 

1.1.4. Introduce the firewall as product for securing networks.

1.1.5. Define and differentiate appliance based, server based, integrated, and personal firewalls.

1.1.6. Explain packet filtering.

1.1.7. Explain Application/Web Site filtering.

1.1.8. Illustrate the architecture of a firewall implementation.

1.1.9. Define and illustrate the role of a demilitarized zone (DMZ) or extranet.

1.1.10. Differentiate and illustrate single firewall configurations and two firewall configurations.

1.1.11. Illustrate the use of Integrated Router's in enabling network security in the home and small business.

1.1.12. Introduce and demonstrate the use of a vulnerability analysis tool.

1.1.13. Discuss the recommended practices for securing a network.
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 8.4 ICG

· Review Critical Concepts 01: 8.4 ICG

· Review Critical Concepts 02: Misconceptions and Errors 8.4 ICG

· Review Discussion 1 ICG 8.4
· Reflection 8.4: Assignments


Reflection Activity: 

1.
Different Types of Firewalls: Research the difference between the firewalls embedded within operating systems 
firewalls available from external application software providers (Symantec, for example), and hardware firewalls.  
What are the advantages and disadvantages to the use of each type of firewall? 


a.
Identify one operating system firewall (XP, Vista, OS X or other)


b.
Identify one software firewall


c.
Identify an Integrated Router with a firewall


d.
Complete the table by clicking on the "Activities" button and selecting "Activity 2" as follows:



Have the class generate business scenarios, such as "Before ordering supplies your customers can check 


the existing inventory kept on your server.  What firewall(s) would you recommend employing and why?"

2.
Research on Use of Vulnerability Analysis Tools: Research the different uses that the government and 
corporations make of vulnerability tools available using the following two sites as starting points:


a.
http://www.us-cert.gov/


b.
http://www.cert.org/


Your job is not to compare tools, but to review the application of vulnerability analysis tools.  Answer the 
following questions:


a.
How are vulnerability analysis tools used in business, industry, and education?


b.
Can you find specific examples (case studies) of the use of vulnerability tools?


c.
Be prepared to present to the class a specific example or case study where the use of a vulnerability tool 


identified potential areas of concern, and what the solution to the problem(s) was.
Summative Assessment: Chapter 8 Quiz 8.0 

ATTACHMENTS FOR LESSON PLANS

	Lesson 1-4:
	· Unit Reading Organizer Instructor Version
· Unit Reading Organizer Student Version
· Social Engineering PPT
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Web Resources:

· http://www.gns3.net/ - Open source Router / Network Simulator
· http://www.howstuffworks.com/computers
· See links in Reflection activities.

Materials & Equipment: 
Cisco Networking Academy Interactive Course Guides and Discovery Curriculum. 
21st Century Technology Used: 
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	X
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	X
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
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