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PATHWAY:  

Computer Networking
COURSE:  

Networking Systems 

UNIT 9: 

Network Troubleshooting
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Annotation: 
In the unit students will learn about network troubleshooting.  This unit includes references to the Cisco Networking Academy Discovery curriculum and Instructor Interactive course guides. http://cisco.netacad.net
This unit plan is used for 9.1 and 9.2.  Both 9.1 and 9.2 have their own attachments on the curriculum map.

Grade(s):  

	
	9th

	
	10th

	X
	11th

	X
	12th


Time:  

10 Hours
Prepared by: 

Douglas L. Arnold / Cisco Networking Academy
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
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GPS Focus Standards: 

BCS-NTS-14. Students will demonstrate knowledge in troubleshooting network

problems.

a. Explain the CompTIA troubleshooting strategies.

b. Determine the best course of action to remedy a network problem.

c. Describe in detail the boot sequence for Microsoft NT–based and Windows 98

workstations.

d. Determine if the problem is user-, hardware-, or software-generated.

e. List the most common network problems encountered.

f. Describe how event logs are used to assist with troubleshooting the network.

g. Describe common TCP/IP utilities and explain their use as applied to troubleshooting

networks.

GPS Academic Standards:
ELA10RC3 The student acquires new vocabulary in each content area and uses it correctly.
ISTE/NETS:
ITEA - 5. Students will develop an understanding of the effects of technology on the environment.

ITEA - 8. Students will develop an understanding of the attributes of design.

ITEA - 12. Students will develop the abilities to use and maintain technological products and systems.

ITEA - 17. Students will develop an understanding of and be able to select and use information and communication technologies.
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Enduring Understandings: 
Students will identify the fundamental principles and the installation, configuration, optimization, and upgrade of local area networks, client server relationships and network services. Students will also identify the tools, diagnostic procedures, and troubleshooting techniques for maintaining computer networks components, as well as for performing preventive maintenance.

Essential Questions: 
1.1.1. Can you identify The Internet as a worldwide network?
1.1.2. Can you identify Internet Standards?
1.1.3. Can you identify The Internet Service Provider?
1.1.4. Can you identify the main connection options used by home and small business users?
1.1.5. Can you identify internet access bandwidth?
1.1.6. Can you identify the components of the Internet?
1.1.7. Can you identify the Internet hierarchy?
1.1.8. Can you identify the structure of the Internet?
1.1.9. Can you identify Ping and Traceroute?

1.1.10. Can you identify the devices used to connect the Internet?
1.1.11. Can you identify scalability?
1.1.12. Can you identify the roles and responsibilities of the ISP?
Knowledge and Skill from this Unit:  
1.1.1. Students will be able to define the Internet and provide a brief history of its development.

1.1.2. Students will be able to explain the business uses of the Internet.

1.1.3. Students will be able to explain how protocols and standards ensure continued development of the Internet.

1.1.4. Students will be able to explain the Request for Comments process (RFC).

1.1.5. Students will be able to introduce the organizations responsible for maintaining Internet standards.

1.1.6. Students will be able to introduce the role of the ISP in supporting the Internet.

1.1.7. Students will be able to define the services offered by an ISP.
1.1.8. Students will be able to define and differentiate the dialup access, DSL, Cable, and wireless Internet access.

1.1.9. Students will be able to define bandwidth and differentiate T1, T3, and Metro Ethernet connections in terms of bandwidth and cost.

1.1.10. Students will be able to introduce the concept of an ISP point of presence (POP) as the location at which the customer accesses the Internet through equipment and services provided by an ISP.

1.1.11. Students will be able to demonstrate the concept of redundancy as a key driver of the development of the Internet.

1.1.12. Students will be able to illustrate how providers of Internet exchange points connect with ISP to provide the backbone of the Internet.

1.1.13. Students will be able to define fiber optic cable as the primary media that connects the Internet backbone.

1.1.14. Students will be able to differentiate the three tiers of ISP's.

1.1.15. Students will be able to demonstrate the use of ping, Traceroute/tracert and visual Traceroute to check connectivity and IP addresses as packets travel through the Internet.
1.1.16. Students will be able to define the hardware components necessary for an ISP to connect to an IXP (Internet Exchange Point).

1.1.17. Students will be able to define scalability, as it relates to an ISP, and its ability to respond to customer needs.

1.1.18. Students will be able to define and differentiate the functions of the ISP.
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Assessment Method Type: 
	
	Pre-test

	X
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

_X_ Unit test

	X
	Group project

	X
	Individual project

	X
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	X
	Subjective assessment/Informal observations

	
	__ Essay tests

_X_ Observe students working with partners

_X_ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	__ Student/teacher conferences
_X_ Partner and small group discussions

_X_ Whole group discussions
__ Interaction with/feedback from community members/speakers and business partners

	X
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

_X_ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Unit 9 Assessment 
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•
LESSON 1:  WHAT IS THE INTERNET?

1.
Identify the standards. Standards should be posted in the classroom.
2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation Guide / Study Guide or Reading Organizer.

4.  
Teaching Goals: Your Challenge as a Teacher in This Section Is To:
1.1.1. Define the Internet and provide a brief history of its development.

1.1.2. Explain the business uses of the Internet.

1.1.3. Explain how protocols and standards ensure continued development of the Internet.

1.1.4. Explain the Request for Comments process (RFC).

1.1.5. Introduce the organizations responsible for maintaining Internet standards.

1.1.6. Introduce the role of the ISP in supporting the Internet.

1.1.7. Define the services offered by an ISP.
5.
Activities: 


Reference interactive course guide (ICG):

· Review How to Teach: 1.1 ICG

· Review Critical Concepts 01: 1.1 ICG

· Review Critical Concepts 02: Misconceptions and Errors 1.1 ICG

· Review Discussion 1-3 ICG 1.1

· Reflection 1.1: Assignments

Reflections Activity:

1.
Browser Investigations: There are many different browsers available for use. Why are there so many browsers? Is one browser really better than another is? Let’s investigate and find out.


a.
The following browsers are most commonly used in SOHO: Internet Explorer, Safari, Firefox, and Opera.


b.
Identify and compare the available features/capabilities of each browser. (Suggest that students research this using the terms “comparing browsers” “web browser reviews”.)


c.
If computer access privileges allow, download a browser that you are unfamiliar with and give it a trial run.


d.
Which browser do you recommend? What features/capabilities led you to choose one browser over another?

2.
Web Browser Security: No matter which browser you select, securing your web browser is an most important skill. Tell students:


a.
Start with this article located at http://www.cert.org/tech_tips/securing_browser/.


b.
If the browser you have selected for use is not mentioned within this article, use the Internet to research tips for securing the browser you selected.


c.
Practice setting security levels for the browser you selected.

After setting the security levels for the browser you selected, practice with another browser.
3.
So What is Web 2.0?  The term Web 2.0 was “invented” in 2003 to define “new Internet” services that went beyond the traditional webpage.  Tell students, “We are going to research the term “Web 2.0”, find examples of Web 2.0 services, and use the results of our research to write a class definition of the term Web 2.0.


a.
You may choose to have the class begin with the article located at http://www.oreillynet.com/pub/a/oreilly/tim/news/2005/09/30/what-is-web-20.html or a general Internet search of the term “Web 2.0”.


b.
Ask students to make lists of applications that are classified as “Web 2.0”.



i.
“What do these applications have in common?”



ii.
“What makes them different than Web 1.0 applications?”



iii.
“Thinking about what these applications have in common and what makes them different from Web 1.0 applications, what is a possible definition for Web 2.0?”


c.
Together, as a class, form a definition of Web 2.0.


d.
Test this definition against the list of Web 2.0 applications – does it hold true?
References

1.
Barker, Joe. (August 3, 2006). What is the Internet, World Wide Web, and Netscape? Retrieved on May 10, 2007 from http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/WhatIs.html.

•  LESSON 2: ISPS

1.
Identify the standards. Standards should be posted in the classroom.

2.     Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation guide / study guide or vocabulary.
4.     Teaching Goals: Your Challenge as a Teacher in This Section Is To:

1.1.1. Define and differentiate the dialup access, DSL, Cable, and wireless Internet access.

1.1.2. Define bandwidth and differentiate T1, T3, and Metro Ethernet connections in terms of bandwidth and cost.

1.1.3. Introduce the concept of an ISP point of presence (POP) as the location at which the customer accesses the Internet through equipment and services provided by an ISP.

1.1.4. Introduce the concept of redundancy as a key driver of the development of the Internet.

1.1.5. Illustrate how providers of Internet exchange points connect with ISP to provide the backbone of the Internet.

1.1.6. Introduce fiber optic cable as the primary media that connects the Internet backbone.

1.1.7. Differentiate the three tiers of ISP's.

1.1.8. Demonstrate the use of ping, Traceroute/tracert and visual Traceroute to check connectivity and IP addresses as packets travel through the Internet.
3.  
Activities:


Reference interactive course guide (ICG):

· Review How to Teach: 1.2 ICG

· Review Critical Concepts 01: 1.2 ICG

· Review Critical Concepts 02: Misconceptions and Errors 1.2 ICG

· Review Discussion 1-4 ICG 1.2
· Reflection 1.2: Assignments

Reflections Activity:

1.
Wireless Internet access providers: Tell students, “In this activity you are going to investigate three different Wireless Internet Access Providers. You will need to identify:


a.
The three providers of wireless Internet access you investigated


b.
Available connectivity speeds from providers



i.
Does this differ from provider to provider?



ii.
Does this differ geographically?



iii.
What are the costs by connection speed?


c.
What other services are available and what are the costs for these additional services?


d.
Which service would you recommend and why?
2.
Picking the Right ISP: Ask students, “How do you know when an ISP is a good fit for a SOHO? Is the fastest and widest pipe always the best choice when in some areas the price difference between DSL and cable is as much as $40.00 a month or more? In this activity, you will learn how to match the “right” ISP for a SOHO customer. Let’s begin with some research on the Internet.


a.
Internet research: The following websites are recommended for use with this activity. If they are no longer available, a search using the terms “ISP Buying Guide” or “Ratings of ISP’s” will return comparable resources and data.



i.
CNET ISP Buying Guide: This guide, available at http://reviews.cnet.com/4520-6536_7-728424-1.html ¹ provides students with issues to consider in selecting an ISP, an interactive quiz, and a matrix for selecting the “right” ISP for a SOHO customer.



ii.
ISP Planet: ISP Planet, located at http://www.isp-planet.com/ offers up-to-the-minute reports on ISP performance, consolidation in the industry, and legal ruling and regulations.


b.
Provide students with examples of “typical” SOHO businesses, such as:



i.
An electrician: Single proprietor, uses Internet for light email; occasionally researches a product line or places an order for an unusual item, all other business conducted via telephone.



ii.
A landscaping company: Five employees, one clerical assistant using Internet for email; one landscape designer researching new types of plant life, sending diagrams and sketches of proposed designs, updating a website featuring photos of completed projects and contact information; three outside employees requiring no Internet access.



iii.
Generate additional business scenarios appropriate for the geography and type of local businesses.


c.
Ask students to use the available guides, or other information sources, to select the appropriate ISP for each business, explaining why this particular ISP was the best choice.
3.
Enterprise Connections Case Studies: Tell students, “Understanding the connection options for medium, large and enterprise customers can be confusing. Many of us have experience with dial-up, DSL, or cable connections to our homes, but not many of us have a T1 or T3 to the door. In this activity we will explore the application of these connections for business, using a selection of case studies,”


a.
Case studies from major vendors in the Internet access business are readily available via the use of the vendor’s website, a third-party reseller, or an Internet search using the term “Internet access case studies”. Some suggested links are as follows:



i.
Verizon: http://www.verizonbusiness.com/us/resources/index.xml?home=0&scheme=rc1&mode=category&filter=internetacc&count=9999



ii.
Tech Republic: http://whitepapers.techrepublic.com.com/Networking+and+Communications/Network+Technologies/DSL/?&dtid=3



iii.
QWEST Internet Case Access Studies (Third Party Access) http://www.dpstele.com/dpsnews/success_stories/


b.
Students need to learn how to learn from a case study; if you are unsure how to teach with a case this website can offer some suggestions www.ksgcase.harvard.edu/uploadpdf/teaching_case.pdf


c.
Select a case and ask the students to read it; then, discuss with the students the application of T1/T3/Metro Ethernet networks to the business discussed in the case. Direct students to do the following:



i.
Identify the business needs of the case.



ii.
Determine why the existing Internet access method was not satisfactory.



iii.
Identify which mode of Internet access was selected.



iv.
Ask if point of presence/redundancy was addressed within the case.



v.
Explain how business needs will be better met with the new access method.
4.
Tier 1, 2, and 3 ISP’s – What’s the Difference:  Tell students, “You might think that an article called Tier 1 ISP’s: What they are and Why They are Important does not sound very exciting, but the article does a great job explaining the attributes of a Tier 1 ISP, and comparing a Tier 1 to a Tier 2 to a Tier 3.”


Ask students to read the article, available at http://www.ntt.net/english/library/pdf/IDCTier1-Whitepaper.pdf. After reading and reviewing the article, ask students to investigate the rules or requirements that control the connection, or peering, of Tier1, Tier 2, and Tier 3 ISP’s. Tell students, “Understanding these rules can help you understand the differences between the three tiers. Let’s take a look at these requirements from the point of view of a growing ISP requesting permission to connect to a Tier1 network directly rather than through a Tier 2 ISP.”

Ask the students to research the peering rules for two of the major Tier 1 ISP’s (for example, Qwest and AT&T).


a.
Students may conduct an Internet search or use the following links:



i.
Qwest: http://www.qwest.com/legal/peering_int.html



ii.
AT&T: http://www.corp.att.com/peering/


b.
Ask students to answer the following questions:



i.
What network capacity, including speed between pops does the ISP need to have?



ii.
How large a geographic area does an ISP need to cover? How many major series?



iii.
How many connection points to the Tier 1 network must the ISP have? The ability to connect at a certain number of points within the Tier 1 network is important. Some companies require that you connect in different countries or continents, while others require connection in different time zones within the same country or continent.



iv.
What really separates a Tier 1 from a Tier 2 network? From a Tier 3?

Using the results of the reading and student investigations of Tier 1 ISP’s, compare the features of each tier making sure that students understand the differences and relationship between the three tiers.
References

1.
Verizon Business Services. (2006). Verizon Business Turns the Tide for Ocean Beauty Seafoods. Retrieved on May 16, 2007 from http://i.i.com.com/cnwk.1d/html/itp/cisco_verizon_ocean_beauty_seafoods_customer_case_st.pdf.

2.
Norton, William B. (2007). The Peering Simulation Game. Retrieved on May 16, 2007 from http://www.apricot2007.net/presentation/conference/interprovider_stream/peering-norton-simulation-game.pdf.

3.
Norton, William B. (n.d.) Internet Service Providers and Peering. Retrieved on May 16, 2007 from http://www.equinix.com/pdf/whitepapers/PeeringWP.2.pdf.
•
LESSON 3: ISP CONNECTIVITY 

1.
Identify the standards. Standards should be posted in the classroom.

2.
Review Essential Question(s). Post Essential Questions in the classroom. 

3.
Identify and review the unit Anticipation guide, study guide and/or vocabulary.

4. 
Teaching Goals: Your Challenge as a Teacher in This Section Is To: 
1.1.1. Introduce and define the hardware components necessary for an ISP to connect to an IXP (Internet Exchange Point).

1.1.2. Define scalability, as it relates to an ISP, and its ability to respond to customer needs.

1.1.3. Define and differentiate the functions of the ISP.
5. 
Activities:



Reference interactive course guide (ICG):

· Review How to Teach: 1.3 ICG

· Review Critical Concepts 01: 1.3 ICG

· Review Critical Concepts 02: Misconceptions and Errors 1.3 ICG

· Review Discussion 1-5 ICG 1.3

· Reflection 1.3: Assignments


Reflection Activity: 
1.
Scalability Via Hardware and Software: Tell students, “Your readings in this chapter discussed hardware scalability with the use of additional switches, routers, and wider pipes for transmitting data. Scalability can also be achieved by software scaling as well. In this activity you will research how software is used for scaling up to accommodate increased demands.” Ask students to answer the following questions:


a.
Clustering is an approach to scaling up with hardware and software. What is hardware clustering? What is software clustering? How are these techniques used to support the scaling up of applications and services?


b.
How does the design of some Internet protocols actually make scaling up the Internet to manage additional traffic harder to accomplish?


c.
How can software be used for scaling up by an ISP?


d.
Why is Google, as well as other Internet providers, so concerned about scalability?

The following links, if available, will lead students to links on software scaling:

The Internet’s Coming of Age: http://books.nap.edu/openbook.php?record_id=9823&page=53

Scalable Design for the ISP Network: http://www.soi.wide.ad.jp/soi-asia/pkg2/03/141.html

Clustering is another widely used approach:

Hardware and Software Clustering: http://livedocs.adobe.com/coldfusion/5.0/Advanced_ColdFusion_Administration/overview5.htm#1097765

If these links are not available, or additional information is required, appropriate search terms include “Scaling Up Internet Applications”, “ISP scalability” and/or “Software scalability for ISP’s” and/or “hardware clustering” and/or “software clustering”
2.
Create Your Own ISP: Provide students with an ISP services menu asking them to plan for the creation of their own small ISP.  Individual students, teams of students, or small groups, may accomplish this activity.  The plan should include the type of connectivity you plan to offer paying customers, upload and download speeds, services you will offer to your clients, which telecom will provide you with connectivity.


a.
Students may want to use their prior research on ISP’s and services to frame what services they will offer in their ISP.


b.
Remind students of the positions available with in ISP – what employment opportunities will be available within their ISP?


c.
Tell students, “You will need to prepare a presentation to venture capitalists who will provide funding for the startup of your ISP including services, hardware and software, costs, connectivity, staffing, and plans for future growth.”

You may choose to offer an award to the most effective business plan/presentation.
References
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Google Investor Relations. (2007). Investor Relations: Investor FAQ’s.  Retrieved on May 15, 2007 from http://investor.google.com/faq.html#money.
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Summative Assessment: S2 Chapter 1 Quiz 1.0 

ATTACHMENTS FOR LESSON PLANS

	Lesson 1-3:
	· Unit Anticipation Guide
· Unit Study Guide
· Reading Organizer Student / Instructor
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Web Resources:

· http://www.gns3.net/ - Open source Router / Network Simulator
· http://www.howstuffworks.com/computers
· See links in Reflection activities.

Materials & Equipment: 
Cisco Networking Academy Interactive Course Guides and Discovery Curriculum. 
21st Century Technology Used: 
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	X
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	X
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	X
	Website
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