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PATHWAY:  
Health Informatics
COURSE:  

Applications of Health Informatics
UNIT 3: 

HS-AHI-3 Medicolegal Principles
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Annotation: 
In this unit, students will deepen their understanding of patients' rights and the critical importance of maintaining confidentiality of health information through written and electronic documentation.  Students will investigate the legal and ethical guidelines for client records. Students will have the opportunity to perform appropriate documentation and communication techniques using the privacy and privileged guidelines as set forth by regulatory bodies in the clinical setting.
Grade(s):  

	
	9th

	X
	10th

	X
	11th

	X
	12th


Time:  
8 Hours
Author: 
Leola McNeill
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation.
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GPS Focus Standards: 
HS-AHI-6.
Students will analyze medicolegal concepts and risk management.

a) 
Differentiate between ethical and legal issues affecting the management of medical information.

b) 
Identify federal, state, and private agencies associated with the regulation of medical information management and discuss the impact of each, including, but not limited to the following: Centers for Medicare and Medicaid Services (CMS), American Health Information Management Association (AHIMA), Occupational Safety and Health Administration (OSHA), Joint Commission on Accreditation of Healthcare Organizations (JCAHO), Georgia Department of Human Resources, Georgia Statutes and Judicial Rulings and Accreditation Association for Ambulatory Health Care (AAAHC).

c) 
Identify the importance of following established medical records security protocol which follows legal guidelines for maintenance, storage/retention, transportation, and release of all client records.
d) 
Discuss the following medicolegal concepts – confidentiality, release of information, correction or amendment to medical records, patient’s rights, and risk management.

e) 
Distinguish between private and privileged information.

f)
State the ownership and apply the legal doctrine of privileged communication to the content of the medical record.
GPS Academic Standards:
SSEPF5. 
The student will describe how insurance and other risk-management strategies protect against financial loss. 
ELA10LSV2(a). 
Assesses the way language and delivery affect the mood and tone of the oral communication and audience. 
ELA10RC3. 
The student acquires new vocabulary in each content area and uses it correctly. 

ELA9RL5. 
The student understands and acquires new vocabulary and uses it correctly in reading and writing.
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Enduring Understandings: 
· Healthcare providers have a legal and ethical responsibility to protect a patient’s personal and healthcare information in written or electronic format. 
· Specifically, they must comply with Privacy Act of 1974 (5U.S.C. Section 552a, as amended), Public Law 93-579, Health Insurance Portability and Accountability Act (HIPAA), and Public Law 104-191. 
· It is important for students to understand the legal and ethical rights of documenting and reporting of shared information that indicates signs of abuse or neglect and/or exploitation.
Essential Questions: 
· As a healthcare provider, what are the patient’s rights for privacy? 
· What federal, state, and private agencies are associated with the regulation of medical information management and what is their impact on securing private and privileged information? 

· Who owns an individual’s healthcare information?
· What are the guidelines for sharing private and privileged information?

· Under what circumstances is it required by law to share private and privileged information?
· Why is it important to have an established medical records security program?
Knowledge from this Unit:  
Students will be able to: 
· Compare and contrast the various governmental agencies that govern the storage, maintenance and sharing of healthcare information.
· Explain the consequences of violating HIPAA mandates. 
· Explain the difference between laws and ethics.
· Explain what constitutes legal and ethical behavior for a nursing assistant.
· Explain the consequences of violating residents’ rights or acting unethically.
· Know the nursing assistant’s scope of practice.
· Know the purpose and types of advanced directives.
· Have the ability to work with others, read and follow verbal and/or written direction, follow computer policies and procedures, stay on task and complete task in a timely manner, work without interrupting others, and follow all class rules and procedures.   
Skills from this Unit:  
Students will be able to:
· Demonstrate behavior supporting and promoting patient confidentiality.
· Compare and contrast the legal and ethical rights of the patient/provider and healthcare facility.
· Demonstrate the ability to send and receive patient information in a confidential manner.
· Appropriately answer questions about patients in a scenario.
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Assessment Method Type
	x
	Pre-test

	
	Objective assessment - multiple-choice, true- false, etc.

	x
	__ Quizzes/Tests

__ Unit test

	
	Group project

	
	Individual project

	
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	x
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Lab Book
__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	
	Subjective assessment/Informal observations

	
	__ Essay tests

__ Observe students working with partners

__ Observe students role playing

	x
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	x
	Dialogue and Discussion

	
	__ Student/teacher conferences
__ Partner and small group discussions

__ Whole group discussions
_x Interaction with/feedback from community members/speakers and business partners

	
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

__ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
· Grading Rubric for Culminating Performance Task
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•
LESSON 1: Medicolegal Concepts

1.
Identify the standards. Standards should be posted in the classroom.
HS-AHI-6. 
Students will analyze medicolegal concepts and risk management.

a) 
Differentiate between ethical and legal issues affecting the management of medical information.

b) 
Identify federal, state, and private agencies associated with the regulation of medical information management and discuss the impact of each, including, but not limited to the following: Centers for Medicare and Medicaid Services (CMS), American Health Information Management Association (AHIMA), Occupational Safety and Health Administration (OSHA), Joint Commission on Accreditation of Healthcare Organizations (JCAHO), Georgia Department of Human Resources, Georgia Statutes and Judicial Rulings, and Accreditation Association for Ambulatory Health Care (AAAHC).

c) 
Identify the importance of following established medical records security protocol which follows legal guidelines for maintenance, storage/retention, transportation, and release of all client records.

d) 
Discuss the following medicolegal concepts – confidentiality, release of information, correction or amendment to medical records, patient’s rights, and risk management.

e) 
Distinguish between private and privileged information.

f)
State the ownership and apply the legal doctrine of privileged communication to the content of the medical record.

2.
Review Essential Questions. Post Essential Questions in the classroom. 
· What federal, state, and private agencies are associated with the regulation of medical information management and what is their impact on securing private and privileged information?
· As a healthcare provider, what are the patient’s rights for privacy?
3.
Identify and review the unit vocabulary. Terms may be posted on word wall.

	Medicolegal
	Privileged information
	Private information
	Medical malpractice

	CMS
	AHIMA
	OSHA
	Public Health Law

	JCAHO
	AAAHC
	HIPPA
	Privacy Rights

	Informed consent
	Advanced directives
	Electronic health records
	Ethics

	Patient confidentiality
	Civil liberties
	Medical records
	Laws


4. 
Define medicolegal and how it is related to health information management. 
· Explain how there is an overarching standard focused on how people are required by law to keep patient/client information confidential. 
· Discuss concepts such as confidentiality, release of information, correction or amendment to medical records, patient’s rights, and risk management. 

•
LESSON 2:  Agencies Relating to Medicolegal Concepts 

1.
Review Essential Questions. Post Essential Questions in the classroom.

· What federal, state, and private agencies are associated with the regulation of medical information management and what is their impact on securing private and privileged information? 

2.
The students will research an assigned agency and review its role in maintaining confidentiality of patient information.
3.
Students will make a presentation on their assigned agency and cover the agency’s role/responsibilities and its rules and guidelines on health information.
a) Random separation into 7 groups

b) Computer Research

4.
Summary: Each group should give a 5 minute presentation on the role their agency plays in the security of information.
•
LESSON 3:  Ownership of Information 

1.
Review Essential Questions. Post Essential Questions in the classroom.

· Who owns an individual’s healthcare information?
· What are the types and sources of healthcare information data?

2.
How would you feel if your mother found out that you had HIV or another sexually transmitted disease by overhearing your provider making his report in the hallway or while in his/her care of you?

3.
The student will explain their agency’s role in maintaining confidentiality and who is responsible to ensure this occurs.
4.
Summary: Students will give another short presentation on their agency’s role in maintaining confidentiality 
•
LESSON 4:  Private and Privileged Information 

1.
Review Essential Questions. Post Essential Questions in the classroom.

· What’s the difference between private and privileged information?
· What are the guidelines for sharing private and privileged information?

· Under what circumstances is it required by law to share private and privileged information?
2.
Secure a guest speaker from a doctor’s office, lawyer’s office, government agency, etc. Discuss maintaining patient’s records and how to handle different situations.
3.
Summary: Ask students to write down 3 important points learned in today’s lesson.
LESSON 5:  Patient Privacy 

1.
Review Essential Questions.

· Why is it important to have an established medical records security program?
2.
Have a short lecture on the importance of following established medical records security protocol which follows legal guidelines for maintenance, storage/retention, transportation, and release of all client records. 

3.
Introduction: Ask students what they learned from last lesson. Ask students what their top choices for a career are.  
4.
Inform students that they will be creating their own puzzles today.
a) Students will be guided to the Google website – www.google.com to http://discoveryeducation.com to http://puzzlemaker.discoveryeducation.com/.
b) Students will be guided to search for “Programs and Free tools”.
c) Locate “In the Classroom”.
d) Toggle to puzzle maker.
e) Students will add vocabulary words and definitions (Wikipedia is an unreliable source of information, therefore use a verified source) to their notebook. Students will use their notebook to locate vocabulary words and definitions. 

f) Create a puzzle on patient rights, privacy issues, laws, use at least 20 words and agencies.
g) Create word search puzzles.
5.
Summary: Ask students the following questions:
· What sites did you use to complete definitions?

· How difficult was it to complete these puzzles?
· What problems did you encounter creating a word search puzzle?
· How could you use these tools to teach others about their rights?
6. 
Inform students that in the next class period they will have an opportunity to assess the validity of their efforts by having their peers complete the finished project.

•
ATTACHMENTS FOR LESSON PLANS:
•
NOTES & REFLECTION: 
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Culminating Unit Performance Task Title: 
Telephone and Writing Skit / Skills test
Culminating Unit Performance Task Description/Directions/Differentiated Instruction: 
Set up a scenario in which medical information is being asked for from one person to another. Ask questions that address the points covered in the lessons, such as:
· What information is okay to give?

· To whom can personal or medical information be given?

· How do you deal with an irate person requesting information?

Attachments for Culminating Performance Task: 
· Grading Rubric for Culminating Performance Task
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Web Resources:
http://puzzlemaker.discoveryeducation.com/ 
Materials & Equipment: 
· Computer 
· Internet

· Handouts

· Class notebook
· Poster Boards

· Construction Paper

· Clip boards 

21st Century Technology Used: 
	x
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	
	Interactive Whiteboard
	
	Calculator
	x
	Graphic Organizer

	
	Student Response System
	
	Desktop Publishing 
	
	Image File(s)

	
	Web Design Software
	
	Blog
	
	Video

	
	Animation Software
	
	Wiki
	x
	Electronic Game or Puzzle Maker

	
	Email
	x
	Website
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