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PATHWAY:  
Homeland Security and Emergency Services

COURSE:  

Homeland Security
UNIT 5: 

PS-HS-5 Terrorists Methods and Investigative Techniques
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Annotation: 
Students will explore the common methods utilized by the various terrorist organizations and investigative methods used by law enforcement agencies in an attempt to detect and stop the terrorist activities.

Grade(s):  

	
	9th

	X
	10th

	X
	11th

	x
	12th


Time:  
20 Hours 
Author: 
Richard Parham
Students with Disabilities:

For students with disabilities, the instructor should refer to the student's IEP to be sure that the accommodations specified are being provided appropriately. Instructors should also familiarize themselves with the provisions of Behavior Intervention Plans that may be part of a student's IEP. Frequent consultation with a student's special education instructor will be beneficial in providing appropriate differentiation. Many students (both with and without disabilities) who struggle with reading may benefit from the use of text reading software or other technological aids to provide access to printed materials. Many of these are available at little or no cost on the internet.
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GPS Focus Standards: 
PS-HS-12. Students will identify techniques used in terrorist investigations. 
a. Define methods used in terrorist and terrorism investigations. 

b. Assess and debate inappropriate investigative techniques. 

c. Discuss appropriate use of surveillance and confidential informants. 

d. Identify appropriate undercover investigations and organizational structure. 

e. Discuss technical investigative techniques and the use of wiretaps. 

f. Identify methods used to locate fugitive terrorists. 

PS-HS-15. Students will identify methods used by terrorist organizations to accomplish their objectives. 
a. Contrast the various tactics of known terrorist organizations. 

b. Analyze the effects and efficiencies of the various tactics studied and explain the differences in tactics by category or organization. 

c. Contrast the differences in tactics and explain the reason for the tactical methods employed by the organizations studied. 

d. Discuss several case studies of terrorist acts with regard to historical context and tactics employed in each case. 

GPS Academic Standards:
ELA10RC3 
The student acquires new vocabulary in each content area and uses it correctly. 
SSCG16
The student will demonstrate knowledge of the operation of the federal judiciary. 
SSCG20 
The student will describe the tools used to carry out United States foreign policy (diplomacy; economic, military, and humanitarian aid; treaties; sanctions and military intervention). 
SSCG21 
The student will demonstrate knowledge of criminal activity. 
SSCG22 

The student will demonstrate knowledge of the criminal justice process.

ELA12LSV1 The student participates in student-to-teacher, student-to-student, and group verbal interactions. 
SSCG15 
The student will explain the functions of the departments and agencies of the federal bureaucracy. 
SSWH20 
The student will examine change and continuity in the world since the 1960s.
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Enduring Understandings: 
Students will engage in learning about the increased terrorist activities, both in the United States and abroad, and how they have created a new sense of urgency among law enforcement agencies to develop credible methods of detecting and deterring future terror incidents.  
Essential Questions: 
· What is terrorism?

· Can law enforcement agencies reduce the risk of terrorist incidents?
· How is terrorism investigated?

· How can information on terrorists be legally obtained?

· How do terror organizations operate?

· When does investigation on terrorism normally occur? 

· What kind of effects do terrorist acts have on laws and regulations within a country?  

· What are some methods used to investigate terrorism? 

Knowledge from this Unit:  
Students will be able to:
· Identify the different divisions of the FBI associated with investigating terrorist organizations.

· Describe the various investigative techniques employed by law enforcement agencies to investigate terrorist activities.

· Explain various tactics commonly used by terrorist organizations.
Skills from this Unit:  
Students will:
· Outline various methods utilized in fugitive apprehension

· Categorize tactics utilized by terror organizations.
· Apply laws relating to investigative techniques in given scenarios.
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Assessment Method Type: 
	
	Pre-test

	
	Objective assessment - multiple-choice, true- false, etc.

	
	__ Quizzes/Tests

__ Unit test

	X
	Group project

	X
	Individual project

	
	Self-assessment - May include practice quizzes, games, simulations, checklists, etc.

	
	__ Self-check rubrics   

__ Self-check during writing/planning process

__ Journal reflections on concepts, personal experiences and impact on one’s life

__ Reflect on evaluations of work from teachers, business partners, and competition judges

__ Academic prompts

__ Practice quizzes/tests

	
	Subjective assessment/Informal observations

	
	__ Essay tests

__ Observe students working with partners

__ Observe students role playing

	
	Peer-assessment  

	
	__ Peer editing & commentary of products/projects/presentations using rubrics

__ Peer editing and/or critiquing

	X
	Dialogue and Discussion

	
	 X  Student/teacher conferences
 X   Partner and small group discussions

 X  Whole group discussions
 X  Interaction with/feedback from community members/speakers and business partners

	
	Constructed Responses

	
	__ Chart good reading/writing/listening/speaking habits

__ Application of skills to real-life situations/scenarios

	
	Post-test


Assessment Attachments and / or Directions: 
Terrorist Methods Presentation Rubric

Terrorist Methods Presentation Worksheet

Major Terrorism Investigation List
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•
LESSON 1:  INVESTIGATING TERRORISM

1.
Identify the standards. Standards should be posted in the classroom.     
PS-HS-12. Students will identify techniques used in terrorist investigations. 
a. Define methods used in terrorist and terrorism investigations. 

b. Assess and debate inappropriate investigative techniques. 

c. Discuss appropriate use of surveillance and confidential informants. 

d. Identify appropriate undercover investigations and organizational structure. 

e. Discuss technical investigative techniques and the use of wiretaps. 

f. Identify methods used to locate fugitive terrorists. 

PS-HS-15. Students will identify methods used by terrorist organizations to accomplish their objectives. 
a. Contrast the various tactics of known terrorist organizations. 

b. Analyze the effects and efficiencies of the various tactics studied and explain the differences in tactics by category or organization. 

c. Contrast the differences in tactics and explain the reason for the tactical methods employed by the organizations studied. 

d. Discuss several case studies of terrorist acts with regard to historical context and tactics employed in each case. 

2.
Review Essential Question(s). Post Essential Questions in the classroom. 
· What is terrorism?

· Can law enforcement agencies reduce the risk of terrorist incidents?
· How is terrorism investigated?

3.
Identify and review the unit vocabulary. Terms may be posted on word wall. Teacher’s should use the Terrorist Methods Vocabulary Teachers Guide for definitions.
	Wiretap
	Confidential Informant
	Warrant

	Surveillance
	Terrorism
	Fugitive

	Tactics
	Counterterrorism
	Disseminate

	Analysis
	Interception
	Undercover

	Linguists
	Counterintelligence
	


4.
Interest approach – Show a segment of a video related to terror investigations.  There are several shows on television, with episodes available online.  Have students make notations and notes about the incident as they watch. After the segment move your class into small groups and have the groups do a pro/con chart about the incident. (Pro-what do they agree with and Con-what they disagree with from the incident). Then lead a class discussion where each group shares their ideas.  Create a chart on the board (or large sheet of paper) to show each groups work as a comparison of the class. Teachers can use the Major Terrorism Investigation List to guide the discussion.
5. Reserve your school’s computer lab or other location where your class can have access to the internet.  The Federal Bureau of Investigation has a section on their website that focuses on terror investigations.  
· Go to www.fbi.gov, move your mouse to the “About Us” link and click on “What We Investigate”. 

· Click on the “Terrorism” link and you will see a link for “”Inside Our Operations.”  This is information on ten (10) specialized units of personnel in the FBI who are involved in terrorism investigations. 
· Divide your class into nine (9) or ten (10) groups. Assign each group one of the units from this section to create a presentation about.  You can give each group to opportunity to decide what type of presentation they want to do (PowerPoint, Poster, Pamphlet, Brochure are examples). Terrorist Methods Presentation Rubric
6. Summary: To prepare for this unit, you can create a basic worksheet as a review activity. You can hand 
them out prior to the student presentations and have the “other” students follow along and fill out the worksheet as the presentations are being done. Another option is to use the worksheet as a review of all presentations.  I have created my own PowerPoint related to the FBI special units.  After the student presentations, I will use mine as a review of key points. Terrorist Methods Presentation Worksheet
•
LESSON 2:  USING INFORMANTS, WIRETAPS AND SURVEILLANCE

1. Review Essential Questions. Post Essential Questions in the classroom. 
· How can information on terrorists be legally obtained?
2. To begin this lesson, write “Confidential Informants, Wiretaps and Surveillance” on your board.  Have each student copy the words down and then they are to make a list of ways they are all related in context of a criminal investigation.  
Teacher Reference:

· Instruct them to write the words on the paper with as much space as possible between them.  I have them draw a line between each to the words and then in the space between them make a list of ways they think each is related to the other. 

· Have students write the words on separate index cards.  On the back, have them draw a line down the middle.  Above the line have them write “their” definition of the word.  After checking this, have the students use a dictionary to find the correct definition and write it below the line.
· Have students use the internet to find a news story that has each word, or words in it.  They may find all three words in one article, or they may have to find three separate articles.  After finding the article(s), have the students answer the (Who? What? When? Where? Why? and How?) questions about the article and also write the sentence each of the words is used.

3. Give students the Terrorist Three Laws Similarities and Differences Worksheet bringing in at least three (3) different laws concerning wiretaps. Have them find the applicable Georgia and U.S. federal law, along with one other state of their choosing.  In class, have them read and make notations on their paper to show similarities and differences in the three laws. Next, have them use a larger piece of paper to create a compare/contrast chart for the different laws. Listed below are two of the websites you will need. 

Georgia Criminal Code

http://www.lexis-nexis.com/hottopics/gacode/default.asp
United States Criminal Code 

http://www4.law.cornell.edu/uscode/html/uscode18/usc_sup_01_18.html
4. Hand out to students the Terrorist Class Articles Handout 

· Break the class into groups, so each group has one of the articles. 
· The group is to use the information in the article to create an argument either for, or against the use of the particular issue (confidential informants, wiretaps, or surveillance), and present the argument to the class.
5. Summary of lesson.  Guest Speaker
Contact your local law enforcement agency (or another agency depending on your particular location/situation).  Arrange to have an investigator come speak to the class about the use of informants, wiretaps and surveillance. 
Teachers Note: I suggest you plan this several days in advance, so the speaker will have time to gather any resources or materials they may want to include.  Also, give the speaker as many details as possible about the focus of their visit (i.e. topics you have covered, areas of specific importance you would like them to discuss, etc.)  Bring real-life examples will help the students how things a applied on-the-job.  You may want to include a guest speaker “form” for students to use as a guide; or you can create one specifically for this speaker, with questions and/or topics for the students to focus on.

•
LESSON 3:  (Terror Organization Operations)

1. Review Essential Questions. Post Essential Questions in the classroom. 
· How do terror organizations operate?

2. Reserve your school’s computer lab or other location where your class can have access to the internet.   Prior to beginning this unit, you need to create (or update) a current list of know international terror organizations.  Terrorist Methods Presentation Rubric
· Inform the students that they will be creating a visual presentation on one of the major international terror organizations.  
· They may choose how they want to present their work (i.e. PowerPoint, pamphlet, poster.)  Explain the objective of the assignment is to help students understand the motives and methods of some of the major terrorism organizations.  
· This includes; the organizations’ activities, Country or place the group originated from, Countries the group is commonly found in (today), major belief (or beliefs) of the group, primary target(s) the group focuses on, primary method(s) of terrorism (weapons) and symbols and/or ways to recognize the group 
3. Summary of Lesson. 
· Reserve your school’s computer lab or other location where your class can have access to the internet.   
· Give each student a specific time period in U.S. history related to terror incidents.  Each student will be responsible for creating a half-size poster to document the terror events during the time period they were assigned.  (i.e. a period of years or a specific year depending on the number of events).  When all the work is completed, post the work around your room, in chronological order so everyone can see how the incidents affected the United States.

· Alternative Option: Give every student the assignment to create a basic time-line of terror incidents.  They are to research the incidents and create a time-line to show key dates, locations and basic facts of the incidents.  (You will need to prepare for this by obtaining a paper source that will be sufficient to create the time-line…roll of butcher paper for example.) 
•
ATTACHMENTS FOR LESSON PLANS

Major Terrorism Investigation List
Terrorist Class Articles Handout

Terrorist Methods Presentation Rubric

Terrorist Methods Presentation Worksheet

Terrorist Methods Teachers Guide

Terrorist Three Laws Similarities and Differences Worksheet

•
NOTES & REFLECTION: 

This unit will have some aspects of other units in the Homeland Security curriculum.  Primarily, the objectives related to terror organizations.  You will want to review all the unit plans for terrorism in an effort to avoid repeating work or information, as well as avoiding redundant assignments.  Additionally, this unit will require you to do some pre-planning and organizing to ensure it goes smoothly. Keep in mind that some students have very little prior knowledge of national and international events.  This makes it extremely important to get them interested in the topic before you begin the lessons.  I have a few ideas you can consider as you decide how to introduce your students to the issues related to terrorism, including; (1) Use a few video clips, (2) have students read a news article, or (3) find an article from a professional magazine.    
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Culminating Unit Performance Task Title:  
How Terrorist Groups are Found
Culminating Unit Performance Task Description/Directions/Differentiated Instruction: 
The culminating task I prefer to use is a project based assignment.  I will assign each student a particular “case” or investigation from a terrorism incident.  The students will research the incident and create a presentation to illustrate how the incident was investigated and the case reached a conclusion.  This will allow the students to include the pertinent facts of the case, any applicable laws related to the case and how the case was solved and/or concluded.

Attachments for Culminating Performance Task:
Major Terrorism Investigation List 
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Web Resources:
· Federal Bureau of Investigations www.fbi.gov
· U.S. Criminal Code http://www.law.cornell.edu/uscode/ 
· Georgia Criminal Code http://www.lexis-nexis.com/hottopics/gacode/default.asp
· National Conference of State Legislatures http://www.ncsl.org/default.aspx?tabid=13492 

· Homeland Security Magazine www.hstoday.us
Materials & Equipment: 
· Large paper (Easel size “post it”)
· Computer lab with internet access

· Projection Equipment

21st Century Technology Used: 
	X
	Slide Show Software
	
	Graphing Software
	
	Audio File(s)

	
	Interactive Whiteboard
	
	Calculator
	
	Graphic Organizer

	X
	Student Response System
	X
	Desktop Publishing 
	
	Image File(s)

	
	Web Design Software
	
	Blog
	X
	Video

	
	Animation Software
	
	Wiki
	
	Electronic Game or Puzzle Maker

	X
	Email
	X
	Website
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